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The Frameworks of Trust 
and Trustlessness Around Algorithmic 
Control Technologies: A Lost Sense 
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Abstract  Certain techno-political infrastructures, e.g. blockchains, aim to replace 
our existing social and institutional modes of producing trust as a social resource. 
Can they successfully do that, without the reliance on the very same institutions, 
which could safeguard and guarantee their trustworthiness in the first place? By 
now we have more than a decade of experience trying to build autonomous, code-
driven, private ordering infrastructures, designed to complement, disrupt, or replace 
both private and public institutions. The revolution of these ‘trustless’ digital tech-
nologies is yet to happen, raising concerns about their promises to address the exist-
ing trust challenges of centralized institutions, their capacity to eliminate the societal 
reliance on trust, and the potential consequences thereof. Therefore, in this chapter, 
we pose the following questions: How does trustlessness through the elimination of 
more-or-less trusted middlemen impact our values and our sense of belonging? 
How does the decision to end trust maintenance through trustless technologies 
impact the cultivation of a sense of community within a society? This chapter 
addresses these questions by critically reviewing the claims surrounding the trust-
lessness of automated, code-as-law-based governance systems in the field of digital 
identity management—an area that continues to command the attention of various 
organizations and institutions.

1 � Algorithmically Produced Trust and Trustlessness

When one party places trust in another, they rely on the trusted party’s intentions 
and capabilities to act in their best interest, and thereby expose themselves to the 
possibility of harm, deception, or failure. This inherent vulnerability is what makes 
trust a social construct and human phenomenon. Algorithmic control systems, such 
as blockchain technologies are developed to automate tasks and thereby reduce 
human intervention (and errors) to a minimum. They optimize resources by 
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reducing invested time, money, and effort, increase efficiency, and distribute 
decision-making and power away from traditional institutional entities. While some 
view them as progressive alternatives to the perceived failures and untrustworthi-
ness of traditional legal systems and institutions, others perceive them as strategic 
means to disrupt the existing institutional order to further their narrow, self-
interested economic, political, or ideological agenda. What unites both contrasting 
perspectives, regardless of their ability to automize, economize or decentralize 
activities, is their evaluation of the technology’s capacity to reshuffle power dynam-
ics in society by reconfiguring, remediating, and potentially replacing institutional 
and interpersonal trust relations.

This replacement of trust relations is achieved by two means. First, a trustless 
system is able to generate an immutable, consensus-driven, and publicly accessible 
ledger of transactions without the involvement of a centralized intermediary.1 
Second, its ‘trustlessness’ is embodied by rules written as self-enforcing code run-
ning on the blockchain base layer, enforcing the compliance of anonymous parties 
through automated, algorithmic means.

Both these specificities of blockchain-based systems stem from a particular 
vision on trust in individuals and institutions. On the one hand, individuals’ trust-
worthiness is inscrutable because their identity is unknown, and no identification is 
needed to take part in blockchain-based transactions. If, however, the trustworthi-
ness of the individual behind the transaction is not possible to establish, the system 
has to offer other safeguards and guarantees to ensure that transactions take place 
even though the counterparty is anonymous—hence the need for strong, self-
enforcing code-based rules. Confidence (i.e.: the expectation that the system will 
work as expected) in algorithmic systems is derived from the predictability of the 
mathematical rigor of the hashing algorithm, in particular public-private key cryp-
tography, as well as the economic incentive schemes for miners and consensus algo-
rithms governing the network. Hence, when users decide to subject themselves to 
the authority of a technological system, they do so because they may have confi-
dence in its predictable, mechanistic, ‘objective’ operation, where no trust is needed, 
because no possible (human or institutional) betrayal is possible. These confidence-
enhancing features, techno-optimists argue, allow the technology to enhance decen-
tralized decision-making, transparency, tamper-resistance, automation, impartiality, 
and objectivity. The goal is to eliminate human malintent and fallibility, corruptible 
institutions, arbitrary enforcement, and essentially remove human and institutional 
messiness from the system altogether.2

1 We acknowledge that all decentralized systems rely to some extent on centralized components to 
function, such as miners, validators, developers, computing infrastructure providers, developers, 
etc. The trustworthiness of these actors is of course an important question, but not substantially 
different from the trustworthiness concerns of other centralized institutions.
2 However, despite the high degree of confidence that algorithmic control technologies can qualify 
for, it can be argued that the requirement for trust in such systems persists, thereby challenging the 
system’s allegedly trustless character. This is due to their socio-technical nature, as technology can 
never be entirely impartial, unbiased, or apolitical. For a more detailed elaboration see Bijker et al. 
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Public and permissionless blockchains, known as such ‘trust-free’ or ‘trustless’ 
systems, pledge to transform interactions among anonymous-by-design peers that 
typically rely on trust, often mediated by third-party providers.3 As we discuss in 
more detail later, identity information, and the way it is produced, maintained, made 
available, or not, is a central question that defines interpersonal and impersonal trust 
relations, as well as the socio-technical and institutional modes of trust production. 
Second, the deep distrust towards traditional, rule-based, socially embedded inter-
mediaries requires that some of the functions they originally fulfill—such as main-
taining ledgers of all sorts—be provided through other approaches, such as reliance 
on algorithmically defined rules. This raises the question of what happens to our 
social trust relations organized around the principles of anonymity and algorithmic 
control?

The claim of algorithmic objectivity is not limited to the domain of blockchain-
based technologies. Other automated systems, such as AI, and algorithmic decision-
making systems also operate on the principle of quantified objectification: on the 
claim that once unbiased, comprehensive data is fed into objectively formulated, 
automatically followed transparent algorithmic rules-based systems, the resulting 
output would therefore be more trustworthy than those produced by institutional 
processes riddled with human error, judgement, and subjectivity.4 If the algorithmic 
decision-making system uses people as its input, then individuals (their identity, 
history, values, decisions, social networks) also get transformed by measurement, 
and conversion into data points, and the complexity of their trustworthiness gets 
simplified into plain scores of creditworthiness, fraud risk indicators, or online 
reputation.

Blockchains, AI, and algorithmically governed platforms are just a few examples 
of techno-social systems that aim to produce trust in various social, economic, cul-
tural, or interpersonal relations.5 Here is why: irrespective of the actual trustworthi-
ness or reliability of algorithmic trust-producing systems, their mere existence has 
an immediate impact: for better or worse they disrupt the trust in external actors, 
individuals, and traditional institutions. Blockchain-based systems, for example, 
don’t simply try to eliminate the need for trust, but try to eliminate the social, insti-
tutional practices of traditional trust production. While not inherently trustless, 
those technologies can be viewed as actively contributing to the cultivation of soci-
etal and interpersonal trustlessness, both through removing the need for trust, and 
through the elimination of centralized intermediaries and institutions, together with 
their trust-producing functions. The question, therefore, is not just about how human 
actors engaging in trust-necessitating transactions within the system trust each other 
under the new, technologically defined conditions. It is about how trust between 

(1989) and Hughes (1987). Confidence in blockchain technologies, for instance, may thus be chal-
lenged by the decisions of human actors in the system, such as influential core developers working 
on the blockchain protocol, or miners. See De Filippi et al. (2020).
3 See Beck et al. (2016) and Hawlitschek et al. (2018).
4 See Christin (2016).
5 See Bodó (2021a, b), Botsman (2017), and Keymolen (2016).

The Frameworks of Trust and Trustlessness Around Algorithmic Control Technologies…



358

these actors, both interpersonal and institutional, is being affected by (un)intended 
consequences of the technology destroying the traditional modes and institutions of 
trust production. Thereby, the inquiry into how these systems produce impersonal 
trust takes on an additional role. The greater the ability of their technical features to 
instill confidence in users and convey a feeling of predictability6 of future events—
independent of the traditional, institutional forms of impersonal trust—the stronger 
their impact is on societal trust in general. As we argue in this chapter, the impact of 
these technical features deserves extra scrutiny, if that impact is a growth of some 
form of trustlessness, which implies, in other words, the loss of (the need for) 
impersonal trust.

Despite the hype and the alleged revolutionary potential of these algorithmic 
digital technologies, they have yet to fully materialize. But, perhaps they don’t need 
to. Their impact is measurable even if they don’t fulfill their promises, and the dis-
ruption, as imagined, will not ultimately happen. The potential for damage is already 
there if individual consumers, citizens, public and private institutions embrace the 
unsubstantiated, never-to-be fulfilled claims about technological solutionism, the 
efficiency claims, the desirability of innovation at all costs, and the benefits of dis-
ruption.7 For this reason, in this chapter, we will not look as much into whether 
decentralized and automated socio-technical decision-making systems will effec-
tively replace our existing institutional methods of producing trust. Instead, we 
focus on the following question: What kind of dynamics are set into motion by the 
introduction of these systems into societal trust production logics?

The next section will introduce the social labor of trust production. We will then 
line out how in the realm of identity management, pursuits towards trustlessness, 
enabled through decentralization, automation, and verification, may discard, what 
we refer to as, the ‘second dimension’ of societal trust, which encompasses the 
procedures, interactions, and safeguards to ensure not only trust, but also a sense of 
community.

2 � The Social Labor of Trust Production

The initial source of trust in other people and institutions may be inherited, devel-
oped through repeated interactions and long-term experiences, or provided by exter-
nal references. Thus, trust is typically earned through reliable behavior, positive 
experiences, or good reputation. Known actors garner trust through personal experi-
ences, while trust in unknown actors may arise from the positive experiences of 
others, recommendations, or the safeguards given by external institutional interme-
diaries. At the other end, trust collapses quickly, if and when the other breaches that 

6 Predictability in this context is instilled through machines and artefacts, and is not coming from 
the act of trust, which is built from reliable, benevolent, and corrective behavior of societal actors.
7 See Bodó and Janssen (2022) and Janssen et al. (2018).
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trust. But what happens between the birth and death of trust? What kind of invest-
ment, upkeep, and maintenance work are necessary to maintain and support both 
personal, interpersonal trust, and abstract, societal trust?

For the purposes of this chapter, we do not discuss in detail how that process 
takes place in face-to-face, interpersonal trust relations, as this has already been 
extensively discussed.8 Instead, we will focus on the labor required to maintain the 
abstract and impersonal societal trust. Some of that trust is certainly the aggregate 
of interpersonal trust relations. If the members of a community generally trust each 
other in their micro-transactions, the overall, communal social trust should also be 
high. However, in modern societies, much of impersonal trust is produced by insti-
tutions, and through the interactions between citizens and institutions.9 Let us briefly 
sketch the societal labor necessary to maintain impersonal trust.

2.1 � The Social Labor of Impersonal Trust as a Shared 
and Social Resource

We define impersonal trust as a societal, broadly accessible resource, that facilitates 
the co-existence, collaboration, and cooperation of strangers within a particular pol-
ity, usually the nation state.10 Such impersonal trust is produced by various public 
and private institutions and practices. As Zucker put it, when the mechanisms of 
trust production “are reconstructed as intersubjective and as part of the “external 
world known in common” they can generalize beyond that transaction. This process 
of reconstruction has been called institutionalization: the process of redefining acts 
as exterior when intersubjective understanding causes them to be seen as part of the 
external world and objective when they are repeatable by others without changing 
the common understanding of the acts.”11 The source of such impersonal trust is 
external to the trust relation it supports. Such trust can rely on many sources, infra-
structures, such as the media system or public education producing shared epis-
temic frameworks, the justice system producing reliable contracting and conflict 
resolution regimes, or the private sector providing risk management opportunities. 
Thus, impersonal trust can be considered a shared resource, as it should be acces-
sible to everyone.

8 See Gambetta (1988), Goffman (1990), Greif (1989), and Hardin (2002). Let it suffice to say that 
potential trustees (i.e.: all of us) have to act in accordance with the formal and informal expecta-
tions of trustworthiness. This includes demonstrating one’s competence in certain tasks, perform-
ing a social role that demonstrates reliability, benevolence, care for others near and far, and acting 
with general integrity. Good social standing is a synonym for trustworthiness, and that social 
standing needs to be upheld both in the concrete, everyday social, economic interactions, as well 
as beyond them, in face of general social entropy and forgetfulness.
9 See Zucker (1985).
10 See Giddens (1990), Misztal (1996), and Sztompka (1999).
11 See Zucker (1985).
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There have been attempts to quantify the amount of resources spent on the pro-
duction of such impersonal trust.12 The study selected a number of professions in the 
US economy, such as managers (in business, finance, education, healthcare), service 
occupations (food preparation, care, etc.), sales, natural resource management, and 
transportation, and estimated how much time each profession spends with uphold-
ing trust. They found that around one third of the employment in the US is in one 
way or another related to upholding trustful economic relationships. This study 
frames this finding as the “cost of trust” and goes on to argue that at least some of 
this cost can be saved by relying on blockchains, smart contracts, and other algorith-
mic systems to produce the same trust, but cheaper. For the authors, trust production 
is first and foremost an economic question centered around costs and efficiency. 
However, reducing complex social, cultural phenomena to the question of economic 
efficiency robs them of all their non-economic functions. Fast food restaurants may 
be more efficient than cooking for friends, or maintaining a food service for the 
homeless, but it is also obvious what the more efficient alternative lacks.

The economic efficiency framing dis-embeds the practice it is applied to from 
the social relations it otherwise is embedded into.13 This also applies to how we see 
the labor spent on producing trust in society. The efficiency approach removes many 
of those considerations that socially embedded and controlled trust production prac-
tices embody and follow, such as care, maintenance of social relations, and ulti-
mately the maintenance and reproduction of interpersonal and impersonal trust. 
Hence, impersonal trust is also a social resource, implying that economic and quan-
tifiable considerations are unable to capture the multifaceted and abstract nature 
of trust.

2.2 � The Social Labor of Trust as a Shared Responsibility

Since centuries, public institutions are the primary producers of impersonal trust, 
and the social labor of trust production takes place in the frameworks they offer. 
Schools don’t just teach children to read and write, they produce trust through diver-
sity in the classroom, and creating the shared epistemic frameworks above and 
beyond individual, and group-based (racial, religious, linguistic) differences. Public 
service media doesn’t simply provide news and entertainment. While doing so, it’s 
mandate is to provide a continuously and freely accessible baseline in the cacoph-
ony of opinions, partisan debates, polarized info-bubbles. Likewise, a transparent, 
accountable, unbiased public administration doesn’t just manage communal 
resources, but while doing so, it allows trust to develop between those who rely on 
and contribute to those resources. Let’s take this latter trust production logic as an 
example to see in more detail how their trust production function may be affected 

12 See Davidson et al. (2018).
13 See Polanyi (1944).
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by external pressures which don’t take into account the disruption of the indirect 
trust related functions of public institutions.

The fate of the once lauded, but now dwindling New Public Management (NPM) 
approach highlights recent changes in the public governance and maintenance of 
trust. By introducing NPM, governments started to treat citizens as customers 
through mimicking private sector management models and leaning on market- and 
profit-oriented ideals, such as efficiency and performance measurements.14 NPM 
seeks to enhance public service delivery by promoting decentralization, competi-
tion, and customer-centric service provision. On the surface these goals are com-
mendable, but the effect they had on trust relations only became evident long after 
their introduction. See, for example, the strategy brief on trust in the government by 
the City of Amsterdam, signed by the Mayor and the Secretary of Amsterdam:

In the 1980s, government organizations were seen as too cumbersome, bureaucratic, and 
slow. The government had to be ‘run’ like a business. Effective and efficient: achieving 
goals with as few people and resources as possible. Values such as humanity, fairness and 
openness became less important. The human dimension disappeared to the background. 
Citizens were seen as consumers and that had an effect on how governments treated citi-
zens. Namely, as individuals who are mainly concerned with their own self-interest, people 
who cannot be trusted and therefore must be checked. If we want to increase residents’ 
confidence in the municipality, we must take the first step and embrace a different, more 
positive view of humanity. Where we think and act as a starting point assume that Amsterdam 
residents are of good will. Trust instead of suspicion is the basis to act as a reliable govern-
ment that primarily serves the citizen.15

This problem statement highlights the complexity of the role of public institutions 
as sources of impersonal trust. On the one hand, their mandate is to maintain trust 
in a community. For that, however, they need to be trusted by their constituents: the 
community they serve. Yet, this trust collapses, if the citizens see them as only 
focusing on efficiency, or in the name of the NPM ethos, they try to base their activi-
ties on control rather than trust.

Private institutions, such as banks, credit rating agencies, PR, marketing, and 
communications agencies also produce societal trust, either as their main area of 
activities, or as a byproduct of providing trust-requiring services. Unlike public 
institutions, their focus is not first and foremost to produce societally optimal levels 
and forms of trust. Instead, they must balance their economic interests, shareholder 
value, profits, market dominance with the kind of trust they are ultimately produc-
ing. Though the assumption of neoliberal economic theory is that economic self-
interest, coupled with market competition would ultimately lead to trustworthy 
behavior in general, and in the case of trust producers, a steady and reliable supply 
of trust as a product, this does not always work in practice. The 2008 financial crisis 
was the result of financial institutions (investment banks, credit rating agencies) 

14 See Ferlie et al. (1996).
15 Halsema and Teesink (2022).
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prioritizing short-term profits over their long-term mandate16 to produce trust in 
economic relations, despite them being also heavily regulated to ensure their trust-
worthy behavior.

This conflict of interest is greatly aggravated in the case of technology compa-
nies in the business of trust production, where platforms, search engines, communi-
cation services, dating apps, self-driving car companies are repeatedly caught 
breaching their users’ trust by selling their data, eavesdropping their conversations, 
feeding them misinformation, or putting them in physical danger, because profit-
ability concerns seem to be more important than being trustworthy in all those rela-
tions they service.

2.3 � Algorithmic Technologies and the Social Labor of Trust

The amount and nature of societal trust is the outcome of a constantly shifting bal-
ance between different trust production approaches: trust produced in interpersonal 
relations, trust produced by public institutions, and by private institutions. For 
example, if trust in public institutions is dwindling, which means that citizens rely 
less on the impersonal trust safeguards produced by the government, they may rely 
more on interpersonal trust relations.17 Consumers may be happy to replace some of 
the trust they feel towards other humans with trust produced by private actors, when, 
for example, they let their car drive itself, rather than grabbing the wheel them-
selves. Public institutions are increasingly outsourcing their trust production func-
tions to private entities. The closure of schools during the COVID pandemic, and 
the increased reliance of private education technologies (from Zoom and Google 
classroom to various learning platforms) outsourced many functions of the school 
(instruction, practice, assessment) to these technological actors. There is also a con-
stant shift between various private trust producers, such as the one between tradi-
tional banks and neobanks,18 or between traditional news organizations and 
social media.

Some of these shifts are less controversial than others. At the time, the shift from 
Encyclopedia Britannica to Wikipedia as a source of trustworthy and trusted infor-
mation seemed outrageous, by now we know that ultimately there is little difference 
between the two in terms of the level of editorial control over individual articles, or 
the selection mechanisms producing the editors.19 Other shifts are way more contro-
versial. Replacing seasoned journalists and newsrooms with AI and social media 

16 In this sense, a mandate is not to be understood as a legal mandate, but for financial institutions 
to function properly in the financial system, trust is the very foundation. Without trust, customers 
would not deposit their money, seek financial advice, or use banking services.
17 See Fukuyama (1996).
18 See Ferrari (2022).
19 See the (self-)evaluation of Wikipedia on trustworthiness criteria: https://en.wikipedia.org/wiki/
Wikipedia:Evaluating_Wikipedia_as_an_encyclopedia, its complex administrative structure: 
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may save costs for news producers or consumers but apparently results in a break-
down of some of the fundamental shared epistemic frameworks, from science to 
politics.20 Replacing human social workers with algorithmic decisions can harm 
everyone: citizens, whose needs are denied; public institutions, who are reinforcing 
rather than lessening inequalities through their algorithmic tools; and the rest of 
society, outside of these relationships.21 The algorithmization of the public sector, 
when it fails, leads to a breakdown of social trust relations between citizens and 
institutions; and through the growing distrust in the institutions tasked to produce 
impersonal trust, it can end with a general breakdown of societal trust.22 Finally, the 
responsibilization of the citizen under the neoliberal state shifts responsibilities 
from public institutions to individuals and impersonal economic processes,23 also in 
terms of trust production. The neoliberal subject is increasingly left to their own 
devices to find an answer to the question whether the unknown other is trustworthy, 
and to prove their own trustworthiness towards the others.

Blockchain-based systems present a particularly nasty configuration of these 
issues. They are designed to serve an arbitrary, ad-hoc cloud of anonymous, indi-
vidual subjects, under the assumption that no one in the system is trustworthy; the 
users, due to their disposable identities cannot form a community (the problem of 
so-called “on chain governance” is still unresolved, and the governance of commu-
nities—if they exist—happens at least in part separately from what is happening on 
the decentralized infrastructure); and as a result, there is neither a need, nor a pos-
sibility for social trust in the system. This assumption of course is incredibly cor-
rosive, if the system is deployed in a setting where social trust is still present. First, 
such a system in and by itself, does not, because it cannot, contribute anything to the 
maintenance of that pre-existing trust. Second, it may actively destroy social trust 
by injecting the assumption of untrustworthiness into the community and replacing 
trust by control. Third, to the extent it actually replaces (the functions) of a public 
institution, it removes this institution’s trust-producing labor from the maintenance 
of social trust.

For any of these reasons, efforts that aim to disrupt and replace trusted societal 
middlemen with trustless, algorithmic, or confidence-based systems deserve extra 
scrutiny. Identity management systems, described in the next section provide a com-
prehensive case study to just do that.

https://en.wikipedia.org/wiki/Wikipedia:Administration, its overview of editorial control: https://
en.wikipedia.org/wiki/Wikipedia:Editorial_oversight_and_control.
20 See Laufer and Nissenbaum (2023).
21 See Eubanks (2017).
22 See Bodó and Janssen (2022).
23 See Brown (2017) and Weigl et al. (2023).
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3 � Identity Management as a Case Study for Trust Labor

Identification, both digital and analogue, is essential for parties who do not know or 
trust each other, but want to, or need to collaborate, or simply co-exist. There are 
multiple ways how identity information can be managed, maintained, disclosed, 
each contributing differently to the social production of trust. Although more granu-
lar distinctions are possible, we will adopt a general approach in this chapter and lay 
out three of them: paper-based public identity management, and privatized, so-
called federated models (Sect. 3.1), and decentralized identity management sys-
tems, also known as self-sovereign identity systems (Sect. 3.2). In the following we 
will compare these alternatives from the perspective of their trust related functions.

3.1 � Trust and Distrust in Public and Private Centralized 
Digital Identity Systems

3.1.1 � Public Identity Infrastructures

The history of identification, public administration, and the collection of personal-
ized information dates back thousands of years. During this time, governments 
emerged as the primary identity providers to maintain social order, manage taxa-
tion, and deliver public services. As societies grew in complexity, governments took 
on the role of centralizing and regulating identity documentation, leading to the 
development of formal identity information, such as date of birth, address, or 
nationality.24 Given that identity information is largely rooted in the confirmation of 
an individual’s citizenship, most types of personal identification have thus remained 
under the authority of governments.25 An instance of an established instrument for 
confirming citizenship are paper-based passports. Serving as government-issued 
and globally acknowledged documents, passports enable individuals to, for instance, 
verify their identity when crossing international borders, and thereby facilitate trav-
el.26 When not coupled with surveillance technologies (such as biometrics, facial 
recognition systems, or GPS tracking) or politically and ideologically motivated 
misuse, they are also a trust anchor for public authorities and other service provid-
ers. The personal identification enabled through these official documents plays a 
relevant role for individuals engaging with public administrations, but also for 
accessing services provided by commercial entities, such as opening a bank account.

However, using physical documents for identity proofing can come with security 
risks, including the potential for breaches, identity theft, personal data misuse, and 

24 See Lips (2019).
25 See Wihlborg (2013).
26 See van Dijck and Jacobs (2020).
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compromised privacy.27 The digitization of identification systems signified a move 
toward fostering a more transparent and trustworthy information society and a step 
toward modernizing administrative and bureaucratic processes. This, however, 
introduced new risks and challenges to the public administration of identities, such 
as (growing threats of) cybercrimes, and a subsequently enhanced need to safe-
guarding users’ privacy and security.

3.1.2 � Private Identity Providers

With the advent of Facebook in the early 2000s, and various commercial services 
requiring user identification online, the traditional perception of identity manage-
ment as a prerogative preserved for public authorities was substantially weakened. 
In the private sector, a digital identity management approach emerged, known as the 
‘federated’ identity management system. In this system, private companies act as 
central trust authorities, enabling users to verify their identity through a single-sign-
on process on the platform where they first registered their accounts. The system 
requires all involved parties to have a mutual sense of trust, since it is based on an 
arrangement between multiple domains that enables users to use the same identifi-
cation data to access different networks. Hence, for commercial services, major 
private trust mediators like Google or Meta started to offer convenient identity man-
agement systems that store users’ access credentials. Users ‘only’ need to establish 
a single account with one of these digital intermediaries, or identity providers in this 
case, to gain access to a diverse array of portals and services.

3.1.3 � Trust Related Issues with Centralized Identity 
Management Systems

Both public and private digital identity management systems are in effect central-
ized repositories of personal data. This gives rise to issues of privacy, security, sur-
veillance, and misuse, as the following examples testify.

Centralized data repositories of identity information are vulnerable to security 
breaches and data leaks, in some cases affecting billions of users, exemplified by 
cases such as those involving Yahoo!, LinkedIn, and Meta. Private actors are also 
prime targets for state surveillance, such as those revealed by Edward Snowden in 
2013.28 Classified documents exposed details about an electronic mass surveillance 
data mining initiative led by the NSA, with the collaboration of major tech compa-
nies such as Microsoft, Yahoo!, Google, Facebook, YouTube, and Apple, aimed at 
acquiring real-time data about US citizens. Private identity providers are also sensi-
tive to how well, and by what values they are managed. Elon Musk’s 2022 takeover 

27 Ibid.
28 See Königs (2022).
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of Twitter illustrates how the commercialization of the platform’s user identity veri-
fication system, and the introduction of a subscription-based system can lead to the 
proliferation of fake accounts with verification checks, enabling the spread of mis-
information and undermining the original purpose of the ‘blue check’ as a seal of 
authenticity of the account holder.

Despite all these concerns, users seem to have confidence in these systems to 
manage their (digital) identities. In case of the public systems, they have little 
choice. What is more surprising is their continued use of those private identity man-
agement systems which already proved themselves to be untrustworthy.

The reasons behind users’ continued reliance on untrustworthy identity manage-
ment systems can vary. Some users believe that they can manage and take safe-
guards against security and privacy risks, leading them to continue using the services 
of digital trust mediators with a strong belief in making informed decisions.29 Digital 
service providers also do a lot to appear as trustworthy. Instances of such practices 
are (1) a strong focus on user experience and user-centric features, (2) some invest-
ment in internal governance mechanisms to increase trustworthiness, (3) relying on 
external signals and attestation of trustworthiness, (4) inviting regulation, or (5) 
building powerful (meta) narratives of trustworthiness, often without, or directly 
contradicting real world facts, and experiences.

These trust building practices, however, are quite different from actual, verifiable 
trustworthiness. Governments and private technology companies can only earn 
trustworthiness by being reliable and consistent in their behavior. Otherwise, these 
practices only produce misplaced trust: convincing users to trust something which 
isn’t actually worth their trust. While trust-building actions can certainly enhance 
perceived, but possibly misguided trustworthiness, building and maintaining actual 
trustworthiness requires an often much more costly ongoing commitment and 
integrity.

The difference between investing in trustworthiness perceptions, and investing in 
actual, verifiable trustworthiness is what differentiates between the lack, and the 
presence of the social labor of trust production. The former ultimately decreases 
social trust by investing in deception, the latter actually contributes the social trust 
by investing in trustworthy trust producers.

The social labor of trust production in this latter case can take many forms. 
Trustworthiness of both public and private digital intermediaries in identity systems 
can be gained through, for example, user data and privacy protection through 
encrypted communication, compliance with data protection regulations, and the pri-
oritization and demonstrated commitment to the proper and ethical use of any col-
lected user information, at the cost of monetary gains, as well as other commercial 
and political interests.

29 See Bodó et al. (2023).

B. Bodó and L. Weigl



367

3.2 � Trustlessness in Decentralized Digital Identity 
Management Systems

Historically, institutional trust has experienced ups and downs. The last decades 
witnessed several downturns, marked by trust-shattering events invoked by politi-
cal, digital and also financial actors.30 These socio-economic conditions prompted 
technological responses that envisioned a disruption of traditional governance 
structures.31 Decentralized technologies like blockchain constituted an alternative 
governance model grounded in cryptographic code rather than contracts and legal 
frameworks, and verification mechanisms rather than institutional trust.32 The foun-
dational technology of blockchain initially emerged within the cyberlibertarian 
realm of the internet, marked by a deep skepticism towards both public and private 
institutions.33

The sphere of digital identity management was not left untouched, as engineers 
and a small circle of identity management experts called for a decentralized infra-
structure as an approach to solve the trust issues provoked by centralized actors. 
With blockchain gaining prominence as a hype technology, a new libertarian 
blockchain-based digital identity paradigm touted as ‘self-sovereign identity’ (SSI) 
emerged. Taking into account the conceptual analysis of a variety of scholars study-
ing this concept,34 self-sovereignty can be understood as a concept in which data 
subjects exert control over their data and can determine how data are collected, 
processed, stored, and shared.

According to the SSI philosophy, safeguarding user privacy and security can thus 
only be achieved by removing any centralized entity involved in the exchange of 
user data. Essentially, data control should be decentralized, and this could be accom-
plished on a technical level through public key cryptography. Public key cryptogra-
phy operates with key pairs, comprising a public key and a corresponding private 
key. The ownership of the key pair can be mathematically proven without disclosing 
the private key itself. Public key cryptography enables users to generate their own 
identifiers known as decentralized identifiers (DIDs), which facilitate encrypted 
communication between users and service providers without the necessity of a cen-
tral authority for registering or revoking the identifiers. Similarly, verifiable creden-
tials are a frequently observed technical feature of SSI. The validity of the credentials 
can be assessed without the involvement of the credential issuer and simply by 
controlling the digital signature of the issuer and a public revocation registry. For 
this purpose, a distributed ledger acting as a single source of truth regarding public 
information on credential issuers is recommended.35 Users can then store DIDs, 

30 See Earle (2009), Levi and Stoker (2000) and Werbach (2018)
31 See Davidson et al. (2016).
32 See Werbach (2017).
33 See Golumbia (2016), Karlstrøm (2014), and Reijers and Coeckelbergh (2018).
34 See Couture and Toupin (2019), Herian (2020), Ishmaev (2021), and Weigl et al. (2023).
35 See Mühle et al. (2018).
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associated cryptographic keys and credentials on their devices or in the cloud, in a 
so-called ‘digital wallet’. For enhanced user privacy, computer scientists, cryptog-
raphy researchers in particular, explored cryptographic methods for the selective 
disclosure of identity credentials. The assumption that, in general, centralized insti-
tutions would typically ask for more data than necessary, led to the integration of 
zero-knowledge proofs (ZKPs) as tools to minimize information exposure during a 
verifiable presentation and reveal only the attributes relevant to the specific purpose. 
ZKPs would also avoid the disclosure of an associated identifier, such as the public 
key of the issuer’s signature.36

Thus, in order to verify someone’s claim or identity, the holder or user of the 
information that needs to be verified can provide verifiable credentials, that is cryp-
tographic proofs, generated from their wallet to the verifier. These proofs contain 
information that was attested by an issuer beforehand. Attestation in SSI systems is 
enabled by the issuance of verifiable credentials, which are digitally signed by the 
issuer, and thereby assure the accuracy and authenticity of the information. Verifiers 
can independently check for the veracity and validity of these credentials by check-
ing the cryptographic signatures of the issuer’s public keys, without the involvement 
of a centralized entity or authority.

Essentially, the technical characteristics of SSI are designed to bridge the high 
level of distrust in centralized entities and seek to grant individuals greater power 
and control over their personal data. From a normative point of view, however, it is 
worthwhile to critically scrutinize the moral and ethical feasibility of decentralized 
data control, and the replacement of digital intermediaries and institutions and their 
trustworthiness. Two main points within the context of trust disruption merit par-
ticular attention.

The first pertains to the infrastructural challenge stemming from what we can 
delineate as the ‘ledger society’.37 The second involves an individual-level concern 
arising from the strong pursuit of user empowerment and control. The ledger society 
is characterized by great expectations and hopes regarding blockchain technology 
to solve societal issues. SSI, in this context, is “an idea that arguably assumes the 
retreat or abject failure of institutions, including intersubjective trust”.38 Thereby, 
SSI does not necessarily seek to recalibrate or enhance social cohesion or political 
integrity. Instead, its objective lies in disrupting trust and establishing verification 
mechanisms and control as the bedrock for societal transactions encompassing both 
impersonal interactions and institutional relationships.39 Secondly, as a user-centric 
identity management model, SSI aims to empower users with increased control and 
ownership of their personal information. However, the proponents of SSI, evidenced 
by the case of digital COVID-19 immunity passports, neglected ethical problems 

36 See Sedlmeir et al. (2022).
37 See Herian (2020).
38 Herian (2020), p. 157.
39 See Bodó (2021a).
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such as social stratification, discrimination, or deliberate self-infection.40 SSI can 
thus be described as an economic model that establishes self-constituted markets for 
credentials and identity verification. Ideally, users and consumers feel autonomous 
and sovereign as they control the methods and avenues of data exploitation, prac-
tices that, however, inherently remain unchanged.41

These two dynamics on the infrastructural and the individual level eliminate the 
need for trust by establishing an ecosystem that is characterized by transparency, 
immutability, and user autonomy, and thereby eliminating the reliance on trusted 
intermediaries.

4 � A Lost Sense of Community

4.1 � Trust Production in Identity Management

As mentioned above, at a more abstract level, we can discern three distinct 
approaches to managing digital identity (public, private, and decentralized systems) 
and the underlying production of impersonal trust. However, to begin with, it is 
important to acknowledge that next to any public administrative function, such as 
identity management, trust is needed for a democratic state to operate in the first 
place. Well-placed trust is feeding into the legitimacy a state needs to function on 
behalf of its citizens. For public identity management in democratic societies, trust 
production relies on democratic control, the rule of law, and the accountability and 
legitimacy of public institutions. In turn, trustworthy identity management in the 
public realm is important as it allows the justice system to operate, it allows public 
registries to be trustworthy, and it allows public administration to fulfill its tasks to 
develop and implement just, equitable, accountable policies.

In the privatized or federated models, identity information is managed by private, 
profit-driven companies. They operate in a different territory as public institutions, 
and they are able to provide trust safeguards for interactions across jurisdictional 
boundaries at scale. How they do that, however, is only in part defined by the needs 
of the users and the specific interactions they mediate. Of course, on a technical 
level, they need to manage identity information in a safe, secure, and reliable man-
ner, by protecting users’ personal data and privacy, using encryption, and complying 
with data protection laws, as well as integrating multi-factor authentication or 
privacy-enhancing technologies. Yet, private actors have their own incentives: bal-
ancing safety and legal compliance against costs and following economic incentives 
which often result in identity information being used for purposes that benefit the 
identity provider and not always the users. They also don’t have societal concerns in 
mind when they decide whom to issue a federated identity, what kind of compliance 

40 See Halpin (2020).
41 See Herian (2020).
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they enforce, when and how they monitor bad behavior, and when to deny authenti-
cation to services. Their practices, norms, and rules may be oblivious to, or in some 
cases, in direct conflict with the purposes and goals of public identity providers.

If these practices are not effective enough, or if institutions are not perceived as 
trustworthy anymore, a third option to govern digital identities emerges; the decen-
tralized identity paradigm. Decentralized identity systems aim to empower indi-
viduals to act autonomously without the interference of institutional middlemen. 
The trust placed in any central actor is minimized, despite the consequence of dis-
connecting from the broader societal system. In the evolving landscape of digital 
identity management, the desire to reduce the influence of untrustworthy federated 
and public intermediaries, particularly in the era of datafication, is a recurring 
theme. The incentive behind this shift is clear—a response to the numerous instances 
where trust has been betrayed through security breaches, personal data misuse for 
behavioral manipulation, microtargeting, data-driven profiling, mismanagement, 
and through political or ideological differences. All of that accumulates and results 
in institutional mistrust. The rationale behind embracing a trustless approach 
appears comprehensible. However, the notion of entirely removing intermediaries 
for digital identification and verification purposes raises several questions when 
analyzing trust from a sociological and philosophical perspective. This is because 
the function of trust goes beyond its role in facilitating and economizing interactions.

4.2 � Two Sides of Two Different Coins: Technical and Societal 
Trust Mechanisms

In this section, we will contrast some of the self-sovereign identities’ (SSI) techni-
cal features with the relevance of societal trust-building mechanisms. SSI, on a gen-
eral technical level, is characterized by individual empowerment through enhancing 
privacy and anonymity, and the detachment from centralized systems. The infra-
structure needs to be a decentralized network, such as a public or private blockchain 
or any decentralized public key infrastructure.42 Embedding identity verification (of 
citizens) in a trustless network comes with societal consequences, especially when 
considering the role trust plays in various interpersonal and institutional interactions 
in social and political life.

42 Although recent implementations of SSI systems have moved away from extensive blockchain 
integration, some still argue blockchains could be useful for hosting the public key infrastructure 
for certificate issuers and public registries that contain information on the revocation status of 
credentials. Regardless of the implementation of a blockchain, the SSI system always exercises 
some degree of decentralization with the usage of digital wallets operating on local devices and 
containing users’ identity data.
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4.2.1 � The Disruption of Social Capital

First, for several reasons, life becomes more manageable in a community equipped 
with social capital. This term, as defined by Putnam, refers to “connections among 
individuals—social networks and the norms of reciprocity and trustworthiness that 
arise from them”.43 Social networks cultivate norms of generalized reciprocity, 
enabling coordination and communication, enhancing reputations, and ultimately 
providing a means to resolve collective action dilemmas. Taking the idea of self-
sovereign identities further will make social capital difficult to accumulate. Self-
sovereignty enforces individual control and autonomy over personal data.

In a society where identity is managed by individuals through decentralized sys-
tems, the traditional bonds of trust and reciprocity, which are essential for the for-
mation of social capital, become hardcoded as obligations and crypto-economic 
incentives into an infrastructure layer. Self-sovereign identity infrastructures may or 
may not be the future of many social, economic interactions and trust relations in 
the future, but in some way or another, the affordances of the technology will shape 
those relations. A technology built on the assumption of anonymity, zero-knowledge 
proofs, distrust, and libertarian ideas of control and individuality will frame the 
interactions where this technology is put in use. Whether in interpersonal relations, 
or vis-à-vis public institutions, a technology of distrust will shape and constrain the 
interaction. It is hard to imagine how such a framework would be conductive to the 
emergence of collective trust necessary for social cohesion. In addition, rules, hard-
coded into the infrastructure layer make it difficult for a community to adjust its 
own norms to changing circumstances because such capacity is now tied to the 
restricted technological domain of protocol development.

Another aspect is how such technologies can contribute to the development of 
shared epistemic frameworks. Lynne Zucker argues that trust emerges from a com-
plex set of background expectations, the attitudes of daily life, reciprocal perspec-
tives, and socially warranted knowledge.44 This is a two-way interaction. Common 
background expectations produce trust, and it is the social labor of trust production 
which to a large extent forms shared background expectations. These expectations 
are constantly challenged and reassessed according to fast-changing global and 
societal circumstances. In the epistemological framework of SSI-based trustless-
ness, this process, the formation and modification of background expectations, is 
reduced to the mere impression of confidence that the system works. The interac-
tions individuals build through such systems also do not allow for the production of 
background expectations, or for an update thereof, as SSI does not produce trust, it 
produces verification mechanisms, such as cryptographic protocols and attestations, 
due to distrust. With each interaction, we calibrate what we can expect from each 
other and the environment. In the absence of a functional trust system based on 
common expectations, society may fragment into tribal trust networks. The danger 

43 See Fukuyama (1996) and Putnam (2001), p. 19.
44 See Zucker (1985).
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of such fragmentation becomes apparent as societal systems lose their coherence. 
This results in dysfunctional interactions, hindering the development of broader, 
interconnected communities.

4.2.2 � The Disruption of Civic Culture

Secondly, trust is also a central element of civic culture. As Sztompka argues, “its 
presence is an indispensable precondition of a viable political system”.45 The foun-
dation of the political system rests on active participation, where the crucial role of 
engagement lies in incorporating practices that allow everyone to witness and con-
tribute to the system’s trustworthiness—often by participating in practices of dis-
trust: control, oversight, verification. Consequently, trustworthiness becomes an 
experience of engagement. From a certain perspective, distrust can be seen as ben-
eficial as it implies a sense of guardianship, wherein we scrutinize those who are in 
positions of authority.

In SSI systems, zero-knowledge proofs (ZKPs) are optimized to empower users 
by enhancing anonymity through privacy-enhancing features. Identities are verified 
through cryptographic protocols (cryptographic hash functions and mathematical 
proofs), which allow the holder of identity data to demonstrate knowledge of a 
secret to a verifier without revealing that information itself. While ZKP can allow 
for identity verification without oversharing specific information, this goal comes at 
the expense of being able to participate in the production of collective societal 
goods, such as trustworthiness, which relies on some levels of visibility and legibili-
ty.46 For instance, in the context of law enforcement, excessive anonymity resulting 
from their use might impede investigations into criminal activities.47 Healthcare 
institutions may face challenges in efficiently managing public health crises if they 
cannot access anonymized data for epidemiological analysis.48 Moreover, since 
ZKPs have to date no legal development under EU regulation, there is a risk of 
impeding regulatory efforts. Hence, while ZKPs provide a cryptographic means to 
validate information without revealing it and constitute an essential feature in a 
zero-trust environment, the use of such systems contributes little to the operation 
and maintenance of a trustworthy system itself. If we delegate this responsibility to 
an algorithm of trustlessness, we forfeit the ability to uphold trust through vigilant 
skepticism. SSI is unable to provide this process because this task has been rendered 
irrelevant by delegating it to the protocol level.

45 Sztompka (1999), p. 14; and see also Almond and Verba (1963).
46 See Golman et al. (2017), Kahneman and Tversky (1979), Pozen (2018), and Prat (2005).
47 See Garland (2001), Hert and Gutwirth (2006), and Jardine (2015).
48 See Abouelmehdi et al. (2018) and Gille and Brall (2021).
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4.2.3 � The Disruption of Societal Interactions

Thirdly, trust is also an important dimension of civil society interactions in general. 
The existence of a functioning community of citizens, dedicated to political author-
ity, relies on both mutual trust among individuals and a trusting relationship with 
public institutions. Institutions thereby also serve as the catalysts for a continuous 
calibration process between individuals. This calibration process involves language, 
concepts, and the establishment of a shared understanding. Removing or neglecting 
this capacity, which is fundamental to trust, disrupts the process of building a com-
mon understanding. Emerging decentralized systems like self-sovereign identity 
further underscore the effect of postmaterialism on societal trust, whereby individ-
ual values shift from physical and economic principles to values like autonomy and 
self-expression.49 Thus, while typically supportive of democratic ideals, postmateri-
alism also embodies perspectives and actions that challenge the establishment, 
along with growing discontent with authority within contemporary democracies. 
This resonates particularly with the perspective of blockchain evangelists who argue 
that the technology has the potential to provide internationally recognized self-
sovereign legal identities to everyone. This could, in turn, empower individuals to 
establish virtual communities in cyberspace, dedicated to political decision-making 
and the formulation of laws, surpassing the confines of (national) institutions.50 It is 
plausible that individuals supporting such views largely contest authority and 
exhibit a heightened pursuit of trustlessness.51

In conclusion, while the desire to reduce the power of trust intermediaries in the 
evolution of digital identity management is understandable, a nuanced approach is 
necessary. Trust is not just a procedural safeguard but a vital element in civic culture 
and civil societies in general. Institutions and collective practices play a crucial role 
in this process. Various forms of identity management encourage specific forms of 
trust production and societal reproduction and discourage others. The choice 
between the different approaches thus has consequences beyond identification and 
verification of different aspects of our identities in narrowly defined settings. 
Replacing public identity infrastructures with self-sovereign ones means abolishing 
certain forms of trust labor, and thereby risking societal fragmentation and the 
breakdown of cohesive communities.

It can finally also be argued that if SSI was really able to foster trust by making 
issuers, verifiers, and users more trustworthy, a significant contradiction arises. The 
paradox lies in the potential resistance from entities, such as private verifiers, who 
may have vested interests in monetizing data or exploiting extensive data collection 
practices. In this scenario, the implementation of mechanisms to verify credentials 
and empower users with ZKPs and control over their digital identities could face 
pushback from those accustomed to traditional data-centric models. Furthermore, 

49 See Catterberg and Moreno (2006) and Inglehart (1990).
50 See Orgad (2018).
51 See Catterberg and Moreno (2006).
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when governments or supranational actors, like the EU, adopt SSI, there exists a 
possibility that these entities might embrace SSI simply to demonstrate a commit-
ment to principles of transparency and individual empowerment, which they are 
already perceived to uphold. On the other side of the coin, if the SSI technology 
lived up to its promise of state ‘disempowerment’ and individual autonomy, would 
untrustworthy surveillance and authoritarian states adopt SSI and fully relinquish 
the control to citizens, just to become trustworthy?

5 � Conclusion

In the realm of digital identity management, small circles of experts have advocated 
for a decentralized infrastructure as a solution to address the trust issues arising 
from centralized actors. With the rise of blockchain as a ‘trustless’ technology, a 
novel libertarian digital identity paradigm known as SSI has surfaced. Decentralized 
systems like SSI alter the form, content, shape, and amount of impersonal trust in 
often unforeseen and unforeseeable ways. The aggregate impact of the changes is 
hard to assess. Yet, in this chapter, we asked what kind of dynamics are set into 
motion by the introduction of trustless systems into societal trust production logics?

We posit that societal, impersonal trust facilitates the co-existence among strang-
ers within a specific political entity. This form of trust is generated through diverse 
public and private institutions and practices as laid out in Sect. 2. From this, we 
formulated some normative goals, when it comes to the social production of imper-
sonal trust. First, impersonal trust is a shared social resource. This means that ide-
ally, it is equally accessible to all members of the community, without discrimination. 
Second, impersonal trust is a shared social resource. This means that the nature, 
form, and amount of that trust should be defined by social, rather than purely or 
predominantly economic considerations and/or technological limitations. Private 
trust producers’ contribution to impersonal trust should also be assessed and ensured 
from the perspective of the community. And third, the production of impersonal 
trust is a shared responsibility of the community. This means that no member should 
face a barrier to, or completely excuse themselves from participating in the practices 
of trust production. Also, public institutions’ mandate should include this responsi-
bility, both directly or through their regulatory and oversight functions vis-a-vis 
private parties.

In the case of SSI, two main elements of trust disruption clash with at least one 
of the normative goals above. The first revolves around the infrastructural disrup-
tion due to decentralization, which clashes with the second (social) and third 
(responsibility) normative goal. In this context, the objective of SSI is to disrupt 
trust and establish verification mechanisms and control as the fundamental basis for 
societal transactions, encompassing both impersonal interactions and institutional 
relationships. This removes trust as a social resource and as a shared responsibility. 
Specifically, digital wallets and DIDs eliminate the need to trust central entities by 
allowing users to control their data and communicate directly by leveraging 
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cryptography instead of relying on intermediaries. Distributed ledger technology 
eliminates the need to trust issuing entities, allowing to verify issuers’ signatures for 
the integrity of credentials. Verifiable credentials eliminate the need to trust users, 
by making credentials tamper-evident and cryptographically verifiable, reducing 
the risk of forgery. ZKPs eliminate the need to trust verifiers, by minimizing the 
amount of personal data exchanged during verification processes and the potential 
for misuse of information.

The second clash pertains to individual-level concerns stemming from the intense 
pursuit of user empowerment and control. This user empowerment, from the per-
spective of trust labor, however, seems one-sided and superficial, and conflicts with 
the first (shared) and the second (social) normative goal. Some users may be 
empowered in a technical sense if they control their own identity information, but 
this does not translate into bargaining power vis-à-vis private entities trying to 
extract as much information from them as possible, and certainly results in disem-
powerment when it comes to participating in the social practices of trust production 
and trust development. Moreover, empowering users comes with attributing a sig-
nificant responsibility to them. This responsibility also comes with accountability, 
but through the distribution of power and decision-making capacity, accountability 
can no longer be exercised by a protective central entity. Consequently, how is that 
entity supposed to be trustworthy when it cannot be held accountable? In essence, 
the pursuit of user empowerment requires careful consideration of the broader soci-
etal context, acknowledging the inherent challenges and responsibilities associated 
with empowering individuals within existing power structures. Simply providing 
users with technological tools does not automatically address the underlying power 
imbalances. To conclude, it remains unlikely that decentralized technologies will 
ever fully substitute the sense of community and belonging for individuals, even if 
these individuals harbor distrust towards societal institutions.

In this chapter, we used decentralized identity management as a case study for 
zero-trust technologies to show how, regardless of the numerous trust breaches, 
trust cannot be replaced by a techno-centric approach. It can, at best, make existing 
procedures more efficient and, if implemented correctly, sometimes more transpar-
ent. However, when sold under the premise of improving trust and contributing to a 
more trustworthy society, this does not fly. Though electronic identification is but 
one activity of governmental and commercial interactions with citizens and custom-
ers, it is of course also linked to the bigger picture of the democratic state and rule 
of law. This is because, electronic identification, if misused and exploited, easily 
lingers around infringements of data protection, privacy, and security, and therefore 
plays an important role in the connection between the state, its political system, and 
societal trust.

The right approach to address the perceived or actual untrustworthiness of insti-
tutional intermediaries is to be more engaged in the production of trust, instead of 
abandoning them to a trustless, protocol-based, self-sovereign alternative. The labor 
of individuals and communities to voice criticism and hold entities accountable is 
the means of advancing toward improvement. Ultimately, it should also not be left 
unsaid that a well-functioning society relies on the establishment of mutual 
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institutional trust. Institutions will find it hard to effectively offer good governance, 
services, assistance, security, and support to an anonymous society. In an era where 
alienation, social fragmentation, polarization, discrimination, and growing distrust 
are major societal issues, it seems strange to try to solve these challenges by moving 
to an identity infrastructure that is built upon the exact same premises, with no 
intention, or technical affordance to address or overcome them. Instead of dispro-
portionately channeling efforts into replacing institutions and disrupting entire sys-
tems through trustless technologies, a more sustainable approach for the greater 
societal good would involve identifying untrustworthy individual actors and pat-
terns, while concurrently directing resources towards rebuilding and regaining trust 
within the existing framework.
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