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l. Introduction

Advertising used to revolve around reach and frequency:
how many people saw the ad and how often? It would thus
be profitable to be able to show an ad for example in the
break of a very popular TV series. In this case, all people
watching the series would be exposed to the same ad.' To-
day, however, advertisers have more possibilities than reach
and frequency to target their audiences: they can seek perso-
nalization by targeting customers with advertisements tai-
lored to those customers’ interests. By targeting consumers,
brands do not seek a maximum reach, but focus on a
smaller subset of consumers who are more likely to be a
good match with the advertiser’s products. Depending on
the level of accuracy, this is supposed to increase the firm’s
profit> and save money on irrelevant advertising. The perso-
nalization of ads is based upon the collection of data. Think
about socio-demographic data (e.g., age, gender, location,
education) and online behavioural data (e.g., clicked ads,
likes, website visits, search history, online purchases).> Ad-
vertising based on the latter is called online behavioural
advertising (OBA). OBA is one of the most important ways
of reaching targeted audiences in the digital society. It is
supposed to tailor the ads in a way they become more
personally relevant for consumers.*

Despite its seeming advantages for both businesses and con-
sumers, OBA raises several regulatory concerns, including its
potential to create the so-called personalized information or
filter ‘bubbles’.’ In these bubbles, consumers predominantly
encounter products and services aligned with their prior pre-
ferences, potentially limiting their exposure to new options
and hiding the full spectrum of offers available in the market-
place. Consequently, consumers might overlook a wider
range of purchase choices and only be aware of a limited set
of sellers, even in competitive markets.

The objective of this paper is to investigate the normative
implications and potential risks of this phenomenon, assess
the effectiveness of transparency obligations as a potential
regulatory countermeasure and, finally, explore alternative
avenues that may complement transparency-based interven-
tions. In order to achieve this aim, the paper first explains
the technical aspects of OBA and how these technical
features contribute, potentially, to the formation of filter
bubbles (2). It then examines three primary issues arising
from OBA-induced information bubbles: first, the reduction
of consumer choice, empowerment, and autonomy (3.1);
second, the implications for unfair competition law (3.2);
and, third, the effects on more general policy considera-
tions, such as the establishment of well-functioning markets
(supply and demand), and European borderless internal
market goals (3.3). After identifying challenges arising from
OBA, the paper explores potential solutions. Drawing on
the findings of a collaborative study with communication

science specialists, it first focuses on the potential of en-
hanced transparency obligations, recently codified at EU
level in the Digital Services Act (DSA),® to ‘burst’ the filter
bubble by encouraging consumers to actively explore alter-
native products on the market (4.1). Second, it investigates
whether additional interventions, such as active ‘informa-
tion enrichment’ by platforms and OBA service providers,
may be necessary (4.2). The paper concludes with closing
remarks (35).

Il. Online Behavioural Advertising (OBA): Technical
Features and the Filter Bubble Phenomenon

Understanding the technical features of OBA is essential for
assessing the normative implications of this widespread ad-
vertising practice. First of all, the question arises how an
OBA is matched with the right consumer. This is mostly done
through real-time-bidding, a form of programmatic advertis-
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ing.” This means that an algorithm instead of a human
matches the ad with the individual.® Real-time-bidding is an
algorithmic system where advertising spaces (e.g., the ad
banners you see on platforms, such as Facebook), are sold to
the highest bidder through an automated auction process.’ It
is called ‘real time’, because the moment someone visits the
website, the auction starts and the ad space gets sold.!® Real-
time-bidding is a complex process, with various parties in-
volved: a visitor, supply-side platform, advertising exchange
(AdX) demand-side platform and data management plat-
form.!!

The process gets triggered when someone (the visitor) clicks
on a webpage. That webpage (the publisher) has various ad
spaces. Those are in principle just blank banners, which are
sold to the highest bidder of the auction (the advertlser). Both
the supply-side platform and demand-side platform are fully
technical and automatic intermediaries. The former represent
the publishers and the latter the advertisers. The AdX can be
seen as the auction house.'> What is actually being sold is
called the ‘bid request’. The bid request contains data of the
visitor. Vaele and Zuiderveen Borgesius list as examples inter
alia: the website visited, device, operating system, who the
user is, year of birth, gender, interests, geography, postal code
and more."?

Since the bids are being placed automatically, the determina-
tion of the ad value can be a bit opaque and depends on
various factors. Roughly speaking, the valuation is typically
based on the prediction of the visitor’s likelihood to purchase
the advertiser’s product and the value of that purchase.'* To
calculate this, a lot of data about the visitor is needed, in
order to determine whether it is worth making a bid and how
high that bid should be. If for example a visitor’s browsing
history shows earlier interest in the advertiser’s brand, the
advertiser would like to place a higher bid." It is important
to make an accurate calculation to both improve the user
experience, but also to increase the firm’s profit.!® That is
where the data management platforms come in. Demand-side
platforms can send the bid request to the data management
platforms, who enrich the request with even more data about
the visitor by using different data sources. Google is an
example of a company that also runs data management plat-
forms."”

To target accurately it is important to have sufficient
amounts of data. How that data are collected can vary. To
track consumer’s browsing behaviour, companies often use
cookies.'® A cookie is a small piece of text that is stored in a
user’s web browser the first time the user visits the website.
That way, every time the user visits the website the browser
sends the cookie to the server to identify the user.!” As a
result an online shop can remember what a user had in their
basket for example.?? As long as those cookies are from the
website itself, they are called first-party cookies. However,
when you are visiting a website, not all elements are owned
by that website. Some elements, such as ad spaces, are owned
by third parties. It is therefore possible that those parties also
place cookies on the website. This is called a third-party
cookie.?! Thus when you think you are only visiting one
webpage, you are actually querying other servers that can

track you as well.??

The tracking of users often happens covertly.® This practice
involves a lot of personal data, which users are often not

aware of.>* Because of the privacy concerns associated with
the deployment of third party cookies, their use is increas-

ingly getting reduced.?’ Therefore, first party data is starting
to play a more important role in advertising.

Throughout the year 2022, we conducted a comprehensive
study on consumer reactions to OBA. Based on desk re-
search and semi-structured stakeholder interviews, our study
measured consumers’ perceptions of parameter transparency
in algorithmic advertising, in an online consumer panel in-
volving almost two thousand participants.?® From the inter-
views we held, it appeared that ‘lookalike’ audiences have
emerged as an important ad targeting tool. With this meth-
od, brands can upload their customer list (hashed - i.e.,
converted into an unreadable format to protect privacy) to
platforms like Facebook. Facebook then uses its own data
to search for similar customers. As an advertiser you can
specify to which extent you want the new audience to
resemble your own customer list. For example, you want
100 % lookalikes, then you get a narrow new audience, but
it is also possible to opt for a smaller matching percentage,
only 20 % for instance.?”

Privacy is not the only concern surrounding these ad prac-
tices. The proliferation of OBA raises questions regarding its
impact on the information flow reaching consumers. Nota-
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bly, as mentioned already, personalised advertising practices
are said to be susceptible of creating personalised information
or filter bubbles,?® or targeting pockets,?’ wherein consumers
are primarily exposed to products and services aligned with
their prior preferences, possibly limited to products and ser-
vices they have previously shown interest in.

Whereas, so far, content governance circles have much
attention to the phenomenon of information or filter bub-
bles in the context of news recommender systems and
political discussion on the Internet’® (with a growing body
of research suggesting, though, that these bubbles may not
empirically exist in the broader information space’'), the
effects of information bubbles in the context of OBA re-
main a concern. Because of their enclosure potential, OBA
filter bubbles may restrict an individual’s awareness of a
wider array of available purchase options. This, in turn,
can have serious implications for consumer choice, autono-
my, empowerment, fair competition, and the general well-
functioning of markets, as discussed in more detail below.
As Laux et al. show, ‘[c]onstellations are possible in which
a market is generally open to competition, but the targeted
consumer is only made aware of one possible seller’.3? This
phenomenon is further exacerbated not only by the fact
that consumers are getting increasingly tailored advertise-
ments but also by the relatively small number of market
players acting as driving forces behind this personaliza-
tion.>3

In the course of our study, we tested, among others, whether
transparency information on the parameters of OBA en-
courages consumers to leave their algorithmic ‘bubbles’ and
actively seek additional information on alternative offers. The
data we gathered confirmed, however, the risk of consumers
staying in their information bubbles.’* This was primarily
due to consumers’ tendency to be somewhat passive and
simply accept OBA-generated choices, as they are often un-
willing to proactively search for alternative offers beyond
those suggested to them through personalized ads.

It is thus essential to study more closely the normative im-
plications of personalized advertising practices, including the

potential risks they create associated with information bub-
bles.?

Ill. The Effects of OBA Filter Bubbles

As mentioned already, OBA-induced filter bubbles can prove
problematic in three principal ways: from the perspective of
reduction of consumer choice, consumer autonomy and em-
powerment (3.1), from the standpoint of unfair competition
law (3.2), and from more general policy considerations, such
as the public interest in well-functioning markets (supply and
demand), and the European borderless internal market goals
(3.3).

1. The Effects on Consumer Choice, Consumer
Autonomy, and Empowerment

Market information fragmentation created by filter bubbles
can negatively impact, first and foremost, consumer autono-
my and free choices.’® Consumer protection, meanwhile,
forms one of the cornerstones of the EU single market com-
mitment. Article 12 of the Treaty on the Functioning of the
European Union (TFEU), for example, states explicitly that
‘[clonsumer protection requirements shall be taken into ac-
count in defining and implementing [...] Union policies and
activities’.?” In addition, Article 38 of the EU Charter of

Fundamental Rights sets the requirement of a ‘high level of
consumer protection’ in Union policies.

Consumers’ personal autonomy is eroded when technology
interferes with individual choices by either ‘over-confirming’
past preferences or actively shaping them. Rather than broad-
ening the spectrum of market-related information - i.e., in-
creasing the range and availability of information that con-
sumers can access about products, services, and options in
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the market — technology can limit consumers’ exposure to
alternatives and constrain their ability to form independent
preferences.® Helberger et al. point out how algorithms can
decrease consumer power by ‘reducing choice and awareness
of competing products and services that are not being recom-
mended’.3* Along the same lines, Sevastianova observes that
basing purchasing predictions on past experiences can gener-
ate ‘a lock-in effect’ wherein consumers are bound by products
they bought earlier, ‘with limited opportunities for second-
order desires, or “preferences over preferences”, which are
key elements of autonomy’.*? Laux, Wachter and Mittelstadt
additionally illustrate how the distribution of market influence
within ad tech allows OBA to limit consumers to a smaller
range of behaviourally chosen options, leading to adverse
effects on informed consumer decision-making.*! When a few
dominant ad intermediaries rely on algorithmically inferred
consumer profiles, non-profile-based options in the market
diminish in visibility and the consumers’ choice shrinks.*?

Admittedly, a certain degree of information personalisation
can be beneficial to consumers. Personalized advertising may
initially seem to enhance personal relevance by tailoring con-
tent and trade offers to individuals’ previous choices and
interests.*3> Given the vast number of goods and services
available online, no consumer has the time or cognitive capa-
city to assess all possible options.** Some level of personaliza-
tion is therefore crucial for consumer empowerment — helping
individuals to efficiently identify suitable products and ser-
vices within their limited time.*’

However, when personalized advertising becomes overly re-
strictive and causes filter bubbles, it can undermine consumer
autonomy rather than supporting it. Algorithms that present
content exclusively based on past behaviour may reinforce
existing preferences, limit exposure to a wider range of op-
tions, and hinder independent decision-making. In this sense,
personalization serves the interests of businesses rather than
consumers. As Helberger et al. note, ‘[t]he increased focus on
individual consumers, and their growing influence on the
algorithmic advertising process [...] does not automatically
translate to enhanced agency, as many of these processes
operate on the basis of inferred data, and users are able to
control data flow only to a limited extent’.*¢ Similarly, Onitiu
highlights that consumers simply ‘might not be aware of the
extent of the filtering process, which influences their agency
and choice.”*” Thus, while personalization can facilitate indi-
vidual decision-making, its primary objective remains the
maximization of online business profits rather than the em-
powerment of consumers.*

The effects of information bubbles on consumer empower-
ment and autonomy have, among others, significant implica-
tions for online users’ enjoyment of their fundamental rights,
particularly their right to private life as protected by Article 8
of the European Convention on Human Rights (ECHR)#
and Article 7 of the EU Charter of Fundamental Rights.’°
Importantly, however, the impact of information bubbles
associated with OBA extends beyond the ‘privacy’ dimension
of these provisions that is often discussed in relation to online
targeted advertising. The European Court of Human Rights
(ECtHR) has consistently emphasized that the term ‘private
life’ as defined in Article 8 of the Convention is a comprehen-
sive concept. It encompasses various aspects, including the
right to personal autonomy and personal development.’! In
the context of personalized advertising and filter bubbles, this
notion of personal autonomy becomes particularly signifi-
cant. When a consumer is trapped in a filter bubble, her
ability to exercise personal autonomy in the sense of Article 8

is compromised. Consumers may no longer be able to make
choices and decisions about their own life, free from external
manipulation or undue influence. Filter bubbles may thus
subtly erode personal autonomy by narrowing the scope of
decisions one can make, potentially influencing an indivi-
dual’s purchasing decisions and even broader perspectives.

In additional to the personal autonomy aspect of Article 8
ECHR, OBA-induced information bubbles and the market
fragmentation information they create can also present chal-
lenges from the perspective of the right to freedom of expres-
sion protected by Article 10 ECHR and Article 11 of the EU
Charter. Crucially, the right to freedom of expression safe-
guards not only the freedom to express oneself but also the
freedoms to impart and receive information. Furthermore, it
is well established that it extends to the commercial context,
including various advertising practices.’? In the context of
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Article 8 of the European Convention on Human Rights — Right to
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OBA, freedom of information translates into the consumers’
freedom to receive a wide range of alternative offers and the
traders’ and other relevant actors’ (such as advertising plat-
forms) corresponding obligation to deliver those offers im-
partially. Filter bubbles, hence, due to their inherent poten-
tial to limit such information flows, pose a significant con-
cern for the preservation of freedom of information in the
online sphere. Prioritizing certain information while making
other information less accessible cuts information flows to
consumers reducing the likelihood that they will discover
alternative options.’® Although the ‘concealed’ information,
such as products, services, or vendors, remains accessible, it
may be challenging to locate unless the consumer is already
aware of what they are seeking.’* This can practically hinder
the consumer from receiving relevant information on the
most cost-effective solution or the product that aligns best
with their preferences.® In this line, the recent study by
Schnadower Mustri, Adjerid and Acquisti demonstrated, for
example, that targeted ads often tend to be linked with
vendors of lower quality and elevated prices for similar
products in contrast to competing options discoverable in
organic search results.>

Interestingly, the argument that information bubbles inter-
fere with freedom of commercial expression brings us back
to consumer autonomy considerations, as personal autono-
my constitutes, indeed, a primary justification for the pro-
tection of commercial expression, with the emphasis on the
rights of the listener or receiver of information rather than
of the speaker.’” In the EU, Advocate General Fennelly, for
example, has held that ‘individuals’ freedom to promote
commercial activities derives not only from their right to
engage in economic activities and the general commitment,
in the Community context, to a market economy based
upon undistorted, free competition, but also from their
inherent entitlement as human beings freely to express and
receive views on any topic, including the merits of the
goods or services which they market or purchase.””® Such
an entitlement, according to the Advocate General, is based
on ‘the autonomy, dignity and personal development of
individuals.”® On the other side of the Atlantic, the Su-
preme Court of Canada likewise relied on personal autono-
my as a justification for commercial speech protection
when stating that, ‘over and above its intrinsic value as
expression, commercial expression which [...] protects lis-
teners as well as speakers plays a significant role in en-
abling individuals to make informed economic choices, an
important aspect of individual self-fulfilment and personal
autonomy.’®?

2. The Effects on Fair Competition

The reduction of consumer choice and autonomy, along with
corresponding fundamental rights considerations, is not the
sole concern regarding OBA-produced filter bubbles. From
the perspective of fair competition, as recognized directly in
the Preamble to the TFEU, filter bubbles that significantly
distort consumers’ ability to make informed choices by nar-
rowing their exposure to a limited range of products or
services, can also prove problematic. More specifically, such
bubbles could be deemed unfair under both the general unfair
competition clause in Article 5 of the EU Unfair Commercial
Practices Directive (UCPD)¢! and the more specific provisions
in Article 6 (‘misleading actions’) and Article 8 (‘aggressive
commercial practices’).

With regards to ‘misleading actions’ under Article 6 UCPD,
Laux, Wachter, and Mittelstadt observe, for instance, that,

when advertising intermediaries lower the visibility of non-
personalized alternatives, there is a higher probability that
certain consumers will make transactional choices they
would not otherwise make, resulting in a distortion of their
economic decision-making in violation of Article 6 UCPD.®?
Laux, Wachter, and Mittelstadt reference in this context the
European Commission’s decision in Google Shopping,
which recognised the harmful effects on competition of di-
minishing the prominence of rival comparison-shopping ser-
vices.®

Additionally, when OBA is coupled with market dominance,
it can potentially be viewed as an aggressive commercial
practice under Article 8 of the UCPD, notably through the
concept of ‘undue influence’ as defined in Article 9 of the
UCPD.** As Helberger demonstrates, it might at times be
difficult to draw a line between ‘legitimate, albeit technologi-

53 Eliza Mik, ‘The Erosion of Autonomy in Online Consumer Transac-
tions’ (2016) 8(1) Law, Innovation and Technology 1, 21.

54 1Id.

55 Id.

56 Eduardo Schnadower Mustri, Idris Adjerid and Alessandro Acquisti,
‘Behavioral Advertising and Consumer Welfare: An Empirical Investiga-
tion’ (2023) <https://ssrn.com/abstract=4398428> or <http://dx. doi.org/
10.2139/ssrn.4398428> accessed 29 March 2025.
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primary rationale for granting legal safeguards. As stated famously by
the US Supreme Court, ‘the extension of First Amendment protection to
commercial speech is justified principally by the value to consumers of
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v. Office of Disciplinary Counsel, 471 U.S. 626, 651 (28 May 1985)
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Citizens Consumer Council, Inc., 425 U.S. 748 (24 May 1976)). In
relation to Article 10 ECHR, analogously, it was observed that, ‘more
often than not, the protection [for commercial speech] is discussed [by
the ECtHR] from the consumer’s perspective, not the speaker’s.” (Bruce
EH Johnson and Kyu Ho Youm, ‘Commercial Speech and Free Expres-
sion: The United States and Europe Compared’ (2009) 2 Journal of
International Media & Entertainment Law 159, 196). The ECtHR
stresses, for example, the positive effects of commercial expression and
its core, advertising, on the information position of consumers when it
holds that ‘[f]or the citizen, advertising is a means of discovering the
characteristics of services and goods offered to him.” (Casado Coca v
Spain, App no 15450/89 (ECHR, 24 February 1994, CE:
ECHR:1994:0224JUD001545089), para. 51). In the US, analogously,
the Supreme Court ruled that ‘[a]dvertising, however tasteless and ex-
cessive it sometimes may seem, is nonetheless dissemination of informa-
tion as to who is producing and selling what product, for what reason,
and at what price. So long as we preserve a predominantly free enter-
prise economy, the allocation of our resources in large measure will be
made through numerous private economic decisions. It is a matter of
public interest that those decisions, in the aggregate, be intelligent and
well-informed. To this end, the free flow of commercial information is
indispensable [...]." (US Supreme Court, Virginia State Board of Phar-
macy, id., 765).

58 Case C-376/98 and C-74/99, Opinion of AG Fennelly in Germany v
Parliament and Council and Imperial Tobacco and Others, 15 June
2000, EU:C:2000:324, para. 154 (emphasis in original).
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60 Supreme Court of Canada, Ford v. Quebec (A. G.) [1988] 2 SCR 712,
767.

61 Directive 2005/29/EC of the European Parliament and of the Council of
11 May 2005 concerning unfair business-to-consumer commercial prac-
tices in the internal market (‘Unfair Commercial Practices Directive’),
OJ L 149, 11.6.2005, p. 22.
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line behavioural advertising: Algorithmic targeting with market power
as an unfair commercial practice’ (2021) 58(3) Common Market Law
Review 719, 744-45.
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cally sophisticated persuasion and the exercise of undue
influence’ in terms of Article 9 UCPD in the behavioural
advertising context.®> Due to the asymmetry in the commer-
cial relationship between digital advertisers and online con-
sumers, where advertising platforms possess detailed knowl-
edge of consumer behaviours while consumers remain una-
ware of the entities behind targeted advertising, traders are in
a position to exercise ‘undue influence’ over consumers by
significantly restricting their choices to a limited selection of
predetermined products.®

On a more general level, the importance of alternative
marketing information reaching consumers was specifically
recognised by the Court of Justice of the European Union
(CJEU) in a trademark context, in its judgment in Inter-
flora/Marks & Spencer.®” The Court went as far as estab-
lishing a due cause defence for the purpose of informing
consumers about alternative offers in the marketplace.®®
From this judgment, it can be derived that information
bubbles are problematic when they reduce the spectrum of
offers that is brought to the attention of consumers. The
judgment also emphasizes the importance of preserving
consumers’ freedom of choice and the necessity of provid-
ing them with a sufficiently broad spectrum of offers in the
marketplace.

3. The Effects on the General Well-Functioning of the
Market

Finally, it can be said that the effects of OBA-induced filter
bubbles extend beyond individual autonomy and competition
law, resonating deeply with broader policy considerations
surrounding well-functioning markets and the European bor-
derless internal market. These policy considerations include
balanced trade mentioned explicitly in the Preamble to the
Treaty on the Functioning of the European Union and ‘the
need to promote trade between Member States and third
countries’ proclaimed in Article 32 TFEU.

By restricting users’ exposure to a limited set of information
and products, filter bubbles can impact demand for certain
products and services, causing disruptions in the market and
affecting the delicate balance between supply and demand.
This can further impede the introduction of new products
and services, hindering innovation and contributing to mar-
ket stagnation.

Furthermore, there is also the risk of echo chambers — a
phenomenon exposing individuals to personalized advertis-
ing that continuously reinforces and amplifies their existing
preferences without introducing new ones.®” From the per-
spective of the European borderless internal market, this
could result in consumers primarily receiving offers from
their local community, such as their home country or re-
gion, rather than from other Member States. This potential
localization effect of OBA may, in some cases, undermine
the cross-border success of offers from other Member
States, potentially impeding the free flow of goods and
services across borders and hindering the European Union’s
aspirations for a truly interconnected and borderless inter-
nal market.”?

Finally, there might be additional obstacles for smaller
businesses in terms of market entry. For new businesses
attempting to enter a market, filter bubbles can pose a
significant barrier as algorithms may prioritize established
players, making it challenging for newcomers to gain visibi-
lity and compete effectively.”! Such a reduction of chances
of competitors to reach consumers and compete for prod-

ucts and services can, in turn, prove problematic from the
perspective of the freedom to conduct a business recognized
in Article 16 of the EU Charter’? and the prohibition of
discrimination in Article 14 ECHR and Article 21 of the
EU Charter.

IV. Bursting the Bubble: Exploring Possible Solutions

Given the issues identified above, it prompts us to consider
the tools that could be provided to tackle these challenges. In
what follows, we examine whether regulatory measures —
enhanced transparency obligations — could help to ‘burst’ the
filter bubble and bring more alternatives on the online mar-
ket to the attention of consumers, thereby empowering con-
sumers and creating a more level playing field for traders
(4.1). We then explore the question of whether, in addition
to transparency, some alternative solutions may be necessary,
such as active ‘information enrichment’ by platforms and
OBA services providers (4.2).

1. Enhanced Transparency

In literature, the proposal was advanced that more transpar-
ency can offer a solution to the above-identified problems
linked to consumer autonomy and fair competition by mak-
ing consumers more aware of the information bubbles they
are in and by stimulating them, as a result, to actively search
for alternative products on the market. Helberger et al., for
instance, highlighted the need for transparency to empower
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tion (Nomos 2016), p. 135, 157.
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. 309.
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access and consumer choice (Publication for the committee on the Inter-
nal Market and Consumer Protection, Policy Department for Economic,
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consumers and strengthen their ability to understand compu-
tational advertising mechanisms and processes.”

EU policy-makers responded to this type of transparency
concerns and, in December 2020, the European Commis-
sion introduced a proposal for the so-called Digital Services
Act aimed at modernising the rules governing online plat-
forms and making the digital space safer for users.”* In
April 2022, a political agreement on the DSA was reached,
and, on the 1% of November 2022, the DSA came into
effect.”

The DSA introduced, among others, transparency obligations
regarding recommender systems (Article 27 DSA) and online
advertising for platforms (Article 26 DSA) in order to en-
hance consumer empowerment in case of targeted advertis-
ing. Article 26 DSA explicitly addresses the issue of online
advertising transparency by stating that online platforms dis-
playing advertising on their online interfaces:

shall ensure that, for each specific advertisement presented to
each individual recipient, the recipients of the service are able
to identify, in a clear, concise and unambiguous manner and
in real time, the following:

(a) that the information is an advertisement, including
through prominent markings |[...J;

(b) the natural or legal person on whose bebalf the advertise-
ment is presented;

(c) the natural or legal person who paid for the advertisement
if that person is different from the natural or legal person
referred to in point (b);

(d) meaningful information directly and easily accessible
from the advertisement about the main parameters used to
determine the recipient to whom the advertisement is pre-
sented and, where applicable, about how to change those
parameters.

Expanding beyond mere source transparency (sub (b) and
(c): “Who sent this?’), this provision explicitly demands
parameter transparency (sub (d): “Why me?’). The accom-
panying Recital 68 DSA clarifies that consumers should
receive not only information on the main parameters used
to target them, but also ‘meaningful explanations of the
logic used to that end, including when this is based on
profiling.” Hence, the new transparency obligations are in-
tended to capture the principles and criteria underlying
automated processes of directing specific advertising to tar-
geted consumers.

With regard to advertising systems used by very large online
platforms and very large online search engines, Recital 95
DSA highlights particular risks that may arise from the scale
of advertising activities — reaching more than 45 million
active recipients of the service — and the ‘ability to target and
reach recipients of the service based on their behaviour with-
in and outside that platform’s or search engine’s online inter-
face.” In the light of this risk dimension, Recital 95 DSA
identifies a need for ‘further public and regulatory supervi-
sion.” In this vein, Article 39(1) DSA obliges very large online
platforms to ensure public access, through application pro-
gramming interfaces, to repositories of advertisements dis-
played on their online interfaces until one year after the last
use of the advertising. With this additional transparency
measure, the DSA seeks to facilitate supervision and research
into emerging risks of online advertising, including (as Recital
95 indicates) exposure to ‘illegal advertisements or manipula-
tive techniques and disinformation with a real and foresee-

able negative impact on public health, public security, civil
discourse, political participation and equality.” In line with
Article 39(2) DSA, the repository must include at least the
following information:

(a) the content of the advertisement, including the name of
the product, service or brand and the subject matter of the
advertisement;

(b) the natural or legal person on whose bebalf the advertise-
ment is presented;

(c) the natural or legal person who paid for the advertise-
ment, if that person is different from the person referred to in

point (b);
(d) the period during which the advertisement was presented;

(e) whether the advertisement was intended to be presented
specifically to one or more particular groups of recipients of
the service and if so, the main parameters used for that
purpose including where applicable the main parameters used
to exclude one or more of such particular groups;

() the commercial communications published on the very
large online platforms |[...][;

(g) the total number of recipients of the service reached and,
where applicable, aggregate numbers broken down by Mem-
ber State for the group or groups of recipients that the adver-
tisement specifically targeted.

Importantly, the DSA is not the first piece of legislation that
deals with transparency for online advertising: In the EU,
the General Data Protection Regulation (GDPR)7® already
sets forth obligations to inform consumers not only about
the collection of personal data but also about the underlying
purpose and logic of automated profiling, and potential
consequences for consumers.”” A number of GDPR Recitals
refer to the principles of fair and transparent processing’®
and state further that those principles ‘require that the data
subject be informed of the existence of the processing opera-
tion and its purposes’ and be provided with ‘any further
information necessary to ensure fair and transparent proces-
sing taking into account the specific circumstances and con-
text in which the personal data are processed.”” In addition,
consumers are to be informed of both the existence and
consequences of profiling applied to them.’® Apart from
Recitals, Article 12 GDPR, most notably, requires data con-
trollers to provide individuals with transparent and easily
accessible information about how their personal data is
processed.

The amendments to the UCPD, introduced by the Directive
on the better enforcement and modernization of Union con-
sumer protection rules, also include requirements ‘to ensure

73 Natali Helberger et al., ‘Macro and Exogenous Factors in Computa-
tional Advertising: Key Issues and New Research Directions’ (2020) 49
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adequate transparency towards the consumers’.8! More spe-
cifically, the UCPD was enriched with a provision that man-
dates to provide to online consumers, when those search for
products using keywords or other inputs, essential informa-
tion on product ranking factors and their relative impor-
tance.%?

Further measures are being taken at EU level to strengthen
transparency obligations surrounding personalized online ad-
vertising practices. Notably, in March 2024, a Regulation on
the transparency and targeting of political advertising has
been adopted, which aims to enhance transparency in politi-
cal advertising and regulate the use of personal data for
political microtargeting.®> Most importantly, Article 19(1)(c)
of the Regulation sets forth an obligation to provide addi-
tional information to help individuals understand the target-
ing logic and techniques, including details on recipient
groups, personal data used, targeting goals, artificial intelli-
gence systems employed, dissemination period, and access to
relevant policies.?*

Apart from legislative initiatives, certain other measures are
taken on the EU level in order to increase transparency, such
as the Strengthened Code of Practice on Disinformation
signed in 2022 by a number of platforms, tech companies
and civil society,® that builds, in turn, on the earlier version
of the Code first introduced in 2018.%¢ The Strengthened
Code puts in place enhanced transparency measures in the
field of political advertising and in relation to recommender
systems more broadly.?” It acknowledges, for instance, ‘the
significant impact that recommender systems have on the
information diet of users, and therefore recognise[s] that
recommender systems should be transparent and provide
users with the possibility to modify at any time their pre-
ferred options for the way that information is recommended
to them.’8®

As mentioned earlier, transparency was put forth as a
potential remedy for mitigating the risks associated with
OBA information bubbles. In order to determine whether,
indeed, increased transparency in personalized advertising
would motivate consumers to actively seek out alternative
products in the market, we conducted, as mentioned al-
ready, a comprehensive study on consumer reactions to
parameter transparency in algorithmic advertising. Based
on desk research and semi-structured stakeholder interviews
that explored the policy background to the proposed DSA
transparency rules, our online study measured the reactions
to the disclosure of common algorithmic practices, in an
online consumer panel involving almost two thousand par-
ticipants (N = 1,743).%°

The overarching objective of the online study was to examine
how parameter transparency in algorithmic advertising could
be communicated to consumers in an effective way. With
individual subquestions, our study measured consumers’ per-
ceptions of parameter transparency in algorithmic advertising
and reactions to the disclosure of common algorithmic prac-
tices. More specifically, we examined whether transparency
information was indeed perceived as transparent. In addition,
we tested whether transparency information led to desirable
effects of trust. Finally — and most importantly for the pur-
poses of the present inquiry — our research design included
the question whether transparency information was likely to
encourage consumers to leave the algorithmic ‘bubble’ and
actively seek information on alternative goods and services in
the marketplace. This latter aspect — which we labelled ‘effec-
tive coping strategies’ — shed light on the spectrum of infor-

mation about goods and services which, as a result of the
advertising system and own initiatives, may finally reach
consumers.

The study was fielded in October 2022. Participants (18+
years of age) of an online consumer panel in the Netherlands
were approached to join our survey on advertising on social
media, like Facebook, Twitter, Instagram, and YouTube.
We explained to the participants that these platforms used a
sort of formula (algorithm) to determine which advertise-
ment one would see and that we were interested in their
opinions on the explanations these platforms provided with
regard to the targeting strategies underlying the algorithmic
advertisement.

After consent, the following questions were asked before we
showed one of ten disclosure scenarios:”® which online plat-
forms the participants sometimes used (if none, they ended
the questionnaire), whether they trusted these platforms, and
whether they interacted with online advertisements displayed
on these platforms. The participants were then shown one of
ten disclosure scenarios and asked about their perception of
its transparency, impact on the trust they had in the platform,
and their anticipated reaction, including potential initiatives
to actively seek further information. We ended the question-
naire with demographics and a debriefing.

As already indicated, a total of 1,743 respondents completed
the questionnaire of which 48 % were female. With an aver-
age age of 60.04 (standard deviation = 14.98), the sample
was rather old compared to the population of the Nether-
lands. Most respondents completed a medium-level educa-
tion (41.48 %) or a higher-level education (34.14 %). Divid-
ing respondents randomly over the ten disclosure scenarios,
we arrived at about 170 respondents per scenario (varying
between 166 to 183 persons). These subgroups did not differ
in terms of demographics and their social media use. As
pointed out above, we used social media use as a filter ques-
tion (in the sense of a gatekeeper criterion: if no social media
use, no participation in the panel). Hence, all respondents in
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our sample used one or more social media platform(s) at least
‘sometimes’. The top 5 platforms mentioned by the res-
pondents were Facebook (80.15 %), YouTube (66.32 %),
Instagram (41.71 %), LinkedIn (33.16 %) and Pinterest
(29.15 %).

Turning to the dimension that is of particular relevance to
the current inquiry — the issue of effective coping strategies
and respondents’ inclination to actively seek additional prod-
uct information — the response categories accompanying the
ten transparency scenarios varied in terms of the employed
algorithmic advertising technique (classification; prioritizing;
association; filtering)® and the type of consumer information
fuelling the algorithm. More concretely, the ten scenarios
covered four different types of ad disclosure.

The first type of disclosure involved real-time-bidding, where
respondents (n=530) were told they saw a specific ad because
the advertiser had placed the highest bid to display it to them.
However, no further details about the ad’s targeting or audi-
ence were provided.

The second type, relating to parameter disclosure, provided
respondents (n=513) with specific demographic details. They
were informed that they were seeing a particular ad because
they met certain personal characteristics that the advertiser
sought, such as gender, age, place of residence, and language

skills.

The third type, referred to as look-a-like data disclosure, was
more focused on the respondent’s activity and profile on the
platform. Respondents (n=517) were told that the ad was
shown to them because their profile resembled those of other
individuals on the advertiser’s customer list. Additional de-
tails were provided about the factors influencing this match,
including the respondent’s personal interests, their connec-
tions such as friends or people they followed, their interac-
tions with previous ads or content, and their frequency of
platform visits.

Finally, the fourth type was filtering disclosure, where re-
spondents (n=183) were informed that the ad they saw was
displayed because it had been reviewed and approved by the
platform, ensuring it met the platform’s advertising guide-
lines. However, no additional information was provided as
to the specific nature of the ad or the targeting criteria

behind it.

After receiving one of these ad disclosures, the respondents
were asked about their behavioural reactions. To indicate
their anticipated reactions, they could use a five-point scale
ranging from ‘very unlikely’ to ‘very likely’. With regard to
coping strategies, they could indicate the likelihood of proac-
tive reactions, such as ‘clicking on the ad’, ‘looking for more
information about the product in the ad’ and ‘looking for
more information on comparable products and services of
other brands’.

The results of our research revealed that, although transpar-
ency about OBA mechanisms increased trust,’> consumers
were not more inclined to explore alternative product op-
tions beyond those already suggested to them through the
advertising system. Across all four disclosure types, proac-
tive coping strategies, such as seeking alternative products,
were minimal. For instance, the mean score for real-time
bidding (2.58, standard deviation = 0.94) and filtering dis-
closure (2.50, standard deviation = 0.96) both indicated
neutral reactions towards actively searching for alternative
products.

A key expectation of the study was that disclosures using
personal characteristics, such as demographic details or per-
sonal interests, would more likely trigger proactive behaviour
compared to disclosures that did not include such details.
However, the results did not support this hypothesis. In the
category with parameter disclosure (demographic detail), the
mean score was 2.44 (standard deviation = 0.94), and for the
look-a-like data disclosure (personal interests), the mean was
2.52 (standard deviation = 0.92). These scores were similar
to those in the other groups and indicated no clear tendency
for proactive reactions.

In contrast to the lack of proactive responses, participants
were somewhat more inclined to engage in defensive coping
strategies, such as hiding the ad, changing their advertising
preferences, or using the platform less frequently. The mean
scores for defensive behaviours were slightly above the mid-
point: 3.33 (real-time bidding), 3.28 (parameter disclosure),
3.37 (look-a-like data), and 3.21 (filtering disclosure). Re-
spondents in the look-a-like data group showed the strongest
inclination towards defensive behaviours, compared to the
filtering group.

The results thus consistently show that disclosures regarding
personal characteristics and interests, such as demographic or
platform activity data, did not lead to proactive coping beha-
viours like searching for alternative products. Instead of sti-
mulating consumers to actively seek alternative offers, the
disclosures generally resulted in defensive behaviours, such as
hiding the ad or limiting platform use.

It is important to note that the sample, with an average
age of 60 and a relatively high level of education, might
have influenced the outcomes. However, even with this
demographic profile, proactive consumer behaviours were
not triggered by any of the disclosure types. These findings
suggest that the parameter transparency mandated by Arti-
cle 26(1)(d) of the DSA - which requires platforms to
disclose the parameters used in targeting ads — may not
significantly impact consumer behaviour by fostering active
market engagement or the disruption of advertising filter

bubbles’.

2. Active ‘Information Enrichment’ by Platforms

Considering the ineffectiveness of enhanced transparency in
addressing the issue of OBA filter bubbles as mentioned
above, it appears necessary to explore alternative solutions.
One viable option would be for advertising platforms to
engage in so-called active ‘information enrichment’. This
could involve imposing a requirement on online platforms to
diversify the range of advertisements shown through OBA
processes, incorporating products from alternative brands
that are not captured by personalization. It is important to
clarify that this enrichment could involve either introducing
additional advertisements or adjusting the variety of ads
shown, without necessarily increasing the overall volume of

ads.

The primary objective of imposing an information enrich-
ment obligation would be to empower consumers by bringing
a broader spectrum of choices to their attention. By actively
introducing alternative brand advertisements, consumers will

91 Brahim Zarouali et al., “The algorithmic persuasion framework in online
communication: conceptualization and a future research agenda’ (2022)
32(4) Internet Research 1076.

92 Id. See also Timothy Morey, Theodore Forbath and Allison Schoop,
‘Customer Data: Designing for Transparency and Trust’ (2015), <http
s://hbr.org/2015/05/customer-data-designing-for-transparency-and-trus
t> accessed 29 March 2025.
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be exposed to a wider range of products, services, quality,
and prices that advertisers would not otherwise provide due
to their specific consumer profiles.”> Additionally, such an
exposure would allow consumers to view advertisements
intended for different consumer groups, thereby enhancing
public awareness and oversight.”* Arguably, this would not
only foster a healthier and more competitive market but

would also elevate the consumers’ freedom of choice bursting
the filter bubbles they had been placed in.”

Of course, imposing obligations on online platforms to enrich
advertisements is not without its challenges. Striking a bal-
ance between regulatory intervention and a free-market ap-
proach is crucial. The objective is not to stifle free competi-
tion but rather to provide consumers with a more diverse
array of options while allowing advertisers to reach their
target audiences. To achieve this goal, brand owners may
need to be more tolerant of alternative products shown to
consumers on the basis of consumer preferences concerning
their goods and services. This was, indeed, the message in the
aforementioned Interflora/Marks & Spencer judgment where
the CJEU made it clear that, when an online ad uses a key-
word related to a well-known trademark and suggests, with-
out causing confusion and without imitating or harming the
trademark owner’s reputation, an alternative to that trade-
mark’s products or services, it is generally considered fair
competition in that sector and is thus not without ‘due
cause’.”®

The importance of enriching recommender systems with non-
personalized alternative options was acknowledged by the
DSA and formalized in Article 38. This provision states ex-
plicitly that, in addition to recommender system transpar-
ency, and insofar as providers of very large online platforms
and of very large online search engines are concerned, ‘at
least one option for each of their recommender systems
which is not based on profiling’ shall be provided.’” Article
38 DSA leaves, however, at least three uncertainties regarding
its applicability to OBA.

First, it is not clear whether OBA falls within Article 38’s
notion of a ‘recommender system’ and hence whether it is
captured by Article 38 at all. This uncertainty is exacerbated
by the fact that, while the DSA establishes transparency
obligations separately for recommender systems on the one
hand (Article 27 of the DSA) and advertising on online plat-
forms on the other (Article 26 of the DSA), an obligation to
enrich online spaces with non-personalized alternative op-
tions is developed in relation to recommender systems only
(Article 38 of the DSA). Such an asymmetry might leave the
impression that the obligation of information enrichment
applies exclusively to recommender systems, to the exclusion
of online advertising more generally and OBA more specifi-
cally.

However, this interpretation is only viable if the concepts
of a recommender system and online advertising are consid-
ered mutually exclusive, rather than one encompassing the
other in certain contexts. Such a mutually exclusive under-
standing seems unlikely, nevertheless, in light of the DSA’s
own definitions of both ‘recommender system’ and ‘adver-
tising’. The former is described in Article 3(s) DSA as ‘a
fully or partially automated system used by an online plat-
form to suggest in its online interface specific information
to recipients of the service or prioritise that information,
including as a result of a search initiated by the recipient of
the service or otherwise determining the relative order or
prominence of information displayed’. ‘Advertising’, in

turn, is defined in Article 3(r) DSA as ‘information designed
to promote the message of a legal or natural person, irre-
spective of whether to achieve commercial or non-commer-
cial purposes, and presented by an online platform on its
online interface against remuneration specifically for pro-
moting that information’. The kind of ‘information’ encom-
passed by the DSA definition of ‘advertising’ in Article 3(r)
seems to align, in the online context, with the concept of
‘information’ outlined in Article 3(s)’s DSA definition of a
‘recommender system’. This is so at least insofar as targeted
forms of online advertisings are concerned. Just like tar-
geted advertisements, recommender systems, in a general
sense, focus on providing personalized recommendations. It
hence can be argued that the term ‘recommender system’
encompasses targeted online advertising, including OBA as
a form of the latter.

Second, even if a certain degree of clarity is established
regarding whether OBA is covered by the notion of a ‘re-
commender system’, it remains uncertain whether the type
of personalization inherent to OBA is encompassed by Arti-
cle 38’s definition of ‘profiling’. In contrast to ‘recommender
system’ and ‘advertising’, one searches in vain in the DSA
for the legislative explanation of ‘profiling’. Turning, in
quest for clarity, to other legal texts, one can find the
relevant definition in the GDPR. Article 4(4) thereof de-
scribes ‘profiling’ as ‘any form of automated processing of
personal data consisting of the use of personal data to
evaluate certain personal aspects relating to a natural per-
son, in particular to analyse or predict aspects concerning
that natural person’s performance at work, economic situa-
tion, health, personal preferences, interests, reliability, beha-
viour, location or movements’.”® Given that OBA is a type
of advertising based on the online user’s bebavioural data,’
it appears to well match Article 4(4)’s GDPR definition of
‘profiling’, notably in its aspect of the ‘analys[is] or predict
[ion] [...] concerning [the] natural person’s [...] beha-
viour’ 1% In the case of OBA, it can be added that the
behavioural data also reflect a consumer’s preference for
certain goods or services.

93 Johann Laux et al. ‘The Concentration-after-Personalisation Index
(CAPI): Governing Effects of Personalisation Using the Example of
Targeted Online Advertising’ (2022) 9(2) Big data & society 1, 9. See
also Johann Laux, Sandra Wachter and Brent Mittelstadt, ‘Neutralising
online behavioural advertising: Algorithmic targeting with market
power as an unfair commercial practice’ (2021) 58(3) Common Market
Law Review 719, 723.

94 Johann Laux et al. ‘The Concentration-after-Personalisation Index
(CAPI): Governing Effects of Personalisation Using the Example of
Targeted Online Advertising’ (2022) 9(2) Big data & society 1, 9.

95 Johann Laux, Sandra Wachter and Brent Mittelstadt, ‘Neutralising on-
line behavioural advertising: Algorithmic targeting with market power
as an unfair commercial practice’ (2021) 58(3) Common Market Law
Review 719, 723 (arguing that the protection of ‘non-personalized out-
side options’ is ‘paramount to safeguarding consumer choice in the
digital age, as consumers risk being siloed in their market choices based
on their inferred cognitive and behavioural dispositions.’).

96 Case C-323/09 Interflora/Marks & Spencer, 22 September 2011, ECLI:
EU:C:2011:604, para. 91.

97 This provision is complemented and clarified by Recital 94 of the DSA,
which states as follows: ‘In addition, and complementing the transpar-
ency obligations applicable to online platforms as regards their recom-
mender systems, providers of very large online platforms and of very
large online search engines should consistently ensure that recipients of
their service enjoy alternative options which are not based on profiling
[...]. Such choices should be directly accessible from the online interface
where the recommendations are presented.’

98 Confirming that the GDPR’s definition of profiling is the one to inform
Article 38 DSA, see T-367/23 R, Amazon Services Europe v Commis-
sion, Order of the President of the General Court, 27 September 2023,
EU:T:2023:589, para. 4.

99 See the discussion on OBA in the Introduction.

100 Emphasis added.
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There is hence nothing in the combined reading of the rele-
vant legislative provisions of both the DSA and the GDPR to
suggest that OBA falls outside the scope of Article 38’s DSA
obligation of information enrichment.

In regard to the third uncertainty raised by Article 38 DSA, it
pertains to the interpretation of ‘one option [...] not based on
profiling’ that providers of very large online platforms and
search engines, utilizing recommender systems, are obligated
to offer. Does it imply that users should have the choice to
exclude only a specific level of personalization, or does it
mean they can opt out of any personalization altogether?
Arguably, the former is the type of information enrichment
that is more beneficial for consumers, individual traders, and
the regulation of supply and demand in a well-functioning
market more generally, whereas the latter might have nega-
tive consequences for online trading practices. Indeed, at least
in the context of OBA, fostering consumers’ autonomy, fair
competition, and a well-functioning market more generally
does not entail opting out of personalized ads altogether.
Instead, it involves enriching OBA with some non-persona-
lized options. As mentioned earlier, a certain degree of perso-
nalization benefits consumers, providing them with product
offers more likely to align with their purchasing interests, and
individual sellers, making ads more engaging and efficient
and hence optimizing, by extension, advertising budgets.
Moreover, some level of personalization contributes to the
overall functioning of the market by ensuring that supply and
demand are not distorted, and relevant information on prod-
uct offers reaches consumers. By contrast, choosing to opt
out of any personalization in online advertising may lead to
less relevant and engaging advertisements. This, in turn,
could result in missed opportunities for both consumers and
traders, as well as a higher frequency of irrelevant generic
ads.

Despite the above considerations, it seems that Article 38 of
the DSA is not necessarily aimed at offering (a specific per-
centage of) non-personalized recommendations alongside tai-
lored ones. Instead, its main objective appears to provide
customers with the option to opt out of all tailored recom-
mendations altogether. At least this was the understanding of
this provision advanced by Amazon and endorsed by the
General Court in response to Amazon’s request for interim
measures.'”! These measures, pending a decision on the
broader legal challenge, sought to suspend specific require-
ments under the DSA, including those stemming from Article
38. According to Amazon, an opt-out option for recommen-
der systems under Article 38 meant no ‘ability to customise’,
which would pose significant challenges in meeting customer
expectations.'®? This was because, instead of showing prod-
ucts of potential interest, it would display products with little
relevance to customers, meaning that it would not be able to
help them discover new, relevant and useful items.!* Accord-
ing to Amazon, this would undermine the core function of
marketplaces, namely, to facilitate transactions, and would
result in a bad shopping experience for the customers using
the opt-out.'® Although dismissing Amazon’s request to sus-
pend the application of Article 38 DSA to it, the General
Court appeared to accept Amazon’s reading of Article 38
obligation in terms of ‘requir[ing] the platforms concerned to
provide an opt-out for recommender systems without the
possibility to customise.'® The Court added further that it
was then for the consumer to decide whether he or she wishes
to make use of this opt-out option.'%

In view of all the above, it may therefore be advantageous
to improve the clarity surrounding the different aspects of

Article 38 DSA. First, the applicability of the obligation in
Article 38 regarding the enrichment of recommender sys-
tems with non-personalized alternative options should be
specified within the specific context of OBA. Second, the
obligation in Article 38, requiring the provision of ‘at least
one option for each of [the] recommender systems which is
not based on profiling’, should be interpreted in the OBA
context as a requirement to augment OBA with non-perso-
nalized options rather than as an obligation to offer con-
sumers the possibility of opting out of personalization alto-
gether.10

As the DSA still is a relatively young piece of legislation,
legislative amendments seem rather unlikely in the near fu-
ture. The most efficient way to establish legal certainty re-
garding the relationship between Article 38 DSA and OBA
would hence be through judicial interpretation. When the
opportunity arises, it might be beneficial for the CJEU to
provide some clarity in this regard.

As mentioned already, more refined solutions tailored specifi-
cally to the online advertising context may be necessary. Such
solutions could, in contrast to the current General Court’s
reading of Article 38 DSA, combine personalized and non-
tailored recommendations for individual customers. They
also do not need to rely solely on the customer’s discretion.
In certain specific contexts (e. g., political advertising, disin-
formation, hate speech) where algorithms are used to deter-
mine the information supply, online platforms are already
encouraged to facilitate content discovery, access to different
news sources with alternative viewpoints and invest in tools
that make it easier for people to find diverse perspectives
about topics of public interest.!% The 2022 Strengthened
Code of Practice on Disinformation, for example, includes
the introduction of ‘warning labels from other authoritative
sources’ as one of the crucial tools to combat disinforma-
tion.!”” The Code’s signatories also undertake to implement
‘recommender systems designed to improve the prominence
of authoritative information and reduce the prominence of
[d]isinformation’.'®® Similarly, the EU Code of conduct on
countering illegal hate speech online agreed upon in 2016 by
the European Commission and a number of largest online
platforms such as YouTube and Facebook envisages the need
for measures to ‘encourage counter and alternative narra-

tives’, 111
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These and similar measures to enrich and diversify online
platform content can inspire analogous, more tailored initia-
tives in the field of OBA as well. Some related proposals have
already been introduced in literature. For example, Laux et
al. suggest adding noise to targeting, that is, exposing con-
sumers to randomly distributed non-personalised adverts''? -
the practice that can, according to them, ‘dilute the potential
harm of overly concentrated personalisation.”™3 Milano et
al., analogously, propose ‘noisy targeting’ as a means of
tackling filter bubbles.!™ It is important to note, however,
that, while it is, indeed, crucial that online targeting is en-
riched with alternative offers, mere ‘annoyance’ or ‘noise’
without meaningful alternatives might not effectively counter
the potential harms of personalized advertising. To provide a
genuine choice for consumers, mechanisms ensuring that pro-
posed alternatives align sufficiently with individual prefer-
ences are imperative. Such mechanisms could be built, for
example, on ‘algorithmic recommender personae’'™ or loo-
kalike users. Both of these mechanisms are explored in great-
er detail later in this section within the context of a discussion
on the practical implementation of the information enrich-
ment obligation.

In terms of its design, information enrichment could be con-
strued in a manner similar to the must-carry obligation in the
context of broadcasting and telecommunications regulations.
Must-carry requires cable TV operators to include selected
broadcasters’ programs on their systems, aiming to preserve
information circulation and cultural diversity by ensuring
access to key TV channels, including national public and
major private ones.!'® This practice, which is widespread in
various countries, while limiting platform operators’ econom-
ic freedom, is justified by the aim of serving the public’s
access to vital content.!'”” The parallel between the ‘must-
carry’ obligation in broadcasting and the proposed ‘informa-
tion enrichment’ concept in online behavioural advertising
lies in their shared goal of ensuring content diversity and
promoting public interest. Whereas ‘must-carry’ rules man-
date the inclusion of specific content on broadcast platforms,
‘information enrichment’ would require digital platforms to
actively diversify online ads users encounter, both aiming to
combat information bubbles and serve the broader public
good through regulation.

In relation to the practical implementation of the informa-
tion enrichment obligation, particularly the issue of deter-
mining the appropriate proportion of non-personalized ads
(while keeping the number of ads constant) to present to
consumers, Laux et al. argue, for instance, that there exists
an optimal level of added noise in targeting, relative to the
normative goals of safeguarding consumer choice and the
economic interests of advertisers.''® They propose quantify-
ing this optimal noise level using a novel metric called the
Concentration-after-Personalisation Index (CAPI), which
builds upon the Herfindahl-Hirschman Index (HHI), com-
monly employed in competition law in order to measure the
concentration on the market.!" The latter, as Laux et al.
persuasively demonstrate, may not, however, be capable of
detecting information bubbles produced by OBA.'?0 This is
because, in the realm of online advertising, even when multi-
ple sellers exist for a product or service, each individual
consumer may be limited to receiving ads from only one
seller or significantly fewer sellers than would be the case
without targeting.!*! CAPI, in contrast, provides a metric to
evaluate this concentration at the individual consumer level
by treating each consumer as a unique ‘market’.'?? It calcu-
lates a measure similar to HHI for each consumer to evalu-

ate concentration in their exposure to personalized offers
and services.!?

Another concrete way of practical implementation of infor-
mation enrichment can draw on the idea of ‘algorithmic
recommender personae’ initially formulated within the con-
text of news recommender systems.!”* Harambam, Helber-
ger, and van Hoboken explain ‘algorithmic recommender
personae’ as ‘pre-configured and anthropomorphized types
of recommendation algorithms from which people can
choose from when browsing (news) sites’.!?* The idea was
put forth as a practical method to incorporate voice into the
domain of algorithmic news recommendations'?® by provid-
ing users with a single-click solution for tailoring persona-
lized news suggestions according to their momentary news
mood and purpose.!?” Harambam, Helberger, and van Ho-
boken link this one-click solution to five distinct types of
algorithmic recommender personae (although the list is not
intended to be exhaustive'?®): the Explorer (allowing to re-
ceive news from unexplored territory), the Diplomat (provid-
ing news ‘from the other side’), the Wizard (tailored at ‘sur-
prising news’), the Moral Vacationer (focused on the supply
of ‘guilty pleasures’ news), and the Expert (furnishing specia-
lized news based on previous consumption).!? By clicking on
any of these five types of personae, the user is to be provided
with an opportunity to quickly switch from one type of news
recommendation algorithm to another depending on her cur-
rent needs.!3® Importantly, this news recommendation algo-
rithm is to be implemented on top of and in addition to
recommendations personalized for each individual user on
the basis of her previous online reading behaviour and news
consumption history.!! As a result, online users are empow-
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ered with very concrete ways to influence their online news
recommendations, deploying them for the specific purposes
they have in mind."3?

Building upon the example of an ‘algorithmic recommender
personae’ in the online news context, personalization in on-
line advertising can be structured around the same logic. On-
line customers would continue to receive behavioural adver-
tisements tailored to their specific purchasing histories and
profiles. However, in addition to these personalized ads, they
could also choose to explore alternative product suggestions
within the same category, based on different ‘purchaser per-
sonae’ or perspectives.'3® For example, rather than simply
receiving ads for trendy fashion items from the “Trendy Fash-
ionista’ persona, the user might switch to a ‘Sustainable Fash-
ionista’ persona, showcasing eco-friendly options within the
broader fashion category. This would allow users to explore
diversity within spec1f1c product segments, such as fashion,
while remaining in control of the diversity they experlence
Just as with an ‘algorithmic recommender personae’ devel-
oped for the digital news context, an online customer would
then be able to switch momentarily between these and other
purchasing personas depending on their current buying
needs, preferences, or ethical considerations, providing both
a more varied and personalized shopping experience while
helping to break out of potential filter bubbles that might
form solely based on past purchasing behaviour.

Another potential approach to enhance the information pro-
vided to users through online advertising, while still ensuring
its relevance to them, is to consider basing online purchase
recommendations not only on a certain customer’s past buy-
ing history but also on the relevant online purchasing his-
tories of similar (lookalike) users.!34

It is acknowledged that the detailed planning of the practical
implementation of ‘information enrichment’, including a
more in-depth development of online purchaser personas
and/or optimal proportion of alternative non-personalized
offers on the market, may require a separate research effort.
What can be already asserted with certainty, however, is that
the system should aim to maximize diversity as a precaution
against the formation of information bubbles in online adver-
tisement spaces.

Importantly, requiring advertisers to ensure consumers re-
ceive diversified product information aligns with fundamen-
tal rights requirements, particularly with the State’s positive
obligation under Article 10 (freedom of expression) of the
ECHR, which mandates the State to be ‘the ultimate guaran-
tor of pluralism’.!35 This obligation also extends to commer-
cial speech, including commercial advertising, which is
widely recognized as protected free speech in Europe and
beyond.'3¢ Commercial speech is protected not just for rea-
sons of personal autonomy,'?” but also because it plays a role
in democratic decision-making. While not directly part of
public discourse, commercial expression conveys valuable
information that contributes to informed decision-making by
consumers, which is integral to the functioning of a demo-
cratic society.!3® Consequently, commercial speech is granted
some level of protection, although less robust than that
afforded to political or public interest speech.'3® Given this
protection for advertisements under freedom of expression,
the State’s positive obligation to be the ultimate guarantor of
pluralism also encompasses ensuring that a diverse range of
online offers reaches consumers. It is, however, important to
emphasize in this context that the State itself must actively
fulfil this human rights obligation and cannot merely out-

source it to online platforms, by contrast to what was done
in the context of the DSA-introduced obligation on online
platforms to proactively filter their users’ content in order to
prevent copyright infringement. 4

V. Conclusion

This paper has explored the legal implications of online
behavioural advertising and its potential to create informa-
tion bubbles. While designed to cater to consumer prefer-
ences, these bubbles raise significant normative concerns by
limiting consumer choice, autonomy, and market competi-
tion. Enhanced transparency, as enshrined in the Digital Ser-
vices Act, has emerged as a promising tool to empower con-
sumers and promote fair competition. However, our research
has revealed that transparency alone is not particularly effec-
tive at bursting the OBA-associated information bubbles, as
consumers, even when informed about the source and para-
meters of personalized advertising messages, do not actively
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apparent that alternative solutions are necessary to address
the problem. One promising approach is imposing on adver-
tising platforms an obligation to enrich existing online adver-
tisements with products from alternative brands. While this
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advertising. More tailored initiatives for OBA can draw on
already existing measures in other areas, such as political
advertising, countering disinformation, addressing hate
speech, or mirroring ‘must-carry’ obligations in broadcast-
ing.

As the landscape of online advertising continues to evolve, it
is clear that regulatory frameworks must adapt to ensure a

fair and competitive marketplace. This paper contributes to
the ongoing discourse on OBA and filter bubbles, emphasiz-
ing the importance of balancing personalization with consu-
mer choice, competition, and well-functioning of the market,
and it sets the stage for further research and policy develop-
ment in this area.
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