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THE INDIVIDUAL IN THE BIG DATA ERA:
MOVING TOWARDS AN AGENT-BASED
PRIVACY PARADIGM

Bartvan der Sloot

The current human rights framework in general and the privacy paradigm in par-
ticular is based on the individual in a threefold manner: (1) it provides him with a
subjective right, (2) to protect his personal interest and (3) the outcome of a court
case is determined by balancing the individual against a societal interest. Big Data
processes, however, do not revolve around individuals; they focus on large groups
and have an impact on society in general. Consequently, the focus on the individ-
ual and his interests is becoming increasingly obsolete. To remedy this fact, privacy
scholars have suggested to reformulate privacy either as a group right, a societal
interest or a precondition for a democratic society. Focusing on other than individ-
ual interests obviously has an impact on the way rights and legal claims are attrib-
uted, how rules are enforced and how the outcome of legal cases is determined.
This contribution discusses the different suggestions that have been put forward
and determines in how far they might ameliorate the current privacy paradigm.

INTRODUCTION

Privacy has been declared dead ever since it was conceived. Already in the sixties of
last century, books appeared that proclaimed the end of privacy. Mostly, such
eschatological visions point either to the young, who supposedly no longer care
about privacy, or to newly emerging technologies, which enable large-scale data
collection, whether it be photography, telephone records, data bases, the internet
or Big Data. At the same time, scholars have always claimed to ‘reinvent’ privacy,
either by introducing new ways of emphasizing the interests at stake, arguing fora
different way of protecting privacy (for example, through commodity rights or
through technological regulation) or by introducing new concepts, such as infor-
mational privacy and data protection.

Perhaps this is because privacy is about boundaries, boundaries between the pri-
vate and the public, between the individual and society, between individual
autonomy and public rules, etc. Boundaries change over time, and the types of
boundaries thought necessary differ per person, per culture and per epoch.

Still, what has unified most privacy theories so far is that they focused on the pro-
tection of the individual against the collective, of the private against the public. It
is exactly this presumption that is wavering in the age of Big Data: it appears to be
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increasingly difficult to relate the effects of Big Data processes back to individual
interests. Increasingly, recourse is taken to the use of metaphors to capture what is
at stake in these types of data flows.

The classic metaphor is that of the Panopticon, after the prison model of Bentham,
who proposed the design of a prison in which the guard could see the prisoners
but the prisoners could not see the guard (Bentham 1791). Foucault suggested that
this model is archetypical for current Western society, in which everyone might be
watched but is never sure about it (Foucault 1975). This will result in citizens cur-
tailing their behaviour out of precaution, which is also known as the chilling effect.
These types of theories do not focus on actual and concrete harm, but on future
and hypothetical effects of current surveillance techniques.

Other theories have used metaphors to capture the increased focus on groups and
categories in data processing techniques. Those pointing to the Mathew effect
argue that Big Data may increase the inequality between groups in society. The use
of profiles may have a stigmatizing effect: people living in certain neighbourhoods
may have more trouble getting loans, people with a certain ethnic or religious
background may be checked and surveilled more often, etc. Others have suggested
the metaphor of a Filter Bubble (Pariser 2012), which captures the fear that people
will be profiled in a particular category and will get stuck in it because they will
only get news, search results and advertisements that fit that profile. These types of
theories try to address the fact that the use of data is increasingly moving from the
individual to the group.

Reference is also made to environmental protection (Galetta and De Hert 2014).
Datais called the new oil (Kuneva 2009) and privacy the canary in the coal mine
(Thatcher 2014). Others have likened privacy violations following from Big Data
processes to the environmental pollution resulting from the industrial revolution
(Hirsch 2014). There are certain similarities between environmental pollution and
privacy violations following from Big Data. Both may have an impact on the indi-
vidual as well as the environment in general. Itis not for nothing that environmen-
tal laws not only allow claims by specific individuals who have suffered from per-
sonal harm, but also facilitate claims regarding damage to the environment as such.
Consequently, individual rights and individual interests are complemented by
class actions and general interests. With regard to individual impact, it should be
noted thatitis often very difficult to prove the causal relationship between,

for example, air pollution and a specific health condition.

Similarly, Big Data may have an impact on both specific individuals and on the
world we live in. Moreover, in individual cases, it is often difficult to determine the
direct link between individual harm and Big Data processes. That is why some
have argued that, in privacy laws, there should also be room for class actions in the
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general interest and that privacy regulators could learn something from the more
relaxed requirements in environmental laws regarding the causality between inci-
dents and individual harm. Finally, the metaphor of Kafka’s The Trial has often
been proposed (Solove 2008). Here the idea is simply that citizens are unsure why
the government is acting in certain ways and how this might impact them.

The point is not so much that it has a negative impact on them, but simply that
there is no way of finding out whether this is the case and that there are no safe-
guards against the abuse of power by the government. Again, similarities are
drawn to Big Data processes, which are often vague and incomprehensible to ordi-
nary citizens, even if the outcome of these processes may have a serious impact on
their lives.

What has prompted these theories is that it is increasingly difficult to determine
what is exactly at stake in Big Data processes. Although everyone agrees that,

for example, there is something problematic about the NsA’s data collection, it is
hard to point out what that really is, besides mere technical points of whether the
activities were prescribed by law and whether Parliament or even president Obama
knew about them. What impact, for example, has the NsA data collection had on
ordinary American or European citizens? How and in what way did it harm them?
Itis also increasingly difficult to focus on individual rights, quite simply because
these large data gathering processes do not revolve around individuals. While the
legal domain focuses on the individual level, on the particular, technical reality
revolves around structural developments and focuses on the general level. Schol-
ars are increasingly trying to develop privacy theories that solve this discrepancy,
by focusing on societal interests, group interests, etc., rather than on individual
interests. This chapter will discuss and evaluate these theories.

Section 7.2 will discuss the original privacy paradigm, which focused on the indi-
vidual, his/her rights and his/her interests only in part. It will take as an example
the European Convention on Human Rights (ECHR). Section 7.3 will briefly show
that the current paradigm, by contrast, focuses on individual rights and interests
almost exclusively. Section 7.4 will argue why it might prove problematic to main-
tain this focus because Big Data does not revolve around individuals. The transi-
tion between the ‘original’ and the ‘current’ paradigm has been discussed in greater
detail in other publications (Van der Sloot 20144, 2014b, 2014¢, 20153, 2015b, 20164,
2016b); it is important to stress that the discussion here is idealized and that reality
is far muddier and more complex than a few pages can describe. There is neither a
linear process nor an exact moment in time when the transition from the ‘original’
to the ‘current’ paradigm took place, and it is important to stress that one may still
find elements of the ‘original’ paradigm in current case law. Still, generally speak-
ing, there has been an enormous change in how cases are approached under the
European Convention on Human Rights. The two idealized models will be con-
trasted in sections 7.2 and 7.3.
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After section 7.4, the chapter will continue by discussing the theories that have
been proposed to solve this problem. They will be loosely divided in four sections,
though there is certainly some overlap. Section 7.5 will focus on theories that argue
that privacy is constitutive for societal institutions, such as the healthcare sector,
the legal system and journalism. Section 7.6 will discuss the aggregated, group and
collective interests that relate to privacy protection. Section 7.7 will discuss theo-
ries that focus on potential and future harm, including the chilling effect. Sec-

tion 7.8 will discuss theories that revolve around the (ethical) evaluation of agents,
or potential privacy violators. These theories let go of the requirement of individ-
ual harm altogether and instead focus on the moral responsibilities and ethical
duties of agents gathering and processing data. Finally, section 7.9 will evaluate
these theories and argue that these last theories in particular might prove to be
fruitful for privacy protection in the age of Big Data.

ORIGINAL PARADIGM

The European Convention on Human Rights originally focused on laying down
duties and prohibitions for the states who acceded to the Convention. The ECHR
provides absolute prohibitions, such as those regarding abuse of power, enacting
retrospective legislation, torture and degrading treatment; it lays down rules that
may only be curtailed in a state of emergency, such as the right to a fair trial, the
right to petition and the right to liberty and security; and it provides conditions
under which a number of rights, such as the right to privacy, the right to freedom
of expression and freedom of religion, may be curtailed under the rule of law,
namely if they are prescribed by law and necessary in a democratic society for the
protection of national security or public order, among other things.

The main goal of the Convention was to curtail the actions of governments,

to prevent abuse of power and to sanction those states that did not abide by the
rules of the ECHR (Robertson 1975-1985). Consequently, its main focus was on the
duties of states and only marginally on the subjective rights of individuals. Hence,
not only individuals could complain before European institutions, but also states
could submit inter-state complaints (Art. 24 original ECHR), and groups as well as
non-governmental organizations could invoke the rights under the convention
(Art. 25 original ECHR). The main focus was on protecting the general interest of a
society, relating to the good and appropriate use of power by the state; this interest
could be invoked by everyone, not only by direct victims of practices and laws.

It should also be noted that individuals, groups and legal persons only had the
right to submit a case before the European Commission on Human Rights, whose
only task it was to declare cases admissible or inadmissible. Cases declared admis-
sible could only be brought before the Court, which did have the authority to
assess the substance of the case if either the Commission or a state decided to
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pursue them (Art. 48 original ECHR). This allowed them to shift between cases
thataddressed only the particular interests of the individual complaintand those
cases that addressed a wider issue, impacting society in general. Individuals did not
have the right to bring a case before the Court, even if their case was declared
admissible by the Commission.

The Convention aimed to protect the general interest by focusing on the integrity
of the rule of law and the democratic process; these guarantees ensured a form of
negative freedom for citizens, groups and legal persons alike. Of all articles con-
tained in the Convention, the rationales of negative obligations for the state and
negative freedom for individuals are most prominent in the right to privacy under
Article 8 ECHR. Already under the Universal Declaration of Human Rights, on
which the ECHR is largely based, it was this provision that was originally plainly
titled ‘Freedom from wrongful interference’ (UN document: E/HR/3). Likewise
under the Convention, the right to privacy was originally only concerned with
negative liberty, contrasting with other qualified rights in which positive free-
doms are implicit, such as a person’s freedom to manifest his/her religion or
beliefs (Art. 9 ECHR), freedom of expression (Art. 10 ECHR) and freedom of associ-
ation with others (Art. 11 ECHR). Likewise, the wording of Article 8 ECHR does not
contain any positive obligation, such as, for example, under Article 2, the obliga-
tion to protect the right to life, under Article 5, to inform an arrested person of the
reason for arrest and to bring him or her promptly before a judge, under Article 6,
the obligation to ensure an impartial and effective judicial system, and under Arti-
cle 3 of the First Protocol, the obligation to hold free elections (Tomlinson 2012: 2).

Finally, the way in which cases should be resolved, according to the Convention
authors, was by assessing the behaviour of the state as such. Hence the absolute
and relative prohibitions in the Convention, and hence the conditions for restrict-
ing the qualified rights, such as the right to privacy. Article 8 ECHR holds in para-
graph 1 that everyone has the right to private and family life, home and communi-
cations. Paragraph 2 specifies the conditions for curtailing this right:

“There shall be no interference by a public authority with the exercise of this right except
such as is in accordance with the law and is necessary in a democratic society in the inter-
ests of national security, public safety or the economic wellbeing of the country, for the
prevention of disorder or crime, for the protection of health or morals, or for the protec-
tion of the rights and freedoms of others.”

A state, therefore, may curtail the right to privacy if this is prescribed by law, nec-
essary in a democratic society and aimed at one of the goals specified in para-
graph 2.

Note that this is a binary test: an infringement is either necessary or itis not, itis
either prescribed by law or itis not and it serves either a legitimate goal or not.
Take as an example the sanctity of one’s home: if the police enters a person’s house
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for a good and legitimate reason, because, for example, they have reason to believe
that this person has committed a murder and they want to search this house fora
murder weapon, this is necessary for the protection of public order and is, there-
fore, legitimate. If the police enter a person’s home without a legitimate reason,
because the person is a famous football player, however, it is not. No balancing of
interests takes place; the test is simply whether an infringement is necessary or
not.

CURRENT PARADIGM

These pillars of the original paradigm have undergone significant changes over
time. First, the right to complaint has been reduced to natural persons who have
suffered as direct or indirect victims of a certain policy or law. Groups are not
allowed to complain (only individuals who have all individually suffered from a
certain practice are allowed to bundle their complaints); in principle, legal persons
are prohibited from invoking the right to privacy (Van der Sloot 20152); and so far
there have only been some 20 inter-state complaints, contrasting sharply with the
tens of thousands of individual complaints (Dijk et al 2006: 50). Furthermore, nat-
ural persons are only allowed to invoke the right to privacy if they are a victim and
have sustained considerable harm.

This means that a number of complaints are principally rejected by the Court. So-
called in abstracto claims are declared inadmissible in principle. These are claims
that regard the mere existence of a law or a policy, without them having any con-
crete or practical effect on the claimant (Lawlor). A-priori claims are rejected as
well, as the Court will usually only receive complaints about injury which has
already materialized. Claims about future damage will not be considered in princi-
ple (Tauira etal.). Hypothetical claims regard damage which might have material-
ized but about which the claimant is unsure. The Court usually rejects such claims
because it is unwilling to provide a ruling on the basis of presumed facts. Appli-
cants must be able to substantiate their claim with concrete facts, not with beliefs
and suppositions.

The ECtHR will also not receive an actio popularis, a case brought up by a claimant
or a group of claimants, to protect not their own interests but those of others or
society as a whole. These types of cases are better known as class actions (Assel-
bourg etal.). Finally, the Court has held that applications are rejected if the injury
sustained from a specific privacy violation is not sufficiently serious, even if the
matter may fall under the material scope of Article 8 ECHR. For example, a case
regarding the gathering and processing of a small amount of ordinary personal data
will usually not be declared admissible (see also the de minimis rule, Article 35
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paragraph 3 (b) ECHR and Trouche, Glass and Murray). Consequently, the right to
complain has been narrowed down to natural persons who have directly and sig-
nificantly been affected by a certain practice.

Second, Article 8 ECHR seems to have shifted from a right to privacy, laying down
negative obligations for the state and providing protection to the negative freedom
of citizens, to a full-fledged personality right (Van der Sloot 2015¢). The element of
positive liberty was adopted quite early in a case from 1976:

“For numerous Anglo-Saxon and French authors the right to respect for ‘private life’ is
the right to privacy, the right to live, as far as one wishes, protected from publicity.
[H]owever, the right to respect for private life does not end there. It comprises also, to a
certain degree, the right to establish and to develop relationships with other human
beings, especially in the emotional field for the development and fulfillment of one’s own
personality” (X. v. Iceland).

Likewise, from very early on, the Court has broken with the strictly limited focus
of the authors of the Convention on negative obligations and has accepted that
states may, under certain circumstances, be under a positive obligation to ensure
respect for the Convention. This has meant an enormously widened material
scope of the right to privacy: it has allowed the European Court of Human Rights
to deal not only with the more traditional privacy violations, such as house
searches, wire-tapping and body cavity searches, but also with the right to develop
one’s sexual, relational and minority identity, the right to protect one’s reputation
and honour, the right to personal development, the right of foreigners to a legal-
ized stay, the right to property and even work, the right to environmental protec-
tion and the right to have a fair and equal chance in custody cases. Consequently,
the right to privacy has shifted from a doctrine prohibiting the state to abuse its
powers, to a right of the individual to develop his/her personality and flourish to
the fullest extent; and with this, it has shifted from a doctrine protecting general
interests to one in which the core focus is on individual interests.

Finally, in most cases, the necessity test has been replaced by a balancing test,
in which the societal and the personal interests involved in a specific privacy viola-
tion are balanced and weighed against each other.

“Establishing that the measure is necessary in a democratic society involves showing that
the action taken is in response to a pressing social need, and that the interference with the
rights protected is no greater than is necessary to address that pressing social need. The
latter requirement is referred to as the test of proportionality. This test requires the Court
to balance the severity of the restriction placed on the individual against the importance
of the public interest” (Ovey and White 2002: 209).
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The provisions under the European Convention on Human Rights and the right to
privacy in particular, therefore, are no longer seen primarily as minimum princi-
ples which the state must take into account, but as relative interests of individuals
which can always be overridden if a particularly weighty societal interests is at
stake.

BIG DATA

Consequently, the current privacy paradigm focuses largely on the individual,
his/her interests and his/her subjective right to protect those individual interests.
In the field of privacy, the notion of harm has always been problematic as it is often
difficult to substantiate what harm has been caused by a particular violation; what
harm, for example, follows from entering a home or eavesdropping on a telephone
conversation when neither objects have been stolen nor private information has
been disclosed to third parties? Even so, the traditional privacy violations (house
searches, telephone taps, etc.) are clearly demarcated in time, place and person, and
the effects are, therefore, relatively easy to define. In the current technological
environment, with developments such as Big Data, however, the notion of harm is
becoming increasingly problematic. An individual is often simply unaware that his
or her personal data are gathered by either fellow citizens (e.g., through the use of
smart phones), by companies (e.g., by tracking cookies) or by governments (e.g.,
through covert surveillance). Obviously, people who are unaware of their data
being gathered will not invoke their right to privacy in court.

Even if people were aware of these data collections, given the fact that data gather-
ing and processing is currently so widespread and omnipresent and will become
even more so in the future, it will quite likely be impossible for them to keep track
of every data processing which includes (or might include) their data, to assess
whether the data controller abides by the legal standards applicable, and if not, to
file alegal complaint. And if individuals go to court to defend their rights,

they have to demonstrate a personal interest, i.e. personal harm, which is a partic-
ularly problematic notion in Big Data processes: what concrete harm has data gath-
ering by the NSA done to ordinary American or European citizens? This also shows
the fundamental tension between the traditional legal and philosophical discourse
and the new technological reality: while the traditional discourse focuses on indi-
vidual rights and individual interests, data processing often affects a structural and
societal interest and, in many ways, transcends the individual.

Finally, under the current privacy and data protection regimes, the balancing of
interests is the most common way in which to resolve cases. In a concrete matter,
the societal interests served with the data gathering, for example, wire-tapping
someone’s telephone because they are suspected of committing a murder,

is weighed against the harm the wire-tapping does to their personal autonomy,
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freedom or dignity. However, the balancing of interests becomes increasingly diffi-
cultin the age of Big Data, not only because the individual interest involved in a
particular case is hard to substantiate, but also because the societal interest at the
other end is increasingly difficult to specify. It is mostly unclear, for example, in
how far the large data collections by intelligence services have actually prevented
concrete terrorist attacks.

This balance is even more difficult if executed on an individual level, that is,

how the collection of the personal data of this individual (as a non-suspected per-
son) has ameliorated national security. The same holds true for cCTV cameras
hanging on the corners of almost every street in some cities; the problem here is
not that one specific person is being recorded and that data about this identified
individual is gathered, but rather that everyone in that city is being monitored and
controlled. Perhaps more important is the fact that, with some of the large-scale
data collections, what appears to be at stake is not a relative interest, which can be
weighed against other interests, but an absolute interest. For example, the NSA
data collection is so large, has been conducted over such a long time span and
includes data about so many people that it may be said to simply qualify as abuse of
power. Abuse of power is not something that can be legitimated by its instrumen-
tality towards a specific societal interest; it is an absolute minimum condition of
having power.

CONSTITUTIVE INTERESTS

Many authors have struggled to find an exact definition and description of privacy.
Most authors agree that the value and meaning of privacy differs over cultures,
epochs and persons. Still, the right to privacy is generally linked to underlying val-
ues such as human dignity (Benn 1984), individual autonomy (Roessler 2005) or
personal freedom (Mill 1989). This means that, in contrast to those values, the
right to privacy is commonly viewed as an instrumental and not an intrinsic value.
Solove, for example, holds that the problem with theories that ascribe an intrinsic
value to privacy is that they tend to sidestep the difficult task of articulating why
privacy is valued.

“The difficulty with intrinsic value is that it is often hard to describe it beyond being a
mere taste. Vanilla ice cream has intrinsic value for many people, but reasons cannot read-
ily be given to explain why. Individuals like vanilla ice cream, and that is about all that can
be said. Privacy’s value is often more complex than a mere taste, and it can be explained
and articulated. Although it is possible that some forms of privacy may have intrinsic
value, many forms of privacy are valuable primarily because of the ends they further”
(Solove 2008: 84).

Privacy is generally described as an instrumental value, as a relative value (con-
trasting with absolute values, such as the prohibition of torture) and a personal
value. On this last point, there is a contrast with, among other things, freedom of
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speech, which is generally said to be instrumental to individual expression and the
possibility of personal development, butalso to the search for truth in the market-
place of ideas and to the well-functioning of the press, which, in its turn, may be
described as a precondition of a vital democracy.

Because of the points discussed in section 7.4, scholars have increasingly argued
that privacy is not only instrumental towards personal values, but also constitu-
tive of general institutions. Constitutiveness, in contrast to instrumentality, sig-
nals a necessary relationship: privacy is described as a necessary precondition for
societal institutions. An example here is Spiros Simitis, who argued that privacy
should be seen as a constitutive element of a democratic society (Simitis 1987).
Ruth Gavison, in similar vein, held that:

“In the absence of consensus concerning many limitations of liberty, and in view of the
limits on our capacity to encourage tolerance and acceptance and to overcome prejudice,
privacy must be part of our commitment to individual freedom and to a society thatis
committed to the protection of such freedom. Privacy is also essential to democratic
government because it fosters and encourages the moral autonomy of the citizen, a central
requirement of a democracy” (Gavison 1980: 455).

Of course, reference can also be made to Habermas, who argues that democracy
and human rights are mutually constitutive (Habermas 1994). In these types of
theories, privacy is a necessary precondition for democracy, the rule of law or a free
and equal society.

Similarly, a connection between privacy and specific institutions is often made.
Many of the court cases revolving around mass surveillance by secret services,

for example, are initiated not only by civil society organizations protecting the
right to privacy in general, but also by professional organizations protecting the
specific interests of lawyers and journalists. These organizations point to the fact
that both professions can only function properly if a degree of secrecy and confi-
dentiality is guaranteed. Without secrecy between lawyers and clients, clients
might not feel free to speak about sensitive issues, which leaves lawyers only parti-
ally informed and unable to defend their clients’ case. This might undermine the
right to a fair trial and, ultimately, the rule of law as such. Similarly, the argument is
made that journalists cannot function withouta form of secrecy of sources being
guaranteed. Sources will not feel free to discuss sensitive matters with journalists
or leak secret documents, which might ultimately undermine the position of the
press as watchdog or fourth estate. The same might apply to the secrecy of ballot, a
quintessential element of democratic elections (Lever 2015). Finally, a similar argu-
ment has been made with regard to patient-doctor confidentiality. Anita Allen, for
example, holds:

“First, confidentiality encourages seeking medical care. Individuals will be more inclined
to seek medical attention if they believe they can do so on a confidential basis. It is reassur-
ing to believe others will not be told without permission that one is unwell or declining,
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has abused illegal drugs, been unfaithful to one’s partner, obtained an abortion, or
enlarged one’s breasts. [...] Second, confidentiality contributes to full and frank disclo-
sures. Individuals seeking care will be more open and honest if they believe the facts and
impressions reported to health providers will remain confidential. It may be easier to
speak freely about embarrassing symptoms if one believes the content of what one says
will not be broadcast to the world at large” (Allen 2011: 112).

The fear is that surveillance in general and certain IT projects in the healthcare sec-
tor in particular might undermine the confidentiality required for a well-func-
tioning healthcare sector. Reference is sometimes made to underdeveloped coun-
tries, where the fear of others finding out about a certain disease or condition is
often greater than the wish to be cured, but also to the United States, where there
are many fears about the influence of commercial parties and insurers.

GROUP AND COLLECTIVE INTERESTS

There are also theories that focus on the connection between individual harm and
harm to others. The loss of privacy for one individual may have an impact not only
on the privacy of others, but also on other important interests. It is stressed by
some that a loss of privacy may undermine social relationships between individu-
als, which often consist of the very fact that certain information is disclosed
between them and not to others. This is called the social value of privacy (Roessler
and Mokrosinska 2013). But the loss of privacy for one individual may also have an
impact on the privacy of others. This is commonly referred to as the network
effect. A classic example is a photograph taken at a rather wild party. Although the
central figure in the photograph may consent to posting the picture of him or her
at this party on Facebook, it may also reveal others attending the party. This is the
case with much information: people’s living conditions and the value of their
home does not only disclose something about them, but also about their spouse
and possibly their children. Perhaps the most poignant example is that of heredi-
tary diseases: data about such diseases might reveal sensitive information not only
about a specific person, but also about their direct relatives.

Alternative theories look not only to one specific individual, but to all individuals
affected by a specific violation. These theories focus on aggregated harm and pri-
marily aim against the common practice in the legal domain of focusing on the
specificities of a case, in combination with the fact that only individual victims can
successfully file a complaint. What follows from this approach, according to some
scholars, is a situation in which the effects of a certain law or policy are only meas-
ured and assessed with regard to its effects on the situation of a specific claimant.
In reality, however, the law or policy has an effect on many, sometimes millions of
people. In contrast with the individual interest at stake, the general interest, such
as that relating to national security, is often assessed at a general and societal level.
The question is not how the monitoring of a specific individual (the claimant) has
benefited the fight against terrorism, for example, but how the mass surveillance
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system as such aids this goal. It might be worthwhile, consequently, to assess the
negative consequences of a particular law or policy in terms of privacy on a col-
lective level as well.

These theories, though they broaden the scope of individuals being affected, still
focus on individual harm. More recent theories have proposed to transcend the
focus on the individual when it comes to assessing privacy violations. Generally
speaking, this might be done by focusing either on the privacy of a group or on the
privacy of larger collectives and the value of privacy for society as a whole. With
regard to group privacy (Taylor et al. 2016), there are generally two lines of think-
ing. First, much in line with the ideas of social privacy, it might be said that groups
depend on a form of privacy or secrecy for their existence. Consequently, if the
right to privacy is undermined, this might have an effect on the group and its exis-
tence. Second, there is an increasing trend to use group profiles not only with
regard to crime fighting and the war against terrorism, but also when banks use
risk profiles when deciding about loans or health insurers when deciding who to
insure, against what price, etc. The fact is that decisions are increasingly made on
the basis of these profiles, which might lead to discrimination and stigmatization,
as well as loss of privacy. The problem is not so much that this or that specific indi-
vidual is affected by being putin a certain category, whether rightly or wrongly,
but that policies are based on stigmatizing or discriminating group profiles as such,
and it has been suggested, therefore, that it might be worthwhile to look into the
possibility of granting groups a right as such. Finally, as to the rights of future gen-
erations, itis not only a healthy living environment that may be in their best inter-
est, buta good privacy environment may possibly be included in those interests
too.

There are also those who have argued that privacy should be regarded as a public
good (Fairfield and Engel 2014) or a societal interest (Van der Sloot 2014a) rather
than as an individual interest or in addition to it. For example, many of the current
privacy violations are taking place on such a large scale and are affecting so many
people that this might qualify simply as abuse of power, undermining citizens’
trust in the government and in democratic institutions. Others have stressed, in
reference to the Panopticon, that the fear following from mass surveillance curtails
the scope of their unfettered experimentation and their development, which is
detrimental not only to those specific individuals, but also to society as a whole
(Richards 2013). When discussing privacy and the common good, Priscilla Regan
distinguishes between three types of values.

“Privacy has value beyond its usefulness in helping the individual maintain his or her dig-
nity or develop personal relationships. Most privacy scholars emphasize that the individ-
ual is better off if privacy exists; I argue that society is better off as well when privacy
exists. | maintain that privacy serves not just individual interests but also common, pub-
lic, and collective purposes. If privacy became less important to one individual in one par-
ticular context, or even to several individuals in several contexts, it would still be
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important as a value because it serves other crucial functions beyond those that it per-
forms for a particular individual. Even if the individual interests in privacy became less
compelling, social interests in privacy might remain. [...] [ suggest that three concepts pro-
vide bases for discussing a more explicitly social importance for privacy — privacy asa
common value, privacy as a public value, and privacy as a collective value. The first two
concepts are derived from normative theory, while the latter is derived from economic
theory; the styles of analysis, therefore, are different, with the first two being conceptual
and the third more technical” (Regan 1995: 211).

There is a common interest in privacy, Regan suggests, because individuals who
have privacy become more valuable not only to themselves, butalso to society as a
whole. Privacy as public value is the idea that privacy is not just valuable in itself,
but is also instrumental towards other values, such as freedom of speech. Finally,
the idea of privacy as a collective value is derived from the economists’ concept of
collective or public goods, which are those goods that are defined as indivisible or
non-excludable: not one member of society can enjoy the benefit of a collective
good without others also benefiting. Clean air and national defence, she suggests,
are examples of public or collective goods.

“Currently a number of policies and policy proposals treat privacy as a ‘private good” and
allow people to buy back or establish the level of privacy that they wish. For example,
when you subscribe to a magazine, you can indicate that you do not want your name and
information about you incorporated in a mailing list and sold for direct-mail purposes.
Similarly, one policy proposal concerning Caller 1D is that individuals be given the ability
to ‘block’ the display of their numbers. Such examples suggest that you can indeed
‘divide’ privacy into components and allow people to establish their own privacy level.
But three factors limit the effectiveness of this individual or market-based solution for
privacy: the interests of third-party record holders; the nonvoluntary nature of many
record-keeping relationships; and computer and telecommunication technologies”
(Regan 1995: 228).

POTENTIAL HARM

There is a third branch of privacy theories that focuses not on actual and concrete
harm at the individual level, but on potential harm. This might be either hypothet-
ical harm or potential future harm. Hypothetical harm can exist when people
might be affected by a certain privacy violation but are unsure about this. The clas-
sic example is the potential privacy violation following from the mass surveillance
activities of secret services. As those services usually remain silent about their
practices, victims are often unaware of the fact that they might be affected by these
practices. Normally, people who cannot substantiate their claim that they have
been harmed by a certain practice will not be able to successfully submit a com-
plaint. However, the European Court of Human Rights has stressed that it will
make an exception in these types of cases because it will not accept that the mere
fact that someone is kept unaware of his or her victim-status will result their
remaining powerless to challenge those practices and policies. It has stressed that if
people fit a category specifically mentioned in a law or policy or if people engage in
certain activities which give them reason to believe that they might be subjected to
surveillance activities, this might be enough to accept their victim status (Van der
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Sloot 2016a). Besides hypothetical harm, increasing attention is being paid to
future harm. This again may be divided into two lines of thought: the one focusing
on potential future harm and the other focusing on harm following from self-
restraint, also known as the chilling effect. The first category focuses on the possi-
bility that certain harm might occur in the future. Although data, power or techni-
ques may not be abused right now, for example, they may be abused in the future,
especially if there are insufficient safeguards. Ultimately, the Second World War
hypothesis is applied: imagine that a Nazi-like regime were to seize power; would
it not, so the argument goes, be rather simple for such a regime to execute its evil
policies if it had access to all the data gathered and stored right now, including
racial data? The same argument may be applied to companies such as Facebook and
Google, who may do no evil right now but might do so in the future, if their own-
ers or board members change.

There is also increasing attention being paid to future harm in the legal domain,
for example, in the proposed General Data Protection Regulation. This will pre-
sumably contain rules on privacy impact assessments, which specify that where
processing operations present specific risks to the rights and freedoms of data sub-
jects by virtue of their nature, their scope or their purposes, the controller shall
carry out an assessment of the impact of the envisaged processing operations on
the protection of personal data. This is so when data controllers process privacy-
sensitive data. The idea of privacy impact assessments has been borrowed from the
domain of environmental law, where such assessments have already been intro-
duced. Such impact assessments may pertain to potential future harm on an indi-
vidual level or on a societal level and on legal, social or ethical consequences alike.

There is a slight difference with regard to the type of harm that is at the heart of
these types of assessments. The Second World War argument stresses that,
although there may be no reason now to believe that harm may take place or that
power has been abused, you never know for sure. Impact assessments, by contrast,
focus on the type of harm that is reasonably foreseeable but ignores the unknown
unknowns.

Second, future harm might lie in self-restricting behaviour, thatis, when people
know that they might be surveilled and possibly punished for their behaviour or
face other negative consequences. If people know that confidential information
may fall into the hands of third parties, they may feel restrained to experiment
freely as they know that they might be confronted with their ‘mistakes’ in the
future. Obviously, this fear also underlies the introduction of the hotly debated
right to be forgotten. What proponents of this doctrine argue is that children and
adolescents may want to experiment freely in life with hairstyles, alcohol or sex,
without them being haunted for the rest of their lives by a certain Facebook tag,
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Instagram photo or Youtube video. Not only would this limit their future social,
societal and financial perspectives, but they mightalso choose not to experiment
altogether if they know that it is impossible to keep those experiments secret.

This is known in legal terms as the chilling effect, which is also increasingly accep-
ted by the European Court of Human Rights as regards data processing. A good
example may be the case of Colon v. the Netherlands, in which the applicant
complained that the designation of a security-risk area by the Burgomaster of
Amsterdam violated his right to privacy as it enabled a public prosecutor to con-
duct random searches of people in a large area over an extensive period without
this mandate being subject to any judicial review. The government, on the con-
trary, argued that the designation of a security-risk area or the issuing of a stop-
and-search order had not in itself constituted an interference with the applicant’s
private life or liberty of movement. After the event the applicant complained of,
several preventive search operations had been conducted, and in none of them had
the applicant been subjected to further attempts to search him. This was, according
to the government, enough to show that the likelihood of an interference with the
applicant’s rights was so minimal that this deprived him of the status of being a
victim.

The Court stressed again that, in principle, it did not accept in abstracto claims or
an actio popularis.

“In principle, it is not sufficient for individual applicants to claim that the mere existence
of the legislation violates their rights under the Convention; it is necessary that the law
should have been applied to their detriment. Nevertheless, Article 34 entitles individuals
to contend that legislation violates their rights by itself, in the absence of an individual
measure of implementation, if they run the risk of being directly affected by it; that s,

if they are required either to modify their conduct or risk being prosecuted, or if they are
members of a class of people who risk being directly affected by the legislation” (Colon v.
Netherlands § 60).

It went on to stress that it was:

“not disposed to doubt that the applicant was engaged in lawful pursuits for which he
might reasonably wish to visit the part of Amsterdam city centre designated as a security
risk area. This made him liable to be subjected to search orders should these happen to
coincide with his visits there. The events of 19 February 2004, followed by the criminal
prosecution occasioned by the applicant’s refusal to submit to a search, leave no room for
doubt on this point. It follows that the applicant can claim to be a ‘victim’ within the
meaning of Article 34 of the Convention and the Government’s alternative preliminary
objection must be rejected also” (Colon v. Netherlands § 61).

Consequently, the Court accepted that the chilling effect in itself may be enough to
meet the victim requirement under the Convention. No concrete harm is required
in those instances.
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ABSTRACT TESTS

There is a fourth and final branch of privacy theories that proposes to leave the
focus on harm altogether. Scholars have increasingly proposed to move away from
classic liberal theories focusing on (individual) harm, because to stay within this
paradigm, theories are stretching the notion of harm to the point where it becomes
forced and far-fetched. A Second World War scenario is perhaps the most poignant
target of such critiques, but the focus on hypothetical and future harm serves the
point all the same. The problem with Big Data programmes appears to be not indi-
viduals and their interests, but the fact that companies, states or even individuals
have certain powers, have access to certain techniques, are in possession of certain
types of data, as such. The fourth branch of theories, therefore, suggests not to
focus on the ‘patient’ — the individual being acted upon and potentially violated in
his or her privacy — but on the ‘agent’, the one acting upon the individual and
potentially violating his or her privacy.

These types of theories are called agent-based theories. They focus on the behav-
iour and the character of agents and evaluate them on the basis of either legal or
ethical principles. Theories that have been proposed focus, for example, on the
existence of power rather than its abuse (real or potential), on the possession of
certain data rather than its link to specific individuals, and on the access to certain
techniques rather than their actual use or application.

First, with regard to abuse of power, it should be noted that there are certain doc-
trines in the legal realm that seek to prevent such abuse. Article 18 ECHR, for
example, specifies: “The restrictions permitted under this Convention to the said
rights and freedoms shall not be applied for any purpose other than those for
which they have been prescribed.” This is a restriction on abuse of power by states.
The curious thing, however, is that the European Court of Human Rights has said
that this doctrine can only be invoked by an individual claimant if he or she is cur-
tailed in exercising one or more of his or her individual rights, such as the right to
privacy or freedom of expression. The article cannot, however, be invoked inde-
pendently, to address abuse of power that has had no direct impact on specific indi-
vidual rights.

Itis interesting to see that the Court has made one prominent exception to its
strict focus on individual rights and interests: cases that revolve around mass sur-
veillance activities by governmental institutions (see more in detail Van der Sloot
20162). In such cases, the Court accepts in abstracto claims, which revolve around
the conduct of states as such, without any harm needing to be demonstrated. Con-
sequently, not only individuals, but also legal persons and civil society organiza-
tions may submit a complaint. Because there is no individual harm, the Court can-
not determine the outcome of the case by balancing the different interests



THE INDIVIDUAL IN THE BIG DATA ERA: MOVING TOWARDS AN AGENT-BASED
PRIVACY PARADIGM 193

involved. Rather, it determines whether the surveillance activity was prescribed
by law. As these activities are often prescribed by law, the Court has introduced an
additional requirement, namely that the law must provide for sufficient safeguards
against abuse of power. These safeguards may entail rules on transparency and
oversight by either a judge, parliament or an oversight committee. States can be
held in violation of the ECHR not only if they have abused their powers, negatively
impacting individuals, but also if they have insufficient safeguards in place to pre-
vent such abuse.

In a similar vein, it has been argued that not only the possession of power as such
requires certain safeguards, but also the possession of certain types of data.
Currently, legal instruments in principle only provide protection to private, pri-
vacy-sensitive and personal data: these types of data have a direct link to individu-
als and can be used to directly affect them. Sensitive data, such as relating to health
and sexual or political preferences, are protected to a greater extent because they
can be used in a way that has an even greater impact on the individual (Article 8
DPD). In the current technological environment, however, the direct connection of
data to an individual is becoming less evident. Data increasingly have a circular life
cycle: they may begin as individual data, then be linked to other data so they
become sensitive data, then be aggregated and anonymized in a group profile and
then a specific individual may finally be linked to the group profile. Consequently,
the status of the data and the question of whether they can be linked to an individ-
ual at one specific moment is becoming less important. More important is the
quality of the data as such, without them necessarily being linked to specific indi-
viduals. It has been suggested, therefore, that the sensitivity of the data or dataset
itself should be the main determinant for data regulation (Van der Sloot 2015a:
footnote 114).

Finally, a similar argument has been made with regard to technology. It has been
argued, for example, that it is not so important how a specific technology is used in
practice, but rather the capacity of the technology itself. Such theories argue that
the core question should be:

“whether an investigative technique or technology has the capacity to facilitate broad
programs of indiscriminate surveillance that raise the specter of a surveillance state if
deployment and use of that technology is left to the unfettered discretion of government.
We think that the Fourth Amendment and the privacy issues at stake, as we have
described them here, suggest taking a different tack. There are a number of ways that the
Fourth Amendment status of a surveillance technique or technology could be deter-
mined. The most obvious would be for anyone who knows that he or she has been subject
to surveillance by a novel technology, or dramatically improved existing technology, to
file a civil suit seeking equitable relief or even damages. In such an action, a court would
first need to determine whether the technology at issue should be subject to Fourth
Amendment regulation. Among the important factors thata court would need to con-
sider are: (1) the inherent scope of a technology’s surveillance capabilities, be they narrow
or broad; (2) the technology’s scale and scalability; and (3) the costs associated with
deploying and using the technology. If a court finds that a challenged technology is capa-
ble of broad and indiscriminate surveillance by its nature, or is sufficiently inexpensive
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and scalable so as to present no practical barrier against its broad and indiscriminate use,
then granting law enforcement unfettered access to that technology would violate reason-
able expectations of quantitative privacy” (Gray and Citron 2013: 101-102).

Following this line of thinking, access to the technology and the scope and reach of
the technology or technical infrastructure become the main points for a regulatory
approach.

Two theories have been put forward that try to give such privacy theories an ethi-
cal foundation: the republican theory and the virtue ethical theory. Both are agent-
based theories that focus on the capacities or the character of the agent as such.
Republicanism, in contrast to liberalism, does not view matters as problematic if
they affect a specific individual, but it does if an agent possesses power without
there being sufficient checks and balances. Roberts, for example, notes that:

“republicans are concerned about interference, but not interference per se. Concern is
reserved for others’ capacity to interfere in an agent’s choices on an arbitrary basis.

The individual who suffers such interference is at the mercy of the agent or agency that
has power to interfere. But while such interference will always constitute domination — to
a greater or lesser extent, depending on the nature of the interference — a person need not
interfere with another’s choices in order to exercise dominating control. If an agent or
agency has the power to interfere arbitrarily in an individual’s choices, freedom is dimin-
ished even if the power is never exercised” (Roberts 2014: 6).

What is at the core here is the idea that others should never have the capacity to
interfere arbitrarily in another person’s choices. This is wrong even without power
being actually abused. Virtue theory also proposes to evaluate the ethical conduct
of agents such as states, but it goes a step further. It not only stresses that states
should not abuse their powers and have sufficient safeguards in place against abuse,
butitalso provides that states must use their powers in such a way that the lives of
citizens are facilitated in their potential to grow on a personal, social or professio-
nal level. There is not only a negative obligation to abstain from harming individu-
als or a positive obligation to prevent harm, but also a positive obligation to help
individuals to flourish to an optimum extent (Van der Sloot 2014c¢).

It should come as no surprise that ethical theories have gained in prominence,
given the fact that there is increasing doubt whether legal rules as such, or at least
black letter law, could effectively regulate Big Data. Ethical codes, codes of con-
duct, self-regulation and soft law are more and more proposed as viable alterna-
tives. As has been stressed, many of the problems following from Big Data pro-
cesses concern general, systemic and societal issues, larger trends that impact
society as a whole and potentially have an impact on future generations. These
matters are a combination of legal and ethical concerns, and it often proves to be
difficult to capture those concerns in legal rules because these questions belong to
the political rather than the legal realm.
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This ties up with the fact that the enforcement of legal rules is becoming increas-
ingly difficult, because it is increasingly difficult to pinpoint which types of data
should be regulated, because it is difficult in Big Data processes to determine who
is responsible for what types of data processing activities, because of the territor-
iality principle, which is difficult to uphold, etc. As the data processing domain is
increasingly transnationalizing, this brings with it that different types of norms
are endorsed: privacy norms differ largely between different regions and conti-
nents. This is why many scholars and privacy advocates have promoted non-legal
solutions and codes of conducts, focusing on agreement over underlying ethical
principles rather than hard legal rules.

ANALYSIS

This chapter has argued that the original privacy paradigm focused only partially
on the individual, his or her interests and the subjective rights of natural persons.
The current privacy paradigm, however, focuses almost exclusively on protecting
individual interests; it grants subjective rights to individuals, and the outcome of
cases is determined by balancing the individual with the societal interest at stake.
This paradigm is wavering because Big Data processes do not revolve around indi-
viduals but affect large groups and potentially society as a whole. It is increasingly
difficult to link the effects of such processes back to individual interests; it is
increasingly difficult for individuals to claim their subjective right in a world where
data processing is so endemic; and the balance of interests is difficult to maintain
because both the individual and the societal interests at stake are increasingly diffi-
cult to capture. This chapter has subsequently discussed several theories that try to
find a solution for the discrepancy between the legal domain, which focuses on the
individual, and technical reality, which focuses on general and systemic data col-
lection and processing. These have been loosely divided into four categories.

Those theories focusing on the constitutive nature of privacy argue that confiden-
tiality is a necessary precondition for certain societal institutions, such as the med-
ical sector, the legal professions and (investigative) journalism. Those focusing on
group and social or societal interests try to reformulate the right to privacy and
raise it to a higher level, that s, to an aggregated, a group or a societal level.

There are also theories that focus on hypothetical harm, i.e. situations in which
people may have been harmed by a certain practice but are unsure of it, on poten-
tial future harm, which may be prevented and forestalled through impact assess-
ments, and on chilling effects, the idea that people will restrain their behaviour
beforehand if they know that they might be watched or controlled. Finally, there
are theories that do not focus on citizens or the person affected by Big Data pro-
cesses, but on the agent or the one executing the Big Data process. The question is
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simply whether the agent has power, has access to certain data or is in the position
to use certain techniques. If so, certain rules and conditions, checks and balances
should be installed.

Each of these theories has appealing facets, but they also have specific downsides.
With theories focusing on the constitutionality of privacy towards societal insti-
tutions, the downside is twofold. First, the value of privacy is primarily explained
in relation to the value of societal institutions, and the value of privacy itself is
moved into the background. Second, these theories do not focus on privacy as
such but rather on confidentiality. There is an obvious overlap between the

two concepts, but privacy is far wider than the mere right to keep things secret.

Theories focusing on group rights and societal interests run into a number of prac-
tical problems in terms of granting rights: who should protect the interests at
stake and invoke, for example, a group right to privacy? This is problematic
because a group formed through group profiles is generally unstable; the group is
mostly unaware of the very fact thatitis a group; there is no hierarchy or leader-
ship nor a legal representative of the group; and there is no way to determine what
is in the interest of the group, as the interests may differ from group member to
group member.

Theories focusing on hypothetical and potential future harm have the problem
that they tend to become too hypothetical, unrealistic and far-fetched; particularly
the Second World War scenario faces this criticism. However, also the chilling
effect and future and hypothetical harm are in a way forced attempts to stay within
the liberal paradigm, focusing on (individual) harm, while the strength of this
approach is waning. In agent-based theories, finally, the concept of privacy is
moved into the background and is replaced by a focus on power and safeguards
against abuse. It runs the risk, therefore, of no longer being a privacy theory.

Still, the latter type of theories may provide the most fruitful ground for future
privacy regulation. In agent-based theories, the focus is no longer on concrete indi-
vidual interests, but on the general interest of being protected against abuse of
power and on the positive obligation of states to use their power to facilitate
human flourishing. No balancing of interests takes place, but an intrinsic assess-
ment is applied to evaluate the behaviour, power and actions of states, companies
or even citizens, and this requires checks and balances to be in place against abuse
of power. An intrinsic assessment could address many of the current privacy and
data protection issues, without having to link them back to individual interests.
Under an agent-based privacy paradigm, there is no need to attribute privacy
claims to natural persons; rather, it facilitates claims in the general interest

(class actions) and in abstracto claims. This model has the further advantage of
lending itself to non-legal forms of regulation, such as codes of conduct.
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It should be stressed that agent-based theories do not require a totally new
approach to privacy; rather they resemble in many ways the original privacy para-
digm as designed by the authors of the European Convention on Human Rights.

It should also be pointed out that the European Court of Human Rights is already
willing to relax its focus on individual rights and individual harm when excep-
tional circumstances apply; in such circumstances, it takes into account chilling
effects, future harm, hypothetical harm and in abstracto claims. Whether the cur-
rent paradigm still stands and marginal exceptions are made or whether it is slowly
developing into its third phase is still unsure.

What is important, however, is that there are leads in European jurisprudence for
national regulators to develop an alternative privacy paradigm that is based on an
agent-based instead of a patient-based approach (Van der Sloot 2016a). Obviously,
this ‘new’ or alternative paradigm would need to co-exist with the current para-
digm. The current paradigm is very suitable for tackling traditional privacy viola-
tions targeting individuals or small groups. The new or alternative paradigm
should be installed next to the current paradigm in order to be able to tackle the
new privacy challenges following from new technological realities, especially in
connection with Big Data.

It has several benefits to let go of the victim requirement, of the notion of harm
and of the focus on personal interests. Regulation is now primarily concerned with
two phases in which a link with the individual and his or her interests can be
made. The first phase is the gathering and storage of personal data. There are
numerous data protection rules linked to this moment, for example, the data min-
imalization principle, the requirement that the data should be correctand up to
date, the requirement of a fair and legitimate processing ground and, derived from
that, the purpose limitation principle; furthermore, there are rules on storing data
safely and confidentially and the obligation to inform data subjects of their data
being processed. The second phase is when profiles and correlations drawn from
the data analysis process are applied in practice and have an effect on individual
citizens. There are rules on automatic decision-making, on fair and non-
discriminatory treatment and specific rules regarding redlining, bank loans and
health insurance. This approach has three disadvantages that an agent-based
approach may tackle:

1. The material demarcation of the right to privacy and data protection is linked
to personal interests, namely when private, privacy-sensitive or personal data
are processed. However, increasing use is made of metadata, group data and
aggregated data; in principle, these types of data fall outside the scope of pri-
vacy and data protection laws because they do not identify a particular individ-
ual. Still, they can be used to significantly affect a person’s life, and even meta-
data can give a detailed picture of someone’s life. Aggregated and non-personal
data may also be linked to other data and datasets at a later stage and thus
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become personal or even sensitive data. This focus on personal data, conse-
quently, is no longer working in Big Data processes. Letting go of the focus on
the individual, an agent-based approach could shift the focus from the ques-
tion whether data identify a certain person to the question whether possession
of data gives an entity a certain type of power. This would allow the inclusion
of non-personal data, metadata and group data alike.

As has already been stressed several times in this chapter, the focus of current
regulations is primarily on effects on the individual, whereas Big Data pro-
cesses often have an effect on society as such and on societal institutions.

An agent-based approach to privacy regulation would take into account these
broader and more abstract interests as well.

The current regulations focus on the moment when personal data are gathered
and the moment when the use of data processing has an effect on concrete
individuals. The phase in between, however, when data are analyzed and
aggregated, and when algorithms search for patterns and statistical correlations
are signalled, is mostly left out of the equation, partly because the individual
element and interest is mostly absent from this phase. Data analysis tends to
revolve around large quantities of aggregated data, and the group profiles gath-
ered usually depend on characteristics that apply to many persons, for
example, ‘people using felt under their chair legs are more prone to paying
their debts than those who do not’, and the statistical correlations usually use
categories with a high n. This phase, however, is becoming increasingly impor-
tant because, in reality, this is where the most substantial decisions are made
and conclusions are drawn. An agent-based approach to privacy regulation
could install a number of rules, such as on the transparency of the process,
rules on which algorithms may be used, how datasets may be integrated, what
kind of methodology is used for the research, etc.

There are also some other, more practical advantages of the agent-based approach:
4. Anagent-based approach could focus on ethical choices that are made by

agents as such, withoutactual, hypothetical or future individual harm needing
to be in play. Referring to the previous point, if a bank chooses to use a profile
based on race, whether directly or indirectly through redlining, this could be
addressed as such because it is an ethically wrong decision and a wrong way to
use power. Similarly, if the police primarily gather data around neighbour-
hoods with a high number of immigrants, it would be wrong for them to draw
general conclusions from this data because it is biased. An agent-based theory
may also include positive rules on the use of power: that it should be used in a
way that promotes the human flourishing of citizens.

Currently, citizens are often unaware of the very fact that their data are gath-
ered; it is virtually impossible for ordinary citizens to assess all data-processing
initiatives, to check whether they contain any of their personal data, whether
the processing of personal data is conducted fairly and legitimately and, if not,
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to go to court and find redress; it may be difficult to substantiate individual
harm. An agent-based privacy approach would allow for class actions on behalf
of specific individuals, groups or society as a whole.

Currently, there is a problem in the enforcement of legal instruments that
mostly consist of hard rules and black letter law. This has three disadvantages:
First, these types of rules tend to become more outdated more quickly than
general duties of care. Second, black letter laws can be circumvented more
easily because their scope and definition is often more precise than soft law
rules. Third, there are enormous differences between black letter laws in differ-
ent countries and continents, and companies can locate their headquarters in
places with the least regulatory burden. The agent-based approach to privacy
regulation would allow for an additional focus on soft law, general ethical rules
and general duties of care.
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