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1.

Introduction and issues raised

1.

Even aside from the Constitutional Treaty, the European Union has considerable aspirations
for an area of freedom, security and justice. The Hague programme 1 was produced with a
view to subsequent entry into force of the Constitutional Treaty (the programme having been
adopted over six months before the referendums in France and the Netherlands), on the
assumption that it was possible to anticipate that Treaty. According to its introduction, the
programme reflects the aspirations avowed in the Constitutional Treaty. Its legal basis is to
be found in the existing Treaties 2. The Hague programme, the various Commission policy
papers aimed at implementing it 3 and the (proposed) legal provisions for the third pillar make
for the denationalisation of criminal law, in what René Barents has classed as an irreversible
process.

2.

This discussion paper goes on from Barents' conclusions to look at the practice of
cooperation: where will it get us in practice if we try and build a European criminal justice
area in spite of the lack of a Constitutional Treaty which was supposed to bring a necessary
strengthening of the contractual framework in just this field? Can the EU live up to the
aspirations set out in the Hague programme, particularly as regards police and judicial
cooperation in criminal matters?

*
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The original paper in Dutch was published in the Dutch legal journal SEW and can be cited as follows: Hielke
Hijmans 'De derde pijler in de praktijk : leven met gebreken over de uitwisseling van informatie tussen de
lidstaten' SEW 2006.91
Hielke Hijmans is an adviser to the European Data Protection Supervisor. His previous positions include acting
as an adviser at the Ministry of Justice and as a law clerk at the Court of Justice of the European Communities
(in Mr Geelhoed's office). This discussion paper is, of course, written in a personal capacity.
The Hague programme: strengthening freedom, security and justice in the European Union, OJ C 53, 2005, p. 1.
Section II.1 of the Hague programme.
See the package of measures proposed by the Commission on 28 June 2006 as a result of a political assessment
of implementation of the Hague programme, in particular the Commission communications of that date entitled
"Implementing the Hague programme: the way forward" (COM(2006) 331 final) and "Report on the
implementation of the Hague programme for 2005" (COM(2006) 333 final).

3.

Let me focus on a few important issues concerned with improving exchange of information
between Member States 4. This is of interest because third-pillar cooperation to bring about a
European criminal justice area will need above all to involve easier information sharing. The
basic premise here is that (partly as a result of the removal of internal borders within the
European Union) crime is becoming increasingly transnational, whereas action to tackle it is
constrained by national borders. Under the EU Treaty, there is no European law enforcement
authority, and national authorities are not normally empowered to take action within other
Member States' territory. Information sharing is thus of the essence. A criminal moving from
one Member State to another must not be allowed to go unpunished 5. The threat of terrorist
attacks also creates a more pressing need for information sharing. That threat is at any rate
often adduced as a reason for introducing new EU legal instruments. An apt example, highly
topical at the time of writing, is Commissioner Frattini's reaction to the foiled plans for
aircraft hijackings in the United Kingdom: a proposal to require national authorities to be
supplied with passenger data for all flights to, from or within Europe 6.

4.

Exchange of police and judicial information 7 is thus seen as a key cooperation tool. If that
tool is to work, however, authorities in the Member States (there may be two or more
involved) have to be able to trust one another. The information concerned is usually sensitive
and confidential, in many cases gleaned by dint of considerable police and judicial effort, in
order to solve a particular crime. This in itself provides two reasons why readiness to share
information cannot be taken for granted. Trust is not just important in dealings between
authorities, though; data subjects also need to be able to rely on their rights not being
infringed when information is shared between Member States. Trust also involves
constitutional aspects. (Mutual) trust is considered in section 2.

5.

The European legal armoury must help make information sharing possible on a basis of
mutual trust. This in any case requires that the Treaties provide an adequate legal basis for
cooperation and that EU action satisfy criteria of effectiveness and proportionality. Effective,
proportionate EU action is not, on the face of it, easy to achieve, however, in view of the
considerable differences between countries in substantive and procedural criminal law. The
European legislature will need both to take steps limiting the adverse implications of such
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As referred to in section III.2.1 of the Hague programme. The choice of focus is also due to my own
involvement in the matter as an adviser to the European Data Protection Supervisor.
See also the reference to the 1980 Convention in Barents, paragraph 4.
See, for instance, The Guardian of 17 August 2006 and EDRI-gram of 30 August 2006 (European Digital Rights,
on www.edri.org).
And also of information available from third parties, for police and judicial purposes.

differences for information sharing and to make allowance for the impossibility of completely
eliminating the differences themselves. I would lastly point out that EU action must, of
course, fulfil prerequisites for democracy and the rule of law. The problems encountered by
the European Union within the third pillar are discussed in section 3.

6.

Section 4 deals with a more specific consequence of the Treaty architecture, demarcation
between the first and the third pillars, with the PNR judgment given by the Court of Justice on
30 May 2006 8 playing a key part here.

7.

How the EU legislature is to bring about an improvement in information sharing is discussed
in section 5. Mutual recognition as a reflection of mutual trust is the basis for action and
should make it possible to live up to the Hague programme aspirations. However, mutual
recognition in itself is not sufficient. Additional provisions are required. Three kinds of
additional provisions, as included in recent Commission proposals, are discussed by way of
example. The proposal for a Framework Decision on data protection within the third pillar 9
serves as an example of minimum-level harmonisation of ground rules, the proposal on
exchange of information under the principle of availability 10 as an example of a requirement
for active cooperation between Member States, and the proposals for a second-generation
Schengen Information System (SIS II) 11 as an example of a partly centralised technical
structure to support information sharing between Member States.

8.

Section 6 considers ways of getting around third-pillar decision-making difficulties. It looks
at the Prüm Convention and at renewed interest in the bridging clause. Section 7 concludes
the discussion paper, by putting some points to the meeting.
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Judgment in joined Cases C-317/04, European Parliament v. Council of the European Union and C-318/04,
European Parliament v. Commission of the European Communities (not yet published). PNR stands for
passenger name record, i.e. passenger data held by airlines.
Proposal for a Council Framework Decision on the protection of personal data processed in the framework of
police and judicial cooperation in criminal matters (COM(2005) 475 final). See also the European Data
Protection Supervisor's opinion, OJ C 47, 2006, p. 12.
Proposal for a Council Framework Decision on the exchange of information under the principle of availability
(COM(2005) 490 final). See also the European Data Protection Supervisor's opinion, OJ C 116, 2006, p. 8.
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(SIS II) (COM(2005) 236 final) and proposal for a Regulation of the European Parliament and of the Council
regarding access to the second-generation Schengen Information System (SIS II) by the services in the Member
States responsible for issuing vehicle registration certificates (COM(2005) 237 final). See also the European
Data Protection Supervisor's opinion, OJ C 91, 2006, p. 38. In contrast to the proposals referred to in footnotes 9
and 10, decisions on these proposals are currently (in August 2006) to be expected soon.

2.

(Mutual) trust

2.1. Trust between authorities

9.

Police and judicial cooperation requires mutual trust. It is no accident that the Constitutional
Treaty 12 regards promoting mutual confidence between authorities as a foundation stone of
an area of freedom, security and justice. The Court of Justice saw mutual confidence as lying
at the heart of the Gözütok and Brügge judgment concerning application of the
double-jeopardy bar. The Court found it necessary "that the Member States have mutual trust
in their criminal justice systems and that each of them recognises the criminal law in force in
the other Member States even when the outcome would be different if its own national law
were applied" 13. That finding by the Court raises the question of whether the mutual trust
which the Court considers necessary is actually forthcoming from Member States.
Unfortunately, it often is not. Even leaving aside the restrictions in Title VI of the EU Treaty,
themselves in turn stemming from distrust which makes Member States reluctant to give up
sovereignty in criminal justice, strong action by the EU under that title is in fact hampered
above all by a lack of mutual trust.

It has been pointed out by Weyembergh "how difficult the realisation of the mutual trust
implied by mutual recognition in fact is. The daily practice of judicial cooperation offers
many examples of the prevalence of mutual distrust" 14. A good example, to which she also
refers here, is implementation under national law of the Framework Decision on the European
arrest warrant 15. The Framework Decision not only requires acceptance of the application of
another country's criminal law 16 but also presupposes a Member State's active assistance in
the enforcement of judgments given in other Member States, even if those other Member
States have different criminal justice systems 17.

10.

Lack of trust is, in my view, also one of the reasons for criminal law practitioners' reluctance
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Article I-42.
Judgment given by the Court of Justice on 11 February 2003 in joined Cases C-187/01, Gözütok, and C-385/01,
Klaus Brügge, ECR I-1345, paragraph 33.
Anne Weyembergh, Approximation of criminal laws, the Constitutional Treaty and the Hague Programme,
Common Market Law Review No 42, pp. 1567-1597, 2005 (p. 1575).
Council Framework Decision of 13 June 2002 on the European arrest warrant and the surrender procedures
between Member States, OJ L 190, p. 1. The implementation of that Framework Decision was a laborious
process (on this point, see: Report on the implementation of the Hague programme in 2005, referred to in
footnote 3).
As required under the Gözütok and Brügge judgment.
See, in particular, Article 1(2) of the Framework Decision.
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to transfer powers to the European Union. Within their own borders, Member States have a
monopoly in the use of coercive measures, including force against individuals. They are also
responsible for supervising the use of coercive measures, so as to safeguard against any
infringement of fundamental rights. Mutual recognition entails trust by Member States in
decisions taken in other Member States in this sensitive area too. The fact that such trust
cannot be taken for granted, even between democratic countries governed by the rule of law,
can be seen, for instance, from the ex parte Ramda judgment given in the United Kingdom, as
described by Guild 18, which concerned the extradition to France of an Algerian suspected of
terrorism. The evidence against that individual had largely been obtained by the use in France
of dubious interrogation techniques and there were thus grounds for opposing extradition.
With regard to criminal law practitioners, I would further refer to Barents' discussion paper.
In sharing police and judicial information under the third pillar, mutual trust also has a special
part to play. This normally involves protected, confidential data, often compiled and
processed by the police for a particular criminal case. Sharing those data with another
Member State means that they can no longer rely on their own authorities, subject to their
own legislation, to ensure such protection and confidentiality. This requires real trust in their
counterparts in another Member State, who will often be unknown to them and in addition do
not speak the same language.

2.2. From a data subject perspective

11.

Data subjects must be able to rely on the exercise of their rights not being impaired by
information sharing between Member States' police and judicial authorities. The implications
of this are twofold. In the first place, this is an area of law in which, as pointed out, there are
considerable differences between Member States' legal systems, both in substantive and in
procedural criminal law. Information sharing between two or more Member States must not
leave the public enjoying only the lowest standard of protection out of those afforded by the
Member States involved (which could even lead to the notorious "race to the bottom" 19).
That is why the various (proposed) Framework Decisions include conflict-of-law rules
determining the law applicable. In an isolated case, information sharing even has to comply
with national law in more than one Member State, thus providing data subjects with a high
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Elspeth Guild, Crime and the EU's Constitutional Future in an Area of Freedom, Security and Justice, European
Law Journal, 2004, pp. 218-234 (in particular, p. 227).
See Barents, paragraph 19 (on having to accept substandard law from other Member States) and paragraph 22
(on the "race to the bottom").

standard of protection 20. In the second place, information sharing itself entails risk for the
public. It is not immediately evident which Member State is responsible for the quality and
security of information and for supervision of these matters. Nor is it clear in which Member
State the public can actually take legal action. The case behind the Commission v. Spain
judgment21 will serve to illustrate this point. It involved two Algerian nationals refused entry
into the Schengen area by the Spanish authorities on account of an alert for them in the SIS.
The judgment shows that one of them was refused entry after landing at Barcelona airport.
Under the Schengen Convention, the alert-issuing state, in this case Germany, bears sole
responsibility for the accuracy and up-to-dateness of the data and for their lawful entry in the
SIS and is the only one empowered to amend, add to, correct or delete those data. Other
contracting states are automatically required to deny entry to the alien concerned. That
automatic effect, as the Court also states, reflects the principle of cooperation between
contracting states. In short, those concerned are not allowed into Spain and cannot actually do
anything about that vis-à-vis the Spanish authorities.

2.3. The constitutional dimension

12.

Article 1(3) of the Framework Decision on the European arrest warrant 22 shows that mutual
trust is directly related to observance of fundamental rights and basic legal principles.
In 2005 the German Federal Constitutional Court annulled Germany's implementing
legislation on the grounds that it did not fully respect the country's constitutional ban on
extradition of German nationals 23. As that judgment shows, third-pillar cooperation between
Member States may come up against constitutionally enshrined distrust of another country's
legal system. Exchange of information under the principle of availability 24 might also, for
similar reasons, meet with constitutional objections in Germany or in other Member States,
since in such information sharing a Member State has no control over access to and use of
personal data compiled by police and judicial authorities. The German Federal Constitutional
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See, for instance, Article 7 of the proposal for a Council Framework Decision on the organisation and content of
the exchange of information extracted from criminal records between Member States (COM(2005) 690 final).
As the European Data Protection Supervisor explains (in paragraph 38 of the opinion of 29 May 2006, published
on www.edps.europa.eu), where information from criminal records is used for purposes other than criminal
proceedings, the law of three Member States may be cumulatively applicable.
Judgment given by the Court of Justice on 31 January 2006 in Case C-503/03 (not yet published), in particular
paragraphs 29-37. As the third-country nationals concerned were married to EU citizens, the Court ultimately
came down in their favour. See also paragraph 13.
Referred to in footnote 15. The provision serves to safeguard against any infringement of the rights and
principles laid down in Article 6 of the EU Treaty. On that provision, see also paragraph 43.
Judgment of 18 July 2005, 2 BvR 2236/04.
See also paragraphs 52 and 53. The point is that, in unqualified application of that principle, the source Member

Court has ruled that the taking and testing of bodily samples (DNA) clashes with Germany's
constitutionally enshrined right of self-determination as regards personal information. This
means that such samples may be used in criminal proceedings only under strict conditions.
There is at any rate a need to fulfil requirements of proportionality, which makes it impossible
to use such samples in the case of less serious offences25.

13.

For data subjects, the constitutional dimension means that they must be able to rely upon
protection of their fundamental rights as laid down, in particular, in the European Convention
on Human Rights (ECHR) and the EU Charter of Fundamental Rights. Protection of those
rights seems also to be figuring increasingly prominently in the case-law of the Court of
Justice 26. For information sharing between Member States, the following come to mind in
particular:
−

the right to effective protection in law, as laid down in Article 6 of the ECHR and
Article 47 of the Charter. The significance of this is suitably illustrated by the case
behind the Commission v. Spain judgment (see paragraph 11 above). Article 111 of the
Schengen Convention also contains a specific provision designed to afford effective
legal protection. Anyone may apply to the courts in any Schengen country with regard
to an SIS alert concerning that person, with the issuing state being required to enforce a
final decision by another state's courts 27. That is an interesting provision, but it does
not entirely eliminate the problem outlined in paragraph 11;

−

the right to respect for privacy (Article 8 of the ECHR and Article 7 of the Charter) and
to protection of personal data (Article 8 of the Charter). Mention may be made, by way
of illustration, of the individual rights forming part of the fundamental right to
protection of personal data, such as people's right to have access to data processed
concerning them and their right to oppose processing of data 28. In the police and
judicial sphere, as is only natural, those rights are subject to the necessary restrictions.
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State has no say in the use made of data in other Member States.
Inter alia, the judgment of 14 December 2000, BvR 1741/99.
See here, for instance, the judgment in Case C-540/03, European Parliament v. Council, concerning the Directive
on the right to family reunification. In that judgment the Court carried out a detailed examination of
compatibility with the ECHR and attached some legal force to the Charter. Reference should also be made to
Douglas-Scott, A tale of two Courts: Luxembourg, Strasbourg and the growing European human rights acquis,
Common Market Law Review No 43, pp. 629-665, 2006.
This provision has recently been applied by the courts in Haarlem (decision of 6 December 2005,
111842/HA RK 05-44) and Alkmaar (decision of 10 November 2005, 79543/HA RK 05-14). The decisions
required Spain to withdraw alerts for certain individuals.
See, for instance, Articles 12 and 14 respectively of Directive 95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and
on the free movement of such data, OJ L 281, p. 31.

The judgments given by the Court of First Instance concerning restrictive measures in
combating terrorism show how far those restrictions may go in some cases. In the
Ahmed Ali Yusuf judgment, the Court found that "any opportunity for the applicants
effectively to make known their views on the correctness and relevance of the facts in
consideration of which their funds have been frozen and on the evidence adduced
against them appears to be definitively excluded". It nonetheless considered that
"observance of the fundamental rights of the persons concerned does not require the
facts and evidence adduced against them to be communicated to them" 29.
Paradoxically enough, that reasoning by the Court brings out the importance of
protecting fundamental rights. If such a far-reaching restriction of those rights is
allowed, it must at any rate actually be possible to ensure that this does not result in
them being completely eroded.

3.

Main third-pillar inadequacies

14.

In its communication of 28 June 2006 30 the Commission lists the third pillar's inadequacies as
follows: specific legislative instruments which complicate implementation, insufficient
powers for the European Parliament, the need for unanimity, a right of initiative shared
between the Commission and Member States, limited jurisdiction for the Court of Justice and
non-availability of Treaty infringement proceedings (under Article 226 EC). That summation
basically stems from a comparison between the third pillar and the first pillar 31. The account
given below is mainly concerned with the third pillar's special need: to what extent can the
third-pillar armoury help make cooperation possible on a basis of mutual trust (see
paragraph 5 above)?

3.1. A broad legal basis

15.

Powers for third-pillar legislative action are couched in narrow terms in Articles 29 to 32 EU.
This applies especially to powers explicitly providing for harmonisation of national
legislation, such as Article 31(1)(e), which is confined to "minimum rules relating to the
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Judgment given by the Court of First Instance on 21 September 2005 in Case T-306/01, Ahmed Ali Yusuf et al.
v. Commission and Council, paragraphs 319 and 320. The Court's findings do not actually refer to European
data protection rules, but do relate to them in substance. That judgment is also discussed by C. Tomuschat in
Common Market Law Review No 43, pp. 537-551, 2006 (though mainly as regards the impact of UN decisions
on EU law).
"Implementing the Hague programme: the way forward", referred to in footnote 3, section 3.1.
The customary Community instruments, aside from any specific restrictions in the EC treaty itself, such as in
Title IV of Part Three.

constituent elements of criminal acts and to penalties in the fields of organised crime,
terrorism and illicit drug trafficking". Third-pillar powers thus seem wholly different in
nature from the broadly worded powers in the EC Treaty. Reference need only be made to
Article 95 EC (internal market), although environmental regulatory powers under Articles 174
and 175 EC, for instance, are also very broad. Third-pillar powers seem more like powers
under Article 63 EC for legislative action in the area of asylum and immigration, where it
needs to be considered in each case whether there is a sufficient legal basis for proposed
regulation. Upon closer inspection, however, third-pillar powers extend somewhat further
than is apparent at first sight, as I have previously argued in my contribution to the collection
of essays "De EU, de interstatelijkheid voorbij?" [The EU, beyond the inter-state nexus?] 32.
Articles 29 to 32 EU do not provide a platform for legislation 33, as can be seen in practice.
A good example is provided by the Framework Decision on the standing of victims in
criminal proceedings 34. The Framework Decision is not attributable to any particular part of
Article 31 EU, as shown by the general reference to that article in the preamble.

16.

In the Pupino case, Advocate-General Kokott made a few brief points 35 explaining why, in
her view, that Framework Decision had an adequate legal basis. To start with, the list in
Article 31 EU is not exhaustive and heed must be paid to the general objectives of police and
judicial cooperation in criminal matters, which is intended to provide citizens with a high
level of safety. She went on to give three reasons why, to her mind, there was a legal basis for
rules to protect victims in criminal proceedings. Firstly, protection of victims is important for
the safety of citizens 36. Secondly, Community rules may encourage judicial cooperation,
since the evidence provided by victims in criminal proceedings can be used in all Member
States. Thirdly, the third-pillar need for unanimity prevents Member States from being bound
by EU legislation without their consent. Frankly, I find the Advocate-General's arguments
somewhat contrived (especially her third reason), but I do agree with her initial premises,
namely that there is a broad legal basis and the content of Article 29 EU is determinant.
Articles 29 et seq. confer general powers to legislate with regard to cooperation between
Member States' authorities, as a means of fostering mutual trust and for the purposes of the
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H. Hijmans, "Interstatelijkheid in ontwikkeling: de "zuiver interne situatie" verliest aan betekenis" [Moving on
from the inter-state nexus: the declining meaningfulness of a "purely domestic" situation], in "De EU, de
interstatelijkheid voorbij?" [The EU, beyond the inter-state nexus?], E.R. Manunza and L.A.J. Senden (ed.),
Wolf Legal Publisher, 2006. I am here further developing the thinking behind that article.
Article 63 EC could be seen as one.
Council Framework Decision of 15 March 2001 on the standing of victims in criminal proceedings, OJ L 82, p. 1
See paragraphs 48 to 52 of the opinion in Case C-105/03 (see footnote 50). The Court did not consider the legal
basis in its judgment.
The objective mentioned in the first paragraph of Article 29 EU.

objective in the first paragraph of Article 29.

17.

With regard to harmonisation of substantive and procedural criminal law, Weyembergh draws
a pertinent distinction between the supporting and the autonomous roles of harmonisation 37.
In my view, harmonisation of legislation within the third pillar is possible in support of
measures for closer cooperation under Article 29 EU. The third pillar also makes provision
for autonomous harmonisation. This applies primarily, of course, to Article 31(1)(e), as
explicitly referred to in Article 29. However, Article 31(1)(c) and Article 30(1)(b) also
involve explicit harmonisation powers. Where the European legislature gives effect to those
provisions, Article 29 EU can be presumed to be complied with.
It may, of course, be objected that such a broad interpretation of third-pillar powers runs
counter to the (treaty-making) Member States' reluctance to transfer powers to the EU in this
area. Yet the EU legislature itself has given an even broader interpretation in adopting a
Framework Decision on the standing of victims in criminal proceedings. For the nub of that
Framework Decision is harmonisation of an area of criminal procedure, something for which
there is no explicit provision in the EU Treaty.

18.

I would lastly also point to the limitation in Article 29 EU to cooperation between Member
States' authorities. Clearly, Article 29 applies not only to police, judicial and customs
authorities but also to Member States' other authorities insofar as they are assigned
responsibilities or (have to) provide assistance in criminal law enforcement. Examples which
spring to mind are special investigators or tax inspectors. It is less clear, however, whether
Article 29 EU is also considered to cover cooperation between authorities within a Member
State, cooperation with authorities in non-member countries and cooperation with private
parties involved in criminal law enforcement. A few brief comments here:
−

there is a slowly evolving consensus that it is possible, within the third pillar, to enact
provisions relating to Member States' domestic situations, where this plays a part in
criminal law cooperation 38;

−

cooperation with non-member countries is an important issue in discussion of the
proposed Framework Decision on third-pillar data protection. The Commission
proposal includes a provision on the subject and there is no reason to challenge the legal
basis, given some connection with cooperation between Member States. Title VI of the
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Weyembergh, op. cit., pp. 1574 et seq.
As opined by the Council Legal Service in discussion of the proposal for a Framework Decision on third-pillar
data protection.

EU Treaty also explicitly provides power to conclude agreements with non-member
countries 39;
−

cooperation with private parties raises issues concerning demarcation between the first
and third pillars and will be considered below in that context.

3.2. Legal bases: lack of any European enforcement system

19.

There is no European enforcement system. As European integration currently stands,
European Union law enforcement is a matter for Member States. In this there is no difference
between third-pillar law and Community law. It is only natural that law enforcement should
not be transferred to a central, European level. That would hardly fit in with a Europe
actually needing to be brought closer to its citizens and would substantially upset the balance
between the powers of the Member States and those of the European Union 40. In criminal
justice it would also have to be accompanied by power to use coercive measures, including
force, and would thus breach the nation-state monopoly in use of force, a core feature of
national sovereignty 41.

20.

The lack of any European enforcement system does not make for effectiveness in the EU
legislature's action. It thus comes as no surprise that initial steps have been taken towards
European structures, at present in fact mainly designed to facilitate cooperation between
Member States' authorities. The tasks of Europol and Eurojust 42, as referred to in the
EU Treaty, are directed to that end and include exchanging information 43. Other major
information systems have been (and are being) set up as well, with European and national
components (the SIS, Eurodac and the planned Visa Information System 44), to support
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On the scope also available to Member States, see the discussion of the Prüm Convention below.
For a more extensive discussion of this, see L.A. Geelhoed and H. Hijmans, "Het rechterlijk toezicht op de
uitvoering van het gemeenschapsrecht in een Europabrede Unie" [Judicial review of implementation of
Community law in a Europe-wide Union], SEW [Socio-Economic Legislation, a European and economic law
journal] (2002), pp. 407 et seq.
See also paragraph 10.
Plans for the eventual expansion of Eurojust into a European public prosecutor's office, as laid down in particular
in Article III-274 of the Constitutional Treaty, will not be discussed here.
See, for instance, Article 3 of the Europol Convention, OJ C 316, 1995, p. 2, and Article 13 of the Council
Decision of 28 February 2002 setting up Eurojust with a view to reinforcing the fight against serious crime,
OJ L 63, p. 1.
The SIS is currently governed by the Schengen Convention (for SIS II, see the proposals referred to in
footnote 11). Eurodac was set up under Council Regulation (EC) No 2725/2000 of 11 December 2000
concerning the establishment of "Eurodac" for the comparison of fingerprints for the effective application of the
Dublin Convention, OJ L 316, p. 1. The VIS is to be set up under the proposal for a Regulation of the European
Parliament and of the Council concerning the Visa Information System (VIS) and the exchange of data between
Member States on short-stay visas (COM(2004) 835 final).

information sharing between Member States. Only to a limited extent, however, can those
systems make good the lack of any European enforcement authority 45.

3.3. Effectiveness and proportionality: limited use of legal bases

21.

Despite the lofty ambitions shown at Tampere 46 and subsequently in the Hague programme,
limited use has been made of the legal instruments available under the third pillar. This seems
to stem from Member States' reluctance actually to transfer legislative powers in sensitive
areas. The third-pillar need for unanimity does not help either. To judge from the
Commission communications of 28 June 2006 47, Council decision-making tends to be
sluggish and result in a lowest common denominator. The Commission instances the course
taken by proceedings on the European evidence warrant 48. The Framework Decision on
third-pillar data protection seems to face a similar fate 49. Even the level of implementation of
legislation already adopted is described by the Commission as disappointing. What the
Commission finds even more disappointing, of course, is that, if Member States fail to
deliver, it has no means of taking legal action at the Court of Justice (see also paragraph 26).

22.

This picture contrasts with the way in which the third pillar has increasingly become a normal
area of European law, as shown by the Pupino judgment 50. Prechal refers in this connection
to the communitarisation of the third pillar 51. Looking at what is in fact being achieved, two
points stand out. Firstly, there some inconsistency with the avowed aspirations, which set
their sights mainly on mutual recognition, whereas the Framework Decisions enacted are in
large part actually concerned with harmonisation of substantive criminal law 52. Secondly,
fulfilment of some of the legislative programme seems to be strongly driven by current
events, often in the aftermath of terrorist attacks. Mos here rightly asks whether the European
evidence warrant is really a worthwhile instrument, when it might be better first to bring into
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On the SIS in particular, see also paragraphs 55 et seq.
See the European Council conclusions of 15 and 16 October 1999.
See the two communications referred to in footnote 3.
Proposal for a Council Framework Decision on the European evidence warrant for obtaining objects, documents
and data for use in proceedings in criminal matters (COM(2003) 688 final).
The dilatoriness shown by the Council is a constant source of annoyance to the European Parliament's LIBE
Committee and in particular the rapporteur, Ms Roure. Within the third pillar, however, the European
Parliament has little power.
Judgment of 16 June 2005 in Case C-105/03, Pupino. That judgment plays an important part in the discussion
papers by Barents (see, for instance, section 5, Community nature of third-pillar law) and myself.
S. Prechal, Juridisch cement voor de Europese Unie [Legal cement for the European Union], European Law
Publishing, Groningen, 2006, p. 22.
According to EURLEX, there have been eighteen Framework Decisions adopted to date (August 2006). Eleven
of them serve in whole and one in part to give effect to Article 31(1)(e) EU.

operation the instruments already adopted but not yet in force 53.

3.4. Background: divergent national law

23.

There are considerable differences between Member States in both substantive and procedural
criminal law, with those in criminal procedure being far greater than for substantive criminal
law. In substantive criminal law, the principle of double criminality has often acted as an
obstacle, but its significance is declining for two reasons. Firstly, Member States are less
inclined to cling to the principle of double criminality, which has been dispensed with in the
Framework Decision on the European arrest warrant. Secondly, there is a need for criminal
law cooperation for offences which do constitute a crime in all Member States, such as those
listed in Article 2(2) of that Framework Decision.

24.

In procedural criminal law, differences between legal system give rise to a need for additional
measures for information sharing. A recent Commission proposal on exchange of information
from criminal records provides a good example 54. There are considerable differences
between Member States in the content of criminal records and in the use which may be made
of them, especially outside judicial proceedings. One example coming to mind is whether
information from criminal records may be sought for the purposes of a job selection
procedure. There is thus a need to establish procedural rules for sharing information from
criminal records with another Member State. Among other things, those rules must specify
the law applicable to use of that information, the Member State whose authority is responsible
for the updating of information and the supervisory arrangements to which data are subject.
Apart from differences between national legal systems, of course, the matter is further
complicated by the use of different languages, which may make another Member State's
criminal records difficult to understand, and different technical systems, which hamper
on-line interchange.

3.5. Prerequisites for democracy and the rule of law: limited powers for the Commission, the
European Parliament and the Court of Justice
25.

The EC Treaty makes provision for checks and balances ("institutional equilibrium") which
the third pillar lacks. The powers of the institutions supposed to keep the Community interest

53
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in sight or at any rate represent Europe's citizens (the Commission, the European Parliament
and the Court of Justice) are limited. Authority lies with the Council or, in other words, the
Member States.
26.

In the Commission's case, the limitations are apparent in two ways. Firstly, the Commission
shares the right of initiative with the Member States, which in fact often make use of that
right. Unlike under the provisions on an area of freedom, security and justice for the first
pillar 55, Member States' right of initiative is permanent in nature. Secondly, infringement
proceedings under Article 226 EC are not available, which leaves the Commission toothless
when overseeing Member States' implementation. As mentioned earlier, then, the
Commission considers the level and pace of implementation generally to be disappointing. It
cannot itself really do anything about that, however, except publicly draw Member States'
attention to their failure to deliver and, for instance, point to the importance of proper
implementation in combating terrorism 56.

27.

Democratic political scrutiny is also inadequate, as the European Parliament has only a
consultative role. Article 39 EU requires the Council to consult the European Parliament
before taking any binding decisions of the kind referred to in Article 34(2)(b), (c) and (d).
This requirement does not apply in concluding an agreement with one or more non-member
countries or an international organisation, under Article 38 EU. Strangely enough, the latter
provision is precisely the legal basis chosen for the new PNR agreement with the United
States of America 57. The upshot of the finding by the Court of Justice in favour of the
European Parliament's applications, with the resultant annulment of the original PNR
decisions, is thus to leave the European Parliament completely bypassed. This also applies to
the Court itself, as the preliminary ruling procedure laid down in Article 35(1) EU does not
seem to be applicable to agreements referred to in Article 38 EU 58.

28.

Turning lastly to the prerequisites for the rule of law, the third pillar is not well served here.
The powers of the Court of Justice under Article 35 EU are far more limited than for the first
pillar. By mid-2006 only 14 Member States had, under Article 35(2), declared their
acceptance of the Court's jurisdiction. Needless to say, within the third pillar there is actually
an especially strong need for legal protection, in view of the fundamental civil rights at stake.
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Referred to in footnote 20.
Title IV in Part Three of the EC Treaty.
Commission communication of 28 June 2006, Report on the implementation of the Hague programme for 2005
(see footnote 3), paragraph 73.
For a fuller account, see paragraphs 31 et seq.
The Dutch language version is not entirely clear on this point, since both Article 34 EU and Article 38 EU use
the term "overeenkomst" (for convention and agreement respectively). The same applies to the French language
version, which in both cases uses the term "accord". A brief survey shows that not only the English but also the

The public are entitled to effective protection, whereas here, of all places, the Treaties leave
gaps. Another problem, of course, is that the requirement for Member States to implement
legislation is incomplete because, as pointed out, there are no infringement proceedings
available. This is all the more galling in areas where the European legislature's action is in
fact supposed to be protecting the public 59.

3.6. Conclusion

29.

This section show that Title VI of the EU Treaty forms an adequate legal basis on which to
bring about cooperation between Member States' police and judicial authorities and thus, in
accordance with Article 29 EU, provide citizens with a high level of safety within an area of
freedom, security and justice. However, the section also shows that it still cannot be taken for
granted that such a level of safety can actually be achieved. Enforcement is carried out by
national authorities constrained by their countries' borders, the use made of legal bases is
limited (particularly in view of the avowed aspirations), the background of widely differing
national criminal law acts as a complicating factor and, last but not least, the Commission, the
European Parliament and the Court of Justice enjoy too few powers.

30.

In short, there is every reason to raise the issue of the extent to which criminal justice powers
should be transferred to the European level. However, there is first a need at least to make
provision for suitable (democratic) scrutiny and legal protection. I do not wish to leave the
matter there, though. The EU has set its sights high for criminal law cooperation, rightly so. I
referred earlier to Barents, who classes the European approach as irreversible. Here we come
up against a key problem: the third-pillar legal framework needs to be used, but that legal
framework proves inadequate on grounds of democracy and the rule of law.

4.

Demarcation between the first and the third pillars 60

4.1. PNR judgment
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German and Italian language versions use different terms.
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I shall not here consider the demarcation between the second and the third pillars, although the second pillar
certainly has a part to play in police and judicial information sharing. The Council Common Positions
implementing the 9/11 Security Council Resolutions were based on both the second and the third pillars. See the
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31.

It is tempting to give pride of place in this section to the PNR judgment by the Court of
Justice 61. That judgment, firstly, concerns sharing of personal data of relevance in
investigating criminal offences (admittedly, not between Member States' authorities but
between European firms and the US authorities) and, secondly, makes crystal clear the risk of
a legal lacuna emerging in between first-pillar and third-pillar powers 62.

32.

Allow me to succumb to that temptation and focus my argument on the second point. What
was all the fuss about? The Court ruled on a Council Decision and a Commission Decision
requiring European airlines to pass on passenger data to US customs authorities, or even give
those authorities access to their databases63, when flying to, from or over the United States of
America. For the USA, this system was important on account of the attacks perpetrated on
11 September 2001 and the ensuing war on terrorism. For the European Union, however, the
system gave rise to difficulties, as European airlines were subject to national legislation
implementing Directive 95/46/EC on the processing of personal data 64. That Directive
allows data to be passed on to a non-member country only under strict conditions. At any
rate, being subject to the Directive was the basis for the complex legal construction put in
place by the Council and the Commission so that passenger data could be supplied to the
Americans.
Under Article 25 of the Directive, personal data may be supplied to a non-member country
only if it ensures a suitable level of protection. For the purposes of that requirement, the
Council and the Commission had adopted a package of measures (including an agreement
with the USA) to ensure that the passenger data to be passed on to the US authorities were
adequately protected there. The dispute before the Court was in large part concerned with
whether that package actually provided the protection required by the Directive.

33.

Surprisingly, however, the Court held that the Directive did not apply at all and that airlines
could supply the data in question to the US authorities without any problem under European
law65. That outcome has attracted a great deal of comment, with the European Parliament's
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the application of specific measures to combat terrorism, OJ L 344, p. 93.
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On that judgment (and on the lacuna), see E. Guild and E. Brouwer, The Political Life of Data, July 2006,
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Referred to in footnote 28.
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success in the court proceedings (the Decisions were annulled, as it had argued they should
be) being described as a "Pyrrhic victory" 66 or as the European Parliament "shooting itself in
the foot" 67. The Court based its judgment on the first indent of Article 3(2) of the Directive
itself. Under that provision, the Directive's scope excluded "the processing of personal data in
the course of an activity which falls outside the scope of Community law, such as activities
provided for by Titles V and VI of the Treaty on European Union, and in any case to
processing operations concerning public security, defence, State security and the activities of
the State in areas of criminal law" 68. The Court went on to find that processing of passenger
data for the US authorities was aimed solely at public security and state activities in areas of
criminal law. The processing was not necessary for supply of a service and it was immaterial
that the passenger data had originally been collected from passengers by airlines so that they
could supply a service, namely air transport to the USA 69.

34.

In view of that broad finding by the Court, it may legitimately be asked to what extent the
judgment also means that Article 95 or even the EC Treaty itself does not confer any powers
to regulate information sharing for the purposes of state criminal law activities, even in the
case of data obtained in the course of a commercial business. I would refer here to the Court's
case law, such as the British American Tobacco judgment 70, on the legal basis for
Community acts serving two purposes or involving two components. If "one of these is
identifiable as main or predominant, whereas the other is merely incidental, the act must be
founded on a sole legal basis, that is, the one required by the main or predominant purpose or
component". In spite of that established case-law, I remain unconvinced as to the broad scope
of the PNR judgment. For the main purpose and the predominant component of provisions
need not coincide. Let me again take the example of the British American Tobacco judgment,
which concerned the validity of a Directive primarily designed to combat smoking and thus
protect public health. That Directive could nevertheless be based on Article 95 EC, as the
provisions laid down related inter alia to trade in cigarettes on the internal market. In short,
the main purpose fell outside Article 95 EC, while the predominant component came within
it. For the Court, that was sufficient. Had the Court followed a similar line of reasoning in
the PNR case, a different result would have been possible. The main purpose of the package
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Including by a number of the European Parliament's own members at its LIBE Committee meeting on
2 June 2006.
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Paragraphs 55 to 58 of the judgment.
Judgment given by the Court of Justice on 10 December 2002 in Case C-491/01, British American Tobacco and
Imperial Tobacco, ECR I-11453, paragraph 94.

of measures was criminal law enforcement, whereas the predominant component was the
treatment of commercial data. However, the Court did not follow that line of reasoning. The
answer to the above question would thus seem to be that there are in fact no powers within the
first pillar. This also brings to light a lacuna in between the first and the third pillars.

35.

The situation is that private airlines are providing assistance with criminal law enforcement.
Recent practice shows such assistance also to be imposed in other areas. Firstly,
Directive 2006/24/EC 71 requires telecommunications companies and Internet service
providers to retain data generated or processed by them, for use in detecting , investigating
and prosecuting serious crime. Secondly, in June 2006 Europeans were startled to learn that
US authorities apparently have access to all manner of European payment data held by
SWIFT in Belgium (and possibly also in the Netherlands) 72. Thirdly, there seems to be a
general tendency increasingly to involve the business world in tackling serious crime, with the
Commission work programme for 2006 73 announcing an EU action plan for public-private
partnership in combating crime and terrorism.

36.

Such activities by private firms in connection with the performance of criminal law tasks
cannot simply be brought within the scope of the third pillar and hence covered by action by
the European Union legislature under Article 34 EU. The only question is whether
requirements for private firms to provide police and judicial authorities with access to their
databases, or to retain data for those authorities, are measures concerning closer cooperation
between Member States' authorities, as referred to in Article 29 EU. This is an even more
moot question where firms prove to be processing or retaining data for authorities in a
non-member country, such as the USA.

37.

The question could in fact arguably, in my view, be answered in the affirmative. As I
maintained earlier, Articles 29 to 32 EU provide a broad legal basis. Third-pillar powers to
impose rules on private firms' activities with regard to law enforcement could also be based
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on a line of reasoning mirroring that followed by the Court of Justice in its judgment in the
case between the Commission and the Council concerning the environment and criminal
law 74. In paragraphs 47 and 48 of that judgment the Court held that:
−

"As a general rule, neither criminal law nor the rules of criminal procedure fall within
the Community's competence".

−

This point "does not prevent the Community legislature, when the application of
effective, proportionate and dissuasive criminal penalties by the competent national
authorities is an essential measure for combating serious environmental offences, from
taking measures which relate to the criminal law of the Member States which it
considers necessary in order to ensure that the rules which it lays down on
environmental protection are fully effective".

38.

For private firms' activities, the reasoning might run as follows:
−

As a general rule, private firms' activities do not fall within the EU legislature's
third-pillar powers.

−

However, this point does not prevent that legislature, where this is essential for closer
cooperation between Member States' authorities, as referred to in Article 29 EU, from
imposing on private firms any requirements necessary for achievement of the objectives
in Article 29 EU (or, to put it another way, necessary for the effectiveness of that
cooperation).

Such a line of reasoning could largely plug the gap brought about by the PNR judgment,
leaving just the special situation in which European firms lend a helping hand with criminal
law enforcement in a non-member country. I shall not go on to consider that special situation,
which raises extremely interesting issues with regard to the principle of territoriality and to
the global nature of terrorism and of action to combat it, issues which go beyond the bounds
of this discussion paper.

4.2. Retention of data

39.

It is unclear more generally where the border between the first and the third pillars lies. There
was a clash between interested parties on this point in adopting Directive 2006/24/EC on the
retention of data 75. The first issue raised was within which pillar those provisions should be
enacted. A Directive was opted for, despite an earlier initiative by four Member States to
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Judgment of 13 September 2005 in Case C-176/03, Commission v. Council, ECR I-7879.
See also paragraph 35 and footnote 71.

have the matter dealt with in a Framework Decision. One of those four Member States,
Ireland, did not go along with that legal basis and applied to the Court of Justice for
annulment of the Directive 76. The second issue raised was whether the aspects to be covered
could or should all be regulated within the same pillar. Data are to be retained by private
firms but subsequently used by police and judicial authorities. From a data protection angle,
it is important to impose restrictions not only on retention of but also on access to and use of
such sensitive data in privacy terms. The European Data Protection Supervisor therefore
argued in his opinion77 that both aspects were inseparably linked and that, if the Community
legislature were not empowered to impose rules on access and use, it would be unable to fulfil
its obligation under Article 6 EU to respect fundamental rights. Failing such powers, the
Directive could not ensure that data retained for the purpose of combating serious crime were
not also used for other, less weighty purposes. Examples coming to mind here include not
just combating minor criminal or other offences but also use for commercial purposes.
Needless to say, this could encroach upon the right to privacy, as protected by Article 8 of the
ECHR. That line of argument was not followed by the Community legislature, although the
final version of the Directive did include a rather generally worded provision on access to
traffic data 78. That provision is in fact not devoid of significance, since it allows access only
in specific cases, lest law-enforcement authorities engage in non-specific searching of records.
It also includes a reference to the ECHR. Use of data is not regulated.

4.3. Conclusion
40.

This section has brought out one of the possible implications of the PNR judgment. Between
the first and the third pillars, there seems to be a borderline area in which, unintentionally to
my mind, the European Union is left with no powers to act. The third pillar is concerned with
cooperation between Member States' authorities, the key point being between whom
cooperation is engaged in. The PNR judgment applies a different criterion, making the
purpose of a particular act (why) the determining point. It may be possible to plug that gap by
means of the line of reasoning set out in paragraph 38, mirroring the judgment concerning the
environment and criminal law 79. That judgment also brings to light an area in which there
seem to be overlapping powers under the first and the third pillars. Within the first pillar it is

76
77
78
79

Application of 5 July 2006, Ireland v. Council and European Parliament (not yet published in the Official
Journal).
Opinion of 26 September 2005, OJ C 298, p. 1, paragraph 40.
Article 4 of the Directive.
Referred to in footnote 74.

possible, under specified conditions, to impose penalties, which is of course also possible,
under different conditions, within the third pillar. I would lastly now point here to SIS II,
which throws up another demarcation problem. That system is to share information from both
the first pillar and the third pillar. The difference in legal framework has implications in law,
but it will not always be clear within which legal framework a particular activity comes.
5.

Means of improving information sharing

5.1. Mutual recognition as a basis for cooperation
41.

Mutual recognition of criminal justice systems forms the basis for cooperation between
Member States' authorities. Mutual recognition presupposes mutual trust. This can be seen,
for instance, from the case law concerning the double-jeopardy bar, such as the Gözütok and
Brügge judgment referred to earlier 80. Should a criminal case in the Netherlands be settled
with the public prosecution service, without going to court, the same occurrence cannot be
judged in another Member State, even if its criminal justice system makes no provision for
out-of-court settlement in respect of such offences. In the third pillar, too, the legislature uses
mutual recognition as a basis, drawing on examples from the internal market 81. On its own,
however, mutual recognition does not bring improved information sharing. Further legislative
action by the European Union is required and is indeed being taken.

5.2. Minimum-level harmonisation of ground rules: proposal for a Framework Decision on data
protection

What public interests?
42.

Mutual recognition presupposes minimum-level harmonisation of ground rules, so that the
effectiveness of cooperation is not undermined by excessive differences between Member
States 82. Within the first pillar, harmonisation of ground rules normally involves the
differing public interests referred to in Article 30 EC or recognised by the Court of Justice in
its case-law concerning the rule of reason 83. Within the third pillar, the range of interests to
be protected is far more limited.
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43.

Firstly, Member States are, of course, required to respect fundamental rights, as laid down in
the ECHR and in other human rights conventions ratified by all Member States. For the EU
institutions, that obligation is entailed by Article 6 EU. Those obligations for Member States
and for the EU cannot be infringed in secondary legislation. Article 1(3) of the Framework
Decision on the arrest warrant 84 explicitly, though no doubt unnecessarily, stipulates as much
for the matters dealt with in that Framework Decision.

44.

Secondly, effective law enforcement is in fact also to be classed as a substantial public
interest warranting harmonisation. In this way, third-pillar cooperation differs from the
customary weighing of interests to be performed in the first pillar as between market interests
and specific public interests. Third-pillar action involves a balance between public interests.
In her article, Weyembergh finds fault with the EU legislature for a lack of even-handedness
in practising harmonisation. Adducing various examples, she argues that the main thrust of
criminal law harmonisation in the European Union is punitive 85. In a nutshell, she is arguing
that, in the framing of legislation, the instrumental function of criminal justice gains the upper
hand over its safeguard function. That argument is borne out by the process of adoption of
Directive 2006/24/EC (retention of data) 86.
Swift enactment of an instrument serving (in part) to combat terrorism took precedence over
and seemed more important that a balanced outcome incorporating privacy safeguards 87. On
the other hand, the proposal for a Framework Decision on data protection, designed precisely
to provide safeguards, is not being dealt with by the Council as a matter of similar urgency,
even though its importance is constantly pointed out by all concerned 88.

45.

Thirdly, Article 30(1)(b) EU makes provision for very specific harmonisation of ground rules,
in that measures for the collection, storage, processing, analysis and exchange of information
may be adopted only subject to appropriate provisions on protection of personal data. The
question is, of course, to what extent the EU legislature is actually complying with that. The
Commission proposal for a Framework Decision on data protection is, admittedly, under
discussion within the Council. However, the enactment of various legal instruments
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concerned with the collection (etc.) of information has not been made conditional upon the
Council's adoption of that Framework Decision 89.

Framework Decision in context
46.

Let me begin by outlining the setting in which the Framework Decision on data protection is
to be adopted. Partly as a result of the various (proposed) European provisions to facilitate
information sharing, themselves in turn resulting from the removal of internal borders,
increasing amounts of information are being compiled and shared. This then has further
implications. On the one hand, there is a special need for a high level of data protection
within the third pillar, not least because of the sensitive nature of data compiled and shared for
criminal law enforcement purposes. On the other hand, that is exactly where data protection
comes under great strain, with any information available also needing to be exploitable. For
the sake of effective action, police and judicial authorities will want to have easy access to
personal data and to be able to combine them with other data or with data on other people.

47.

That strain is particularly evident as regards the principle of purpose limitation, meaning in
short that personal data may be used only for the purpose for which they have been collected.
The Commission has submitted a proposal for a special legal instrument to allow access, for
law-enforcement purposes, to data entered in the (first-pillar) Visa Information System and
compiled with the aim of establishing a common visa policy 90. That information system is
not a law-enforcement tool, but is still to be usable for the purpose. At any rate, that is the
intended effect of the Commission proposal. It should be pointed out, though, that the
Commission proposal would not give police and judicial authorities unlimited access. Access
would be allowed only in connection with serious crime and would not be provided routinely,
just in specific cases. Another example is the increasing part played by biometric data, such
as DNA and fingerprints, in criminal justice. There is much law-enforcement appeal in
large-scale collection and use of such data, but this involves considerable risks for data
subjects. As regards DNA, mention should be made of the difficulty of correctly interpreting
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DNA data 91 and the necessity and difficulty of confining data collection to DNA material
from which no sensitive details of individuals, such as hereditary characteristics, can be
derived 92.

48.

To conclude, the need for harmonisation of ground rules, which must of course make
balanced allowance for the various public interests involved, thus seems also on substantive
grounds to be a sine qua non for information sharing based on mutual recognition.

Article 1(2) of the Commission proposal
49.

Article 1(2) of the Commission proposal is a remarkable provision, reading as follows:
"Member States shall ensure that the disclosure of personal data to the competent authorities
of other Member States is neither restricted nor prohibited for reasons connected with the
protection of personal data as provided for in this Framework Decision". That provision is
clearly based on the mutual recognition clauses customarily found in internal market
legislation, such as the one in the Directive on electronic commerce 93. This stipulates that
Member States may not, for reasons falling within the coordinated field, restrict the freedom
to provide certain services from another Member State.

50.

It would seem that, in drawing up the proposed Framework Decision, the Commission meant
Article 1(2) to make for unhindered exchange of data between Member States' competent
authorities 94. In the European Parliament, that provision was brought up by
Ms Buitenweg 95, who wondered whether it did not breach protection of personal data. As
such provisions in internal market legislation reflect the home-country principle 96 (ensuring
that services meeting the requirements in the supplier's country of origin are allowed in),
Article 1(2) of the Commission proposal seems to have a mirror-image effect. The supply of
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data to other Member States' authorities cannot be refused if the receiving Member State's
data protection requirements are fulfilled. This applies even where the source Member State
imposes more stringent data protection rules and would not allow a particular use of data
under its own national legislation. The question raised by Ms Buitenweg is thus a pertinent
one 97.

5.3. Requirement for active cooperation as part of the Framework Decision on the exchange of
information under the principle of availability

51.

There are a number of legal instruments requiring Member States' authorities to cooperate
actively across the board. This section focuses on the putting into practice of the principle of
availability in a Framework Decision 98. However, there are other instruments designed to
make information available to authorities in other Member States, such as the proposed
provisions on exchange of information from criminal records 99.

52.

The Hague programme ambitiously presents the principle of availability as an innovative
approach needed in order to underpin an area of freedom, security and justice. Police
information sharing no longer stops at EU internal borders. Free sharing of information
between authorities is an important step in tackling territorial restrictions in combating crime,
as a result of internal borders remaining in place for investigation. Availability is more than
mutual recognition of national legislation. Member States' authorities have to provide active
cooperation. They must firstly ensure that other Member States' authorities actually have
access, preferably (according to the Commission proposal for a Framework Decision) on line.
To put it rather more specifically, if police information is accessible on line to another police
force within a Member State, other Member States' forces are also to be given access. As this
is protected information, there will be a need, without going into the technical details, to
interconnect police networks. If information is not available on line within a Member State, it
will have to ensure by other means that authorities from another Member State can ascertain
whether specific relevant information, e.g. on a particular suspect, is available from a police
force 100. What counts as being available, though, is not clearly defined. Does the principle
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The practical significance of this point has in fact diminished, as it seems to be the Council's intention to delete
the provisions in question (at any rate, that is what I gather from the Council working party's non-public reports).
See footnote 10.
See paragraph 24 and footnote 20.
The Commission proposal requires Member States to provide index data which can be consulted using a
hit/no-hit system. In the event of a hit, e.g. showing a particular individual to be known to the police, the
requesting Member State can then ask for further information.

of availability , for instance, relate only to data included in police records (on line or
otherwise) or does it also apply to information not held by the police but to which they do
have direct access (such as telecommunications data 101)?

53.

Availability, of course, presupposes strong mutual trust. This is most obvious where other
Member States' authorities have direct access to information. In such cases, source Member
States lose control of access, which is available automatically and so cannot normally be
refused, and of subsequent use of data. The Commission proposal is in fact internally
inconsistent on this point. It allows a source Member State to require prior authorisation for
the provision of information and to refuse to provide information, on specified grounds 102. It
is unclear how those powers are to be exercised where other Member States' authorities have
direct access. As pointed out, the Member State has no control, at any rate not ex ante.
Technology does make it possible to keep a record of which foreign authorities have obtained
access to particular information.

54.

Active cooperation between Member States is to result in a European information-sharing
network. That network will be available to authorities in a number of Member States,
normally without any involvement of European bodies. Oversight of that network, too, can
only be carried out by Member States' authorities. This applies to supervision by a data
watchdog, such as the Netherlands' Data Protection Authority, and to oversight by the
courts 103. Oversight is therefore confined to action by a country's own police forces within
that network. Effective protection of individuals concerned is thus not necessarily ensured.
Information is to be shared and will hence be available in a number of Member States. There
will thus be a need for additional provisions to specify the law applicable and assign
responsibilities for management of information within the network, including removal of
information, and for (judicial) oversight of this. Such additional provisions are in fact all the
more necessary in that the proposal allows even potentially very sensitive information, such
as DNA and fingerprints, to be shared. The Commission proposal expressly mentions those
types of data. I have already alluded earlier to the special risks involved in sharing DNA data.
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As referred to in Directive 2006/24/EC (see footnote 71). Telecommunications data are explicitly included in
Annex II to the Commission proposal.
Articles 13 and 14 of the Commission proposal.
The possibility of national courts seeking preliminary rulings on the interpretation of the Framework Decision
makes no difference in this respect.

5.4. Partly centralised technical structures to support information sharing between Member
States: the major information systems, particularly SIS II

55.

One of the types of action taken by the EU legislature is the establishment of major
Europe-wide information system to support information sharing between Member States 104.
The SIS is regarded as a necessary tool in doing away with internal borders. A
second-generation system, including improved technical facilities, is required if internal
borders are also to be removed for the new Member States 105. The existing system is not
equipped for that purpose. The SIS calls for an even more active form of information sharing
between Member States than for the principle of availability. Member States have to ensure
that data are available, in accordance with certain protocols, for automatic searching by other
Member States' authorities. This includes, for instance, data on individuals to be arrested and
data on aliens to be refused entry into the area, as they pose a threat to public policy and
public security (or national security) 106.

56.

It is a feature of all the existing or planned major information systems within the area of
freedom, security and justice that they do not create a separate European structure. They
comprise national sections, run by Member States, and a central section. Member States are
responsible for supplying data, keeping those data up to date and erasing them. The central
section is mainly necessary in order to ensure that data can actually be exchanged between
Member States. In the SIS, the central section is mostly regarded as a technical support
function maintaining a central database and providing the communications infrastructure for
the network of national authorities 107. Management of SIS II is to be entrusted to a central
management authority. Despite its limited role, the central section is bound to entail a
complicated apportionment of responsibility and supervision. The problem is even more
acute in that the SIS comes partly within the first pillar and partly within the third pillar. The
other (planned) systems are somewhat simpler. They come entirely within either the first
pillar (Eurodac and the Visa Information System) or the third pillar (Europol and Eurojust).
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Those systems are referred to in paragraph 20.
EU enlargement is consistently given as the main reason why SIS II needs to be introduced quickly; see, for
instance, the conclusions of and press release for the JHA Council meeting on 24 July 2006.
See Title IV of the Schengen Convention.
Article 92(3) of the Schengen Convention defines the central section merely as a technical support function. The
proposals for SIS II (see Article 4 of the proposals referred to in footnote 11) seem to posit a slightly broader
function for the central section.

57.

The proposals providing a legal framework for SIS II 108 point out that the fact that the
legislative basis consists of separate instruments does not affect the principle that SIS II
constitutes a single information system, which should operate as such. Watching over that
unified system, however, will not always be easy. For instance, data protection, an important
subject with the SIS being largely a collection of personal data, will be subject to differing
arrangements. The legal framework for the SIS lays down some rules in that area and there
are also general arrangements applying. However, the general arrangements applicable
depend on the level of responsibility, national or central, and on the pillar within which a
given activity comes. The central authority's action is subject to the arrangements laid down,
under Article 286 EC, in Regulation (EC) No 45/2001 109. Where that central authority takes
action with regard to personal data compiled within the third pillar, however, it is open to
question whether the Regulation can be applied just so. Action by Member States' authorities
within the first pillar, such as supplying data with a view to refusal of entry into and residence
in the EU by nationals of non-member countries, is subject to the arrangements in
Directive 95/46/EC 110. Action within the third pillar is not covered by any arrangements
under EU law 111. All of this gives rise to a rather opaque system. For the various supervisors
having to deal with SIS II, this will presumably be manageable; the system does also make
provision for coordination mechanisms. The situation would be different should betrayed
members of the public want someone to turn to if they think their data have been wrongfully
entered in the SIS, or if their data in the SIS have been inadequately protected and as a result
disclosed to third parties. Not to mention the case behind the Commission v. Spain
judgment 112, nor the limited powers of the Court of Justice within the third pillar and also
under Article 68 EC.

5.5. Conclusion
58.
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In paragraph 2, I asked whether the EU can live up to its aspirations within the existing
Treaties. To this end, the legal instruments available need to help step up information
sharing, based on mutual trust, with the fullest possible attention being paid to the problems
pointed out within the third pillar (see paragraphs 29 and 30). Also to be addressed are the
implications of the demarcation between the first and the third pillars, especially where
See the fourth recital in the proposals referred to in footnote 11.
Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 2000 on the
protection of individuals with regard to the processing of personal data by the Community institutions and bodies
and on the free movement of such data, OJ L 8, p. 1.
Referred to in footnote 28.
This may change with the Framework Decision on third-pillar data protection.
See paragraph 11.

private parties are involved in criminal law enforcement.
59.

For a start, this calls for harmonisation of ground rules, based on balancing the various public
interests involved, as borne out by the context in which the proposal for a Framework
Decision on data protection is being discussed. Pressure is constantly being exerted to place
the emphasis on the instrumental function of criminal justice rather than its safeguard
function.

60.

The principle of availability is in itself a fine means of actually achieving cooperation
between Member States' authorities and thus making further headway in the process of
European integration, as also required in response to transnational crime. As can be seen
from the description of the system proposed, however, practical implementation of the
principle of availability raises many issues. It is thus open to question whether it is not too
soon to implement that principle 113 and whether a number of prerequisites do not first need to
be fulfilled. I am not just referring here to a harmonised level of data protection. It is perhaps
more important still for a system of availability to be accompanied by legal infrastructure
allowing controlled, proportionate information sharing. That infrastructure must in any event
provide clarity as to the law applicable, make oversight possible, even where information is
shared between a number of Member States, and establish suitable legal remedies for data
subjects.

61.

What about SIS II? The European legislature can get by, although the result is not entirely
satisfactory, given the ambiguities resulting from the pillar structure. What is more, although
this also stems from the present state of European integration, SIS II brings out Member
States' desire as far as possible to retain powers themselves. It is a major European
information system in which the main responsibilities lie with the Member States. I have
already pointed to the pressure for personal data collected to be used for other purposes as
well and to the increasing significance of biometric data. It is also on account of those risks
that data subjects must be able to avail themselves of a legal system in which responsibilities
and oversight are clearly regulated.

6.

Ways of getting away from the third pillar

6.1. Initiatives outside the EU framework, such as the Prüm Convention
62.

On 27 May 2005 seven Member States signed a Convention 114 on various police cooperation
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In substance, not procedure, the Prüm Convention might just turn out to be a more suitable instrument here.
Convention between the Kingdom of Belgium, the Federal Republic of Germany, the Kingdom of Spain, the
French Republic, the Grand Duchy of Luxembourg, the Kingdom of the Netherlands and the Republic of Austria
on the stepping up of cross-border cooperation, particularly in combating terrorism, cross-border crime and
illegal migration, signed in Prüm (Germany) on 27 May 2005.

114

matters 115. Although that Convention governs matters of prime relevance to criminal law
cooperation, the Member States taking the lead opted for a method circumventing the
EU Treaty. The Convention is often compared with the 1985 Schengen Agreement and the
1990 Schengen Convention. The reasons are plain to see: like Schengen, Prüm is a village
near where three countries meet (in this case, Germany, Luxembourg and Belgium), much the
same countries are involved 116, the subject-matter is similar and there is a close link with
cooperation within the EU (or, in those days, the EEC).

63.

There are, however, important differences. There is now a European legal framework within
which to regulate the matters concerned and there were actual plans to make use of it for the
(main) matters covered by the Prüm Convention. More specifically, the Convention overlaps
to a considerable extent with the principle of availability and even clashes with it in
significant respects. The Member States concerned nevertheless opted for a multilateral treaty
enabling them to sidestep the thorny path of third-pillar legislation by unanimous agreement.
That option unquestionably has its drawbacks: multilateral cooperation between a limited
number of Member States sits ill with the idea of a single area of freedom, security and
justice; the limited part played by the Commission, the European Parliament and the Court of
Justice in the third pillar is replaced by an arrangement under which those institutions play no
part whatever; moreover, the other Member States are denied any chance of a say in the
choice of rules. They can only choose between participating and not participating. The
question now is whether those drawbacks are also at variance with Member States' obligations
under the EU Treaty. The first point to be considered in replying to that question is the
relationship between the Prüm Convention and the principle of availability.

Content of the Prüm Convention and principle of availability
64.

The Prüm Convention covers a wide range of matters. At the heart of it, however, lies
cross-border sharing of certain personal data, namely DNA profiles and fingerprints 117.
Broadly speaking, the system in Articles 2 et seq. of the Convention amounts to an
undertaking by the contracting states to open and keep national DNA analysis files for the
investigation of criminal offences. Other states' authorities have access to only a small part of
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For a more extensive account of the Prüm Convention, see Balzacq, Bigo, Carrera and Guild, Security and the
Two-Level Game: the Treaty of Prüm, the EU and the Management of Threats, Centre for European Policy
Studies Working Document No 234 (January 2006), downloadable from www.ceps.be.
Prüm was reportedly in the first place an initiative by the same Member States as for the Schengen process
(Germany, France and the Benelux countries). When France soon dropped out, Austria became involved;
shortly before the signing, France and also Spain came (back) on board.
I shall not go on to consider the third type of data, concerning vehicle registration.

the DNA profiles held in those files, namely reference data which can be compared with
profiles in the enquiring country in order to ascertain whether profiles match up, but from
which an individual cannot be identified. Should an enquiry show that profiles match up, the
enquiring country can ask for more information. Whether that further information is in fact
forthcoming will then be governed by national law. A similar system applies for fingerprints.
However, those systems run counter to the very essence of the principle of availability, which
requires all national information available also to be directly accessible on line to other
Member States' authorities. As has been pointed out, the principle of availability is one of the
key points in the Hague programme, approved by the European Council in November 2004.
In May 2005 seven Member States then went on in a multilateral treaty to establish a different
system, although it should be noted that the Commission proposal to implement the principle
of availability had not yet been submitted at the time.

Is the Prüm Convention in breach of EU Treaty obligations?
65.

Three closely interrelated arguments can be put forward to show that the Prüm Convention is
not just undesirable but also possibly incompatible with Treaty obligations.

66.

Firstly, it can be argued that the Prüm Convention conflicts with the scheme of the EU Treaty
itself, inasmuch as the latter is aimed at establishing an area of freedom, security and justice
without internal borders. I would make the following points here:
−

the third-pillar provisions are more than a framework for intergovernmental
cooperation. They set the course for the EU's development and thus leave Member
States no leeway to make those objectives harder to achieve. Criminal law cooperation
under the Prüm Convention does not bring about a single area, but rather reinforces
internal borders within the area, as between participating and non-participating
countries;

−

there is a trend, as borne out by the Pupino judgment, towards communitarisation of the
third pillar. Member States' first-pillar obligations are to an increasing extent applicable
within the third pillar. For this reason, too, cooperation does not come with no strings
attached 118;

−

enhanced cooperation is subject to substantive requirements. It must "have the aim of
enabling the Union to develop more rapidly into an area of freedom, security and
justice" (Article 40 EU) and be "aimed at furthering the objectives of the Union and of
the Community, at protecting and serving their interests and at reinforcing their process
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The self-evidence of this point is also averred, for instance, by G.J.M. Corstens, Eerste strafarrest van het Hof
van Justitie over een kaderbesluit [First criminal law judgment by the Court of Justice concerning a Framework

of integration" (Article 43 EU);
−

Article 40a EU makes provision for a Council decision (so that the other Member States
are automatically involved), with the involvement of the Commission and the European
Parliament. The Court of Justice can also provide oversight (Article 40(3) EU);

−

Article 43a EU has a bearing on the matter as well. It stipulates that enhanced
cooperation may be undertaken only when it has been established within the Council
that the objectives of such cooperation cannot be attained within a reasonable period by
applying the relevant provisions of the Treaties. In the case of the Prüm Convention,
the Council was not brought in beforehand.

This is not to say that the system under Title VI EU prevents two or more Member States
from reaching agreements on police cooperation. Title VI does not confer on the EU any
exclusive powers preventing bilateral cooperation between a limited number of Member
States, not even as a result of the provisions on enhanced cooperation. The third pillar does,
however, limit Member States' competence. I would argue that the limit has here been
overstepped.
67.

Secondly, the principle of sincere cooperation can be said to have been infringed in that the
Prüm Convention hampers implementation of the principle of availability. In accordance with
the Pupino judgment 119, that principle is fully applicable within the third pillar. It may, of
course, be objected that, while this shows the undesirability of concluding the Prüm
Convention from an EU law perspective, it can by no means be concluded that the Member
States concerned are in breach of any legal obligation. The principle of availability is laid
down in an EU programme, but that does not make it part of the acquis. Moreover, Member
States retain some latitude until such time as a European measure becomes applicable within
their national law. Even in the case of a Directive already adopted 120, in accordance with the
Inter-Environnement Wallonie judgment 121, they need only, during the period before giving
effect to the Directive, refrain from taking any national measures liable to seriously
compromise achievement of the result prescribed by it.

68.

Yet it may well be argued that the Member States concerned are indeed in breach of the
principle of sincere cooperation. They could have acted differently and made use of the scope
afforded by the EU Treaty: they could have asked the Commission to submit a proposal for a
Framework Decision under Article 34 EU, they could have put forward such a proposal
themselves or they could have dealt with the matter under the procedures laid down in the
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Decision], NTER [Netherlands Journal for European Law] (2006), No 1/2, pp. 24-28.
Paragraphs 41 and 42 of the judgment. On sincere cooperation, see also Barents, paragraphs 46-48.
In my opinion, the same applies to a Framework Decision.
Judgment given by the Court of Justice on 18 December 1997 in Case C-129/96, Inter-Environnement Wallonie,

EU Treaty for enhanced cooperation. The contracting states were doubtless aware of this, in
view of the preamble to the Convention. They regard the Prüm Convention as playing a
pioneering role in cooperation and information sharing and seek eventually to have its
provisions brought within the framework of the European Union.
69.

Thirdly, it is open to question whether Member States are in fact empowered to conclude
international agreements with the content of the Prüm Convention in this area. I would argue
here as follows:
−

the communitarisation of the third pillar, as borne out by the Pupino judgment, also has
implications for the application of Community-law principles not explicitly addressed in
that judgment. The Court of Justice based its findings primarily on the point that the
EU must be able to carry out its tasks effectively in the third pillar. That point also
applies to other Community-law principles122;

−

reference may thus also be made to the case-law on Member States' powers to conclude
international agreements 123;

−

it is immaterial here that the Prüm Convention is an agreement between Member States
and not an agreement with one or more non-member countries;

−

the Court of Justice has acknowledged that Member States cannot conclude agreements
which are incompatible with the common market and with uniform application of
Community law. Whether that is the case has to be seen from a specific analysis of the
relationship between the agreement and the Community law in force. The proper
functioning of the system established by Community law is a key factor here 124;

−

application of that case law, mutatis mutandis, to the third pillar leads to the conclusion
that the Prüm Convention impedes the proper functioning of the system established by
Articles 29 to 32 EU and so Member States were not allowed to conclude agreement.

This line of argument is, admittedly, open to dispute, being based on questionable premises.
However that may be, the argument should make for an interesting debate in the Netherlands
Association for European Law.

70.

The conclusion to emerge from all this is that the Prüm Convention compromises the
objectives of the EU Treaty, for a variety of reasons set out above, and also runs counter to
the principle of sincere cooperation. The question then arises of what legal effect that finding
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has. The Commission cannot take the matter to the Court of Justice, as Treaty infringement
proceedings under Article 226 EC are not available within the third pillar.
6.2. Bridging clause
71.

In the absence of a Constitutional Treaty, use of the bridging clause in Article 42 EU could
provide an alternative way of making criminal law cooperation decision-making more
effective, especially if application of Article 42 EU were accompanied by the introduction of
qualified-majority decision-making 125. The Commission is now pushing hard for a transfer
of powers from the third to the first pillar. This is remarkable because that possibility was
until recently not taken very seriously126.
In parallel with that, the Commission is also proposing extension of the powers of the Court
of Justice under Title VI in Part Three of the EC Treaty, by making use of the clause in the
second indent of Article 67(2) EC127. There are good reasons for resorting to the bridging
clause. Many of those reasons relate to shortcomings in third-pillar cooperation, as described
at various points in this discussion paper. The Prüm Convention, or at any rate its
undesirability, may, though, provide the best reason. Member States evidently do not
consider themselves tied to the framework for police and judicial cooperation, as established
in the EU Treaty's third pillar. A transfer of powers to the first pillar, coupled with majority
decision-making, on the one hand, could reduce Member States' needs and, on the other,
would enable action to be taken against Member States. In short, there is every reason to
press for use of the bridging clause.

7.

Where does this leave us?

To sum up, let me draw a few conclusions in the form of points put to the meeting of the
Netherlands Association for European Law:

(1)

Information sharing presupposes (mutual) trust. The real challenge for the EU legislature lies
in eliminating the distrust harboured for good reasons, or at any rate reducing it to acceptable
proportions.

(2)

Articles 29 to 32 EU confer general powers to legislate as a means of fostering mutual trust
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See, in particular, paragraphs 122, 124 and 128 of Opinion 1/03.
On the nature of the bridging clause, see Barents, paragraph 34.
Weyembergh, op. cit., p. 1588, for instance, states simply that "such a decision is very unlikely to be adopted by
Council".
See the relevant Commission communication, forming part of the package of 28 June 2006, referred to in
footnote 3.

125
126

127

and for the purposes of the objective in the first paragraph of Article 29.
(3)

The European approach should help step up information sharing, based on mutual trust, with
the fullest possible attention being paid to third-pillar inadequacies, such as the lack of
suitable (democratic) scrutiny and legal protection. In spite of those inadequacies, criminal
law powers will increasingly be transferred to a European level.

(4)

As a result of the PNR judgment, there is, between the first and the third pillars, a borderline
area in which there may be no powers for action by the European Union.

(5)

Ground rules need to be harmonised on the basis of a balance between the various public
interests involved.

(6)

The principle of availability is a premature move towards greater European integration. It is
first necessary to put in place legal infrastructure allowing controlled, proportionate
information sharing.

(7)

The public are entitled to a legal system in which responsibilities and oversight are clearly
regulated. The proposed SIS II does not fulfil those requirements.

(8)

The Prüm Convention is incompatible with Member States' EU Treaty obligations. It
conflicts with the scheme of the Treaty itself, it infringes the principle of sincere cooperation
and, what is more, Member States cannot unilaterally conclude international agreements in
this area.

(9)

There is every reason to urge Member States to make use of the bridging clause. The Prüm
Convention, or at any rate its undesirability, best demonstrates the pressing need to resort to
the clause.

