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The innovations on which today’s Internet proliferated have 
been a major gift from its founders and the U.S. government 
to the world. Ever since the rise of the Internet it has attracted 
utopian ideas of a free and borderless cyberspace, a man-made 
global commons that serves an international community of us-
ers. First commercialization and now the prevalence of state 
surveillance have significantly depreciated the utopian patina.

The Internet’s borderless nature, which was once heralded 
as rising above the nation state, has actually enabled some states 
to rise above their borders when engaging in mass surveillance 
that affects users on a global scale. International human rights 
law and emerging Internet governance principles have not been 
authoritative enough to protect users’ privacy and the confi-
dentiality of communications.1
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More or less openly, Western democracies embarked on the 
path of mass surveillance with the aim of fighting crime and 
defending national security. Although country-specific ap-
proaches vary, reflecting political and ideological differences, 
mass surveillance powers frequently raise issues of constitu-
tional compatibility. Beyond striking a balance between public 
security and privacy, systemic surveillance carries the potential 
to erode democracy from the inside.2

This chapter’s focus is on the safeguards and accountability 
of mass surveillance in Europe and the United States and how 
these affect transatlantic relations. It queries whether national 
systems of checks and balances are still adequate in relation 
to the growth and the globalization of surveillance capabili-
ties. Lacking safeguards and accountability at the national level 
can exacerbate transnational surveillance. It can lead to asym-
metries between countries that are precisely at the core of the 
transatlantic rift over mass surveillance. The chapter concludes 
with a brief review of proposals for how to reduce them.

F R O M  TA R G E T E D  T O 
M A S S  S U R V E I L L A N C E

As a transcendent technology, communications permeates 
every aspect of contemporary life because it satisfies humans’ 
need to socialize and connect with others. Apart from the ac-
tual content of electronic communications, metadata3 and log 
files are routinely available by-products, which can be used to 
reconstruct the circumstances of a communications event. The 
framework for the state’s legitimate interferences with commu-
nications content and metadata is called “lawful” interception 
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authority, which can be further broken down into intelligence 
and law enforcement powers.

Due to various technical and ideological leaps, surveillance 
capabilities could expand exponentially. Wiretapping elec-
tronic communications has become low-hanging fruit since it 
is now technically feasible to access, copy, store, and analyze 
large amounts of electronic communications. Moreover, In-
ternet traffic does not conform to the political geography 
offline; instead the topography of cyberspace gravitates toward 
Western countries, in particular the United States. At neural-
gic points, such as core infrastructure and popular online ser-
vices, international communications are especially exposed to 
wiretapping.4

Against the backdrop of counterterrorism and the fight 
against crime surveillance, ideology appears to have morphed 
with technological determinism, where feasibility determines 
strategies. The two new strategies that have been added to the 
arsenal of “lawful” interception are preemptive monitoring5 
and bulk data retention.6 Both aim at whole populations of in-
conspicuous users, which marks a quantitative and qualitative 
shift away from targeted surveillance.

On both sides of the Atlantic, this trend is reflected in the 
passing of legislation that authorizes transnational surveillance, 
notably the 2008 U.S. FISA Amendment Act7 and the national 
intelligence laws of the UK, Sweden, France, and Germany.8 
From what has been revealed by international news media, the 
United States and the UK are believed to engage in the large-
scale upstream collection of electronic communications while 
the other countries may not command comparable capabilities 
as of yet.9
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N E W  S U R V E I L L A N C E  M E E T S 
A C C O U N TA B I L I T Y  S TA N D A R D S

In its 2013 resolution “The Right to Privacy in the Digital Age,” 
the United Nations General Assembly affirms that fundamental 
rights apply undiminished online, including the right to pri-
vacy.10 Mass surveillance constitutes a particularly serious inter-
ference with the right to privacy, notwithstanding if it is actually 
taking place or a lingering threat as long as individuals form 
an impression of surveillance. Privacy has a supporting func-
tion for the exercise of other fundamental rights and collective 
freedoms, notably the freedom of speech and assembly, which 
jointly underpin the functioning of democracy.

Democracies’ respect for fundamental rights would already 
dictate substantive boundaries curtailing surveillance pow-
ers and complementary safeguards against excesses and abuse 
thereof. As a recent report from the Center for European Policy 
Studies explained, “It is the purpose and the scale of surveil-
lance that are precisely at the core of what differentiates demo-
cratic regimes from police states.” 11

Moreover, state actions are situated within the chain of 
democratic legitimization, which is the reason for insisting on a 
precise surveillance mandate but also for ex post facto measures 
to hold competent authorities accountable for their actions. 
Together, the protection of fundamental rights and democratic 
accountability make a strong argument for claiming that at the 
national level surveillance should be nested in rigorous checks 
and balances.

Every country has its unique system of constitutional protec-
tions, safeguards, and due process requirements that surveillance 
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measures have to comply with. However, these arrangements 
evolved in the context of targeted surveillance of limited capac-
ity, with intelligence work being a secretive affair conducted un-
der equally closed oversight mechanisms.12 Without significant 
modifications, mass monitoring has been fitted inside these ar-
rangements, although the circumstances are to an appreciable 
extent different.

Preemptive and systemic surveillance exceeds qualitatively 
and quantitatively the situation of targeted surveillance. It is in-
cumbent upon the states that issued these new powers to revise 
these mandates to correspond with national constitutions and 
international human rights law. The 2014 NETmundial multi-
stakeholder meeting resolved that

procedures, practices and legislation regarding the surveillance 
of communications, their interception and collection of per-
sonal data, including mass surveillance, [  . . .  ] should be re-
viewed, with a view to upholding the right to privacy.13

This would involve revisiting taken-for-granted intelligence 
paradigms, such as secrecy, discretionary powers, and national 
security exemptions,14 to name just a few, in relation to large-
scale surveillance programs.

Ultimately, the legitimacy of electronic surveillance is increas-
ingly intertwined with the classical set of checks and balances 
associated with government accountability. The 2013 resolu-
tion of the United Nations General Assembly calls on states to

establish or maintain existing independent, effective domestic 
oversight mechanisms capable of ensuring transparency, as ap-
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propriate, and accountability for state surveillance of commu-
nications, their interception and collection of personal data.15

States are responsible for devising safeguards that would af-
ford a measure of transparency, supervision, and accountability 
commensurate with the dangers of the state’s interference in 
fundamental rights and the risks for democratic institutions.

T R A N S PA R E N C Y

At the most basic level, transparency is certainly appropriate 
with regard to the statutes that should afford clarity on the 
scope, boundaries, and consequences of surveillance powers.16 
However, it is often not possible to infer from the legal mandate 
this information with certainty without accessing accompany-
ing but classified interpretations.17 In many instances, the ex-
act meaning of surveillance authorities remains largely abstract 
to the public, unless they make headlines that would convey a 
more accessible account.

The flip side of legal certainty is that generalized terms in 
statutes may actually not contain surveillance powers but invol-
untarily facilitate their expansion. Bigo et al. state that

law-making has not kept pace with the technological develop-
ments seen in surveillance practices in recent years, often designed 
for traditional intelligence techniques such as wiretapping.18

Transparency is a prerequisite of accountability, and where 
it is not mission-critical, the cloak of secrecy that covers en-
tire electronic surveillance programs by national intelligence 
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should be lifted.19 The knowledge about the mere existence of 
blanket surveillance schemes is not equally as compromising as 
it would be for targeted actions. To the contrary, democratic 
societies should rethink the contours of secrecy, because the 
public sacrifice to national security must be transparent to its 
constituency.

A principle flowing from both due process and Fair Infor-
mation Practices is that individuals should be informed when 
access to their data has been given to intelligence services.20 
What should be uncontroversial is the release on an annual ba-
sis of statistical data about electronic surveillance that provides 
accessible and meaningful information about its scope, scale, 
origin, and effects.

S U P E R V I S I O N

At the national level, supervision of surveillance powers is also 
not static but an evolving concept that has already been re-
sponsive to emerging needs. For example, parliamentary and/
or judicial oversight of the activities of national intelligence 
agencies is now widely accepted, but for some countries this is 
a relatively recent development.21 Local arrangements of super-
vision are very diverse but have certain structural elements in 
common, such as a combination of internal and external over-
sight with a link to democratic accountability. The efficiency of 
external supervision mechanisms remains a matter of concern, 
often due to a lack of independence, competences, resources, 
and even information.22

Additionally, large-scale electronic surveillance calls for new 
directions in supervision that are cognizant of compliance with 
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relevant data protection standards. The assembly of EU data 
protection authorities considers that

an effective and independent supervision of intelligence services 
implies a genuine involvement of the data protection authori-
ties. [  . . .  ] This [oversight] should include fully independent 
checks on data processing operations by an independent body 
as well as effective enforcement powers.23

Even where data protection authorities will not play the en-
visaged role, oversight has to extend to the systems and schemes 
used for data collection and processing in electronic communi-
cations surveillance.

Independent judicial oversight and access to justice con-
tinue to make inroads toward upholding the rule of law in the 
context of electronic surveillance. Aside from national courts, 
the two top European courts, in Strasbourg (European Court 
of Human Rights) and Luxembourg (Court of Justice of the 
European Union), quite frequently now decide on instruments 
of electronic surveillance. Their respective case law covers pre-
emptive surveillance and the retention of communications 
metadata, with two more cases pending concerning electronic 
mass surveillance in Sweden and the UK.24 Both courts stress 
the role of “adequate and effective guarantees against abuse” 
and “substantive or procedural conditions” that would limit 
the interference with fundamental rights to what is necessary 
and proportionate.
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A C C O U N TA B I L I T Y

Accountability is valid currency in government and privacy 
protection, interests that converge in state surveillance of elec-
tronic communications. At an institutional level, accountabil-
ity requires that an organization take appropriate and effective 
measures to ensure internal compliance with relevant laws and 
procedures. For authorities competent to conduct electronic sur-
veillance, assuming internal accountability should be an evident 
consequence of deriving their mandate from statutes. However, 
accountability cannot be treated as an internal affair but must be 
demonstrated and verifiable if necessary. Hence, accountability 
is linked to internal checks and external supervision.

With a view to accountability, there are some striking paral-
lels between independent regulatory agencies, such as energy 
regulators and central banks, and those national authorities 
competent to conduct electronic surveillance. In both cases, 
there is a delegation of competences from the state to an au-
thority that enjoys a special status vis-à-vis the government, 
which requires a more sophisticated setup to protect the status 
and mandate of the agency while ensuring that in their opera-
tions they remain accountable to the public interest, the na-
tional constitution, and democracy at large.

In democracies, through general elections governments can 
be held accountable to the citizens, including for the extent 
of state surveillance. Admittedly, democratic accountability is 
a broad concept in which issues of surveillance compete with 
other salient policies. Nonetheless, surveillance touches upon a 
principle relationship between the state and the citizens, which 
in some countries may become a premise for parties’ ideological 
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differentiation. For a global user community democratic ac-
countability cannot be achieved, except indirectly via the proxy 
of the local electorate.

T R A N S AT L A N T I C  S U R V E I L L A N C E 
A S Y M M E T R I E S

Over the last decade, EU-U.S. relations have been probed by 
transnational surveillance in a variety of areas.25 The 2013 
revelations in international news media about U.S. and UK 
electronic mass surveillance programs as well as a flourishing 
transatlantic intelligence cooperation reached a new climax. 
While national security is not part of its remit, the EU finds 
itself in the difficult position of having to defend the funda-
mental rights of European citizens against U.S. surveillance in a 
context where several EU member states, such as the UK, Swe-
den, France, and Germany, are implicated in mass surveillance 
to varying degrees.26

EU institutions are particularly alarmed by the massive 
violation of European citizens’ fundamental rights through 
the suspected unfettered surveillance of electronic communi-
cations.27 Interpretations of the U.S. FISA section 702 powers 
come to the conclusion that it permits the warrantless intercep-
tion of international communications during transit through 
the United States and the targeting of non-U.S. persons reason-
ably believed to be located outside the United States.28 How-
ever, several EU member states, for example Germany, Sweden, 
and the UK, follow a similar approach.29

The distinction between domestic and international com-
munications is a legacy of telecommunications, when this was a 
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straightforward exercise. The political geography was ingrained 
in the public switched telephony network, but this is no longer 
the case with decentralized Internet traffic. By maintaining the 
distinction between domestic and external communications, 
national surveillance could subtly expand in scope with mass 
surveillance capabilities adding scale. In practice, this distinc-
tion is hard to sustain, which calls into question the rationale of 
keeping it intact.30

This leads to a key difference between the United States and 
Europe, i.e., regional human rights with supranational over-
sight by an international court.31 The European Convention on 
Human Rights protects the privacy of the correspondence of 
everyone in the territory of a member state of the Council of 
Europe. The European Court of Human Rights, based in Stras-
bourg, reviews the compatibility of member state actions with 
the convention, and its jurisprudence on domestic surveillance 
laws offers a rich framework of reference on their legality.32 By 
contrast, Europeans have no agency to protect them from U.S. 
surveillance.

EU politics is now exploring a wide array of strategies that 
would reestablish the respect for European citizens’ fundamen-
tal rights online at various levels. In several fora the transatlan-
tic dialogue continues with the aim of entering into bilateral 
agreements and reviving the EU-U.S. Mutual Legal Assistance 
Agreement (MLAA). International law, however appealing, 
may not bring about the desired change for the simple reasons 
that it would have little to add to existing international hu-
man rights law and that national security exceptions may prove 
highly resistant.

At the EU level, the general data protection framework 
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restricts the transfer of personal data originating in the EU 
to nonmember countries, which, under the risk of electronic 
surveillance, may be further restricted to prohibit passing on 
personal data for the purpose of national security. This would 
primarily create a conflict of law on the part of the organizations 
processing such data, for example in the context of business. 
There are also various initiatives that explore the feasibility of 
European services capable of evading U.S. surveillance, such as 
certified e-mail services, EU preferential routing, and European 
cloud legislation, among others.

Outside politics, the loss of trust in Internet communica-
tions and services develops its own dynamic in which public- 
and private-sector organizations are increasingly risk-averse. If 
government cloud computing makes a good indicator, then or-
ganizations change strategies in acquisition of IT services with 
a view to avoiding the legal risks of foreign intelligence gather-
ing.33 There are also signs that Internet users are increasingly 
open to privacy-enhancing technologies, such as anonymous 
browsing and encryption. When diplomacy has no leverage to 
tame surveillance, the real pressure is economic.
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