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Cloud computing  

Consumers 

Presenter
Presentation Notes
My research focuses on consumer cloud services. This angle is often neglected in most policy documents and research papers which take the perspective of an organization or business as a cloud customer.Individual consumers participate in a technical paradigm shift that renders their digital content ephemeral and volatile. What used to reside in the domestic sphere is now detached from its source and can now even live outside of personal hardware and physical spheres of influence. However, social practices and legal norms were evolving against the backdrop when information were annexed to a chattel not anticipating the abstraction induced by the move towards remote computing.For that reason I study how cloud sourcing in combination with disparate legal protection and prevailing commercial practices are bound to impact individuals’ rights over their digital content. The research question I am asking is what legal protections EU law affords to personal records of individual  consumers in the cloud.
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 everyone keeps information for private 
purposes 
 Eg., personal record-keeping, memories, 

intellectual explorations 

 digital records increasingly replace physical 
artefacts 

 era of local storage is about to give way to 
remote computing 

Transformation of personal 
record keeping  
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 ‘cloud’ is shorthand for remote computing accessible 
over the Internet 

 consumer demand and uptake driven by growing 
storage needs, mobility, multiple devices, thin clients 

 2014 EuroStat survey 
 20 % made use of cloud storage 
 88 % sign-up for free services 
 12 % use online software 

Consumer-facing cloud services 
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Presenter
Presentation Notes
For this talk it is not necessary to convey the complex technological back-ground of cloud computing. EU policy-makers use the cloud epithet shorthand to describe a computing model where storing, processing and use of data takes place on remotely located computers accessible over the Internet. It suffices to understand that as a consequence of a wider technological para-digm shift personal records too started to migrate from local hardware to  online storage and individuals can now use online applications instead of locally installed software.Cloud-based storage offers an easy means to come to terms with consumers’ growing storage needs, mainly due to digital photography and video. Another compelling feature of cloud computing is that it facilitates access to services and data across multiple connected devices. In Western Europe, a consumer and Internet user has an average of six devices which is why the ability to sync the same content and deliver personalized services across multiple devices is crucial. This development goes hand in hand with radically reduced local storage capacity of end-user devices, creating so-called thin clients that function like windows to applications and content, and thus need to interoperate with the cloud. In 2014, a Eurostat survey found that already a fifth of the EU population made use of cloud storage to save files of pictures, documents, music, videos or others. According to an industry forecast, by 2018 more than 79 percent of Western European Internet users will use cloud-based storage. It is estimated that by 2016 consumers will be storing a third of their digital content in the cloud. The vast majority of EU users, i.e. 88 percent, today sign-up for free cloud-based storage, only one in ten users opts for a paid for services. The Eurostat survey finds that 12 percent of the EU population use online software for editing text, spreadsheets or presentations. With 23 percent young people aged between 16 and 24 years are more avid users of such online software. 



security 

control privacy 

Individual consumers’ interests affected 
by cloud sourcing  
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Presenter
Presentation Notes
In the literature security, control and privacy are frequently raised issues with cloud computing which is also reflected in empirical research. These issues are somewhat overlapping since they are jointly tackling how individual consumers can retain the primacy over their own personal records when they are residing in the cloud.Security As with any information handling technology there are a range of specific security risks associated with cloud computing which can affect individual consumers’ personal records. Not all risks are new, e.g. hardware failure and malware, and they may actually decrease when individuals rely on cloud services which are in general better versed with technical security. New risks, however, arise in the sphere of the service provider when using cloud-based services.Control When individuals store or create personal records in cloud-based services this inevitably produces arrangements in which control over the data is shared between the individual and the service provider. The service provid-er who has effectively moved in between the individual and her data is now in the position to intermediate this relationship. At its most basic, when personal records reside with a third party and bare of any means of physical control individuals’ relationship vis-à-vis her data is now abstract. All control and verification is derived from the service provider.Privacy The intermediation by the service provider can pose new risk of intrusion into individuals consumers’ privacy. Individuals’ expect their service provider to respect the privacy of their content. For the time being, most providers’ consumer cloud storage services, limit themselves to processing the individual consumers’ content insofar as it is necessary to render the service but retain certain rights to access and use necessary to comply with legal requirements. This situation may however evolve subject to service providers’ commercial  interests and as far as legally permissible. Essentially, consumer-facing cloud services could share the faith with other popular online services in which the commodification of individuals’ data is much further progressed. 



 standard terms of service 
 leverage the contract as much as possible to 

shield the service provider from their customers’ 
claims (exclude liabilities and limit obligations) 

 termination at any time without valid reason 
 access and use rights 

 necessary to render the service 
 legal obligations (e.g. disclosure authority, 

copyright enforcement) 
 secondary purposes 

Cloud service contracts for individual 
consumers 
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Presenter
Presentation Notes
Consumer-facing cloud services are almost always subject to standard terms of service which are unilaterally stipulated by the service provider. Individual consumers are prompted to accept the terms of service when they sign up for cloud services (“Take it or leave it”). This lack of negotiation power vis-à-vis the service provider creates an asymmetry that can be readily exploited by setting conditions to their favor, in particular, to exclude liabilities, limit obligations and restrict clients’ rights.Available surveys on standard terms of service of public cloud service providers confirm that it is common practice to leverage the contract as much as possible to shield the service provider from their customers’ claims. Not only that the individual consumers bear the security risks of cloud computing that are external to them the service provider also retains extensive discretion during the service relationship and of its termination.Bradshaw, Millard and Walden observe that a number of providers of consumer-oriented cloud services appear to disclaim the specific fitness of their services for the specific purposes  for which many customers will have signed-up to use them. In its 2014 study of the terms and conditions of seven most popular cloud storage services in Norway, the Norwegian Consumer Council criticized that one service could unilaterally change the terms of service without notice and to immediate effect and none assumed any warranty against data loss. With some variations, the terms of service of the largest public cloud service providers foresee that the service can be terminated at any time without giving a valid reason. 



Legal protection afforded to personal 
records in the cloud  
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 Exclusive rights (?) 

 EU data protection law and 
reform 

 EU consumer protection  
law 

Presenter
Presentation Notes
Oftentimes, the cloud users’ loss of control is framed as a problem of ‘information ownership’ or ‘data sovereignty’. Conceptually though, both, ‘information ownership’ and ‘data sovereignty’ are not recognized in the law and widespread perceptions of property and ownership on part of the users do not find a corresponding legal basis.Copyright law Subject to national requirements certain individual consumers’  work could qualify for copyright protection. Most service providers are cognizant of users’ intellectual property right and their standard terms of service confer licenses to perform various acts the author of the work has agreed to when signing up for the service. Contracts of adhesion are a perfectly acceptable means of authorizing the use of copyright protected works.EU consumer protection law The body of EU consumer protection law comprises of four Directives which can apply to different aspects of consumer-facing cloud services. The most potent one is the Unfair Commercial Practices Directive according to which an unfair term can be invalidated. While it is possible to take into account the nature of the goods or services for which the contract was concluded, it is not possible to draw in additional considerations, such as the transformation of personal record-keeping practices and the loss of control on part of individual cloud consumers when assessing the unfairness of a term.Undoubtedly, the other instruments of EU consumer protection law render an important contribution to the transparency and completeness of information a (prospective) individual cloud consumer receives. Article 5 of the Unfair Commercial Practices Directive requires written terms to be drafted in plain, intelligible language. Article 6 of the Consumer Rights Directive stipulates compulsory information requirements for distance and off-premises contracts. 



EU data protection law (95/46/EC) 
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 personal records of individual cloud consumers is 
protected subject matter 

 scope of application 
 private household exemption/ controller 
 legitimate basis for access and use rights (data 

subject’s consent?)  
 data subject’s rights do not correspond well to the 

specific risks (e.g. no data portability) 
 

 

Presenter
Presentation Notes
Personal records of individual cloud customers are certainly protected subject-matter under EU data protection law. In order for EU data protection law to apply the cloud service provider has to be established on the territory of a member state or makes use of data processing equipment situated on the territory of a member state. Where this is not the case cloud service providers do not have to observe EU data protection law. However, please note the CJEU judgment in Google Spain (finding that EU Data Protection can apply to controllers with an establishment situated in a member state whose activities are inextricably linked to the data processing activities of the controller.)Individual consumers of cloud services would certainly qualify for the so-called household exemption which provides that EU data protection law shall not apply to the processing of personal data by “a natural person in the course of a purely personal or household activity.” This in turn raises the question whether instead the cloud service provider can be considered the controller of the personal data it receives from individual consumer. This is not evident across all consumer-facing cloud service providers. Where EU data protection law applies all personal data processing activities must comply with a set of principles and be legitimate. Aside from rendering the very cloud service, all additional access and use rights foreseen in the standard terms of service have to meet a legitimate ground for processing personal data (compliance with a legal obligation, data subject’s consent).Data subject’s rights do not correspond well to the situation of consumer-facing cloud services. Accordingly, data subjects can request from the data controller information about the processing of their personal data and demand the rectification, erasure or blocking of personal data, for example where it is incomplete or inaccurate. 



 draft EU data protection regulation is in the last 
stages of the legislative process 

 important changes for consumer cloud services 
 scope of application triggered if a controller 

outside the EU offers goods or services to  EU 
data subject (incl. free services) 

 scope of private and household exemption 
clarified 

 right to data portability 
 general data breach notification 

EU Data Protection Reform 
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Presenter
Presentation Notes
Some relief can be expected from the EU data protection reform which was partially drafted having cloud services in mind. This Regulation applies to the processing of personal data of data subjects residing in the  Union by a controller not established in the Union, where the processing activities are  related to: (a) the offering of goods or services, irrespective of whether a payment by the  data subject is required, to such data subjects in the Union; or(b) the monitoring of their behaviour  as far as their behaviour takes place within  the European UnionThis Regulation should (...) apply to controllers or processors which provide the  means for processing personal data for such personal or domestic activitiesThe draft clarifies that the household exception should not apply to controllers or processors which provide the means for processing personal data for such personal or domestic activities. It was noted that this clarification is important in relation to providers of cloud services for consumers who should not benefit indirectly from the "household exception." Last but not least, the new regulation could bring about a right to data portability under which data subjects can request to receive all personal data, which he or she has provided to a controller, and have the right to transmit those data to another controller.Data portability if passed in the new regulation is bound to become a crucial right for individual consumers who wish to leave with their personal records a cloud service provider or migrate to another service provider. Opinion of the European Data Protection Supervisor on the Commission's Communication on "Unleashing the potential of Cloud Computing in Europe", 16 November 2012, para. 39.



 2012 European Commission strategy ”Unleashing 
the Potential of Cloud Computing in Europe” 

 develop ‘safe and fair’ model contract terms and 
conditions 
 data preservation after termination of the contract, 
 data disclosure and integrity, 
 data location and transfer, 
 ownership of the data (?), 
 direct and indirect liability change of service by cloud 

providers and subcontracting.  

 incl. uniform application of data protection rules 

European Commission’s cloud 
computing strategy  
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Presenter
Presentation Notes
The European Commission’s cloud computing strategy of 2012 is cognizant of the shortcomings of today’s legal framework pertaining to cloud computing offerings to individual consumers. Herein, the Commission proposes as one key action the development of European model contract terms and conditions in order to create transparent and fair cloud services contracts. The model contract terms are intended to cover a range of pertinent issues for cloud consumers that are presently unregulated, notably:data preservation after termination of the contract,data disclosure and integrity,data location and transfer,ownership of the data (?),direct and indirect liability change of service by cloud providers and subcontracting.While the conclusion of this activity was foreseen for 2013 this has yet to happen. There is actually no commitment as to when the ‘safe and fair’ model contract terms and conditions would be presented. 



 both, disruption of physical control and cloud 
services’ commercial propositions produce a 
backslide for individual positions of rights 

 sectoral laws produce disparate levels of protection 
and even gaps where no protection is afforded to 
personal records 

 additional safeguards necessary to adequately 
protect consumers’ digital content in the custody of 
a third party 

Conclusion 
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Presenter
Presentation Notes
My research assesses the transformational impact of cloud sourcing on the legal protection of individual consumers’ information. I argue that the disruption of physical control and cloud services’ commercial propositions produce a backslide for individual positions of rights. Today’s sectoral laws applicable to the situation of cloud services seem to produce disparate levels of protection and even gaps where no protection is afforded to personal records. The standard terms of service tend to be biased in favor of the service provider and fall short in achieving a fair balance with individual consumers’ interests in security, control and privacy. While providing for needed transparency and information duties, it is not within the purview of EU consumer protection law to correct a factual development that has led to personal records being intermediated by providers of cloud services. Alone the EU data protection law reform may improve the level of legal protection afforded.The intermediation of personal affairs is not a new phenomenon. Pre-dating cloud computing, the more traditional information intermediaries, such as mail and telecommunications services, take a similar effect and they are regulated. The secrecy of correspondence and communications is a legal institute throughout Europe, in a range of countries of constitutional value, which protects individuals’ communication also vis-a-vis the service provider. What is perhaps a new issue with cloud computing is that there is no comparable legal paradigm that protects individuals’ personal records when at rest under the control of a third party. Not only that legal uncertainties surrounding these issues can undermine the confidence of users and service providers and, consequently, the widespread adoption of these services and the emergence of new business models may be delayed as a result of an inadequate governance framework. But the lacking understanding of the dimensions of the ongoing transformation and its socio-economic and societal impact could be misjudged diverting policy makers and stakeholders attention to issues of privacy and security while there is decisively more at stake.



“We need information fiduciaries. The 
idea is that they would become a class 
of organization that holds personal 
data, subject to special legal 
restrictions and protections. (…) 
Perhaps some types of business would 
be automatically classified as 
fiduciaries simply because of the large 
amount of personal information the 
naturally collect.” 

 

Conclusion 
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Figure 1: NIST’s Visual Model of Cloud Computing Definition (2009) 

Consumer cloud services 

Standard terms 
and conditions 

Presenter
Presentation Notes
NIST Definition of Cloud Computing“Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.”This cloud model is composed of five essential characteristics, three service models, and four deployment model.Multi-tenancyExamples SaaS: webmail, eg. Yahoo,web-based office software, e.g. MS Office365, many apps Examples IaaS:Google Drive/ MS SkyDrive/ Dropbox/ Apple iCloudStandard terms and conditions: This asymmetry could be exploited by service providers to set conditions for their services which are to the disadvantage of the clients by limiting providers‘ obligations and liability and restricting clients' rights, giving providers far reaching privileges and powers, even to unilaterally change terms and conditions of service to the disadvantage of the cloud client. (EDPS Opinion)



Key action model contract terms 

 develop model contract 
terms that would regulate 
issues not covered by the 
Common European Sales 
Law such as: 

 data preservation after 
termination of the contract, 

 data disclosure and 
integrity, 

 data location and transfer, 

 ownership of the data, 

 direct and indirect liability 
change of service by cloud 
providers and 
subcontracting. 

Commission cloud computing strategy 
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Figure 2: European Commission 2014 
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