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Gireece, Luxembourg and Portugal were not in a position to provide the answers to the questionnaire
until the MDG meeting because the matter was currently under consultation within the administrations.

France has provided a preliminary answer but it was not possible to include it as had to be verified by
the French ministries that were involved in answering the questionnarie.

The replies will be presented to the MDG at a laier stage.

Subject: Item 5 b on the agenda:
Presentation by the Presidency of answers to questionnaire on retention of traffic
data doc. 11490/1/02 CRIMORG 67 TELECOM 4 REV 1

Question 1: Has your country at present any special legislation concerning traffic data
retention or is data traffic retention covered by existing legislation? If not are you
considering legislation concerning traffic data retention?

Country Answer

Austria Under Section 93 of the Law on Telecommunications (TKG), exchange data may
not in principle be stored and must immediately be erased or made anonymous by
the service provider when the call is terminated (paragraph 1). Only to the extent
necessary for subscriber billing should the provider store exchange data until
expiry of the deadline for legally contesting the bill or asserting a claim to
payment (paragraph 2). The term "exchange data" covers active and passive
subscriber numbers, the address of the subscriber, the type of terminal, the charge
code, the total number of units for the billing period, the type, date, time and
duration of the call, the amount of data transmitted and any other payment
information (Section 87(3), point 5 of the TK.(Q).

Belgium By adopting the Computer Crime Act (28 Nov. 2000) [Loi sur la criminalité
informatique], Belgium has settled the principle of compulsory data retention for
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Question 1: Has your country at present any special Jegislation concerning traffic data |

retention or is data traffic retention covered by existing legislation? If not are you
considering legislation concerning traffic data retention?

telecommunications service providers in order to make it available, if necessary,
for a criminal investigation. The legislation has entered into force. but will only
have effect after its implementation through a specific regulation to be adopted
by the government.

Denmark The current Danish legislation on retention of traffic data can be found in Act No.
418 of 31 May 2000 on Competitive Conditions and Consumer Interest in the
Telecommunications Market and in Executive Order No. 1169 of 15 December
2000 on the Provision of Telecommunications Networks and
Telecommunications Services.

At present the telecommunications companies and Internet service providers are
under no obligation to log any traffic data. According to section 30 and annex 1
of the Executive Order mentioned above they are allowed to log certain data
which is needed for the purpose of end-user billing or interconnection payments.
The traffic data that can be stores for these purposes are:

1.1iclephone number or identification number of the end-user terminal,

2.address of the end-user and the type of terminal,

3. total number of units to be charged for the accounting period,

4.called number,

3.type, starting time and duration of the calls made and/or the data volume
transmitted,

6.date of the call/service, and

7.other information concerning payments such as advance payment, payments by
instalments, disconnection and reminders.

Such storing and processing shall be permissible only up to the end of the period
during which the bill may Jawfully be challenged or payment may be pursued.
These rules implements ar:ticle 6 of Directive 97/66/EC of the European
Parliament and of the Council of 15 December 1997 concerning the processing of
personal data and the protection of privacy in the telecommunications sector
which will be replaced by a similar article in Directive 2002/58/EC of the
European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic
communications sector (Directive on privacy and electronic communications).
By Act No. 378 of 6 June 2002 (The Anti-Terrorism Act of the Ministry of
Justice), the Danish Parliament passed some amendments to inter alia the Danish
Administration of Justice Act in order to improve the investigative possibilities of
the police. A main element of the act is the insertion of a provision into section
786 of the Administration of Justice Act, according to which telecommunications
companies and Internet service providers have to record and store ("log") for one
year the information on tele and Internet communications of relevance to police
invasion of the secrecy of communications etc.

The recording and storage only concern traffic data and not the actual contents of
the communication (content data). Furthermore, only the companies have a duty
to record and store the traffic data in question. The rule does not involve
extended police access to these data

The insertion of the provision in section 786 of the Administration of Justice Act
has not yet come into foree. The detailed (technical) rules on this logging will be
prescribed by the Minister of Justice following negotiations with the Minister of
Science, Technology and Innovation and otherwise following a dialogue with the
industry.
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Question 1:
retention or i

Has your country at present any special legislation concerning traffic data

s data traffic retention covered by existing legislation? If not are you

considering legislation concerning traffic data retention?

Finland

Data traffic retention has been covered at the Finnish Data Protection Law. By
default 2 communications service provider (CSP) must either destroy or alter
retained traffic data in such a way that communicating individuals can't be
identified afterwards. A CSP may retain logs for a maximum period of three
years, should it be necessary for either business (invoicing, marketing) or data
security related tasks. If a CSP is selling services, it must keep the traffic data for
a minjmurm of three months for invoicing purposes. Other than that, there is no
obligation to retain any data traffic.

There is also Act and Decree on the Protection of Privacy and Data Security in
Telecommunications (565/1999) (For the Act, see annex). In addition, the
Coercive measures Act (450/1987) has sections concerning telecommunications
mortitoring as well as the duty of service providers to assist and the duty to pay
compensation to the service provider.

France

Germarny

In Germany traffic data retention is covered by existing legislation. As far as
service providers are concerned, a distinction is made between "teleservice
providers", covered by the law on teleservices (TDG), and "suppliers of
telecommunications services", covered by the law on telecommunications
(TKG). Currently, the parties named in those laws (eg. telecommunications
undertakings, Internet providers) have the right, but are not obliged, to retain
traffic data for a maximum of six months. Pursuant to section 89, paragraph 2, of
the TK(, section 7 of the telecommunications data-protection Regulation
(TDSV) and section 6 of the teleservices data-protection law, traffic data may be
retained only for the purposes of tendering an account or for the submission of a
claim for compensation by the service provider in the event of a suspected failure
to supply services. It may also be retained, pursuant to section 89, paragraph 2, of
the TKG and section 9 of the TDSV, in order to maintain network security.

The Federal Government is to examine whether the current legislation is
adequate or whether a more far-reaching obligation to retain traffic data should
be created. Essentially, the actual and the Jegal realities have to be weighed
against each other. In that equation must be included, on the one

hand, secrecy of telecommunications, the basic right to informational privacy, the
requirement to specify the purpose for which data is being processed, the
principles of proportionality and of avoidance and economy of data, together
with the basic rights of the service provider and the protection of the latter's
irterests, including its economic interests, and on the other hand, the legitimate
interests of the security services. The Federal Government is basing its approach
on guidance from the Federal Constitutional Court, which has laid down
restrictive conditions for the retention of personal data for purposes other than for
the original purpose of processing for official requirements or for the purpose of
concluding a contract.

Greece

Ireland

Directions under the Postal and Telecommunications Services Act 1983 were
madeby the Minister for Public Enterprise in April 2002 which requite licensed
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Question 1:

Has your country at present any special legislation coneerning traffic data

retention or is data traffic retention covered by existing legislation? If not are you
considering legislation concerning traffic data retention?

operators to retain existing traffic data and future traffic data for not less than 3
years after the date of their generation.

Primary legislation is also being prepared which will require licensed operators to
retain information concerning the use made of telecommunications services
provided by them.

Italy

Italy has implemented directive 97/66/CE with law nr.171 of 13/5/1998
Therefore, the retention of non anonymous traffic data , is not longer generally
allowed. The lack of this precious information in support of criminal
investigations could pose serious obstacles to the fight against criminals. For this
reason there are currently more than one jnitiative for the review of current law.

Luxemboury

Netherlands

The providers of public telecommunications networks and services are legally
required to make available to the authorities the information necessary to enable
them to investigate telecommunications. By this is meant monitoring or
recording telecommunications and calling for traffic data (Article 13.4(1) of the
Telecommunications Law). Where, however, the information required is not
known to the providers, e.g. in the case of the use of pre-paid telephone cards, the
providers are required to obtain and produce it. Analysis of recorded data
eriables number information to be obtained, the primary interest being in number
information. In order to be able to obtain such information the providers are
lepaily bound to retain certain data for a period of three months (Article 13.4(2)
of the Telecommunications Law). This refers to the times when the
communication took place, the numbers matching those times and the base
station (Article 7 of the Decision on special recording of number information in
telecommunications).

In the Netherlands there is therefore a legal requirement to retain a certain set of
data for purposes of telecommunications investigations. This requirement relates
to data available to the provider in the course of running its business, which can
also be analysed to obtain the number of a user who is the subject of an
investigation.

Portugal

Spain

Yes. Traffic data retention legislation in Spain consists of regulations on data
retention for billing, marketing and customer complaint purposes, as well as
Article 12 of the Information Society and Electronic Commerce Services Law
(Law 34/2002 of 11 July) dealing with retention of data for national security and
defence reasons and to facilitate the conduct of criminal investigations.
The first set of rules is contained in Article 65 of the regulations approved by
Royal Decree 1736/1998 of 31 July (see Spain's Official State Gazette — boletin
Oficial del Estado — of 5 September 1998) implementing Title I of the General
Telecommunications Law in relation to the universal telecommunications
service, all other public service obligations and the public obligations of
providers of telecommunications services and opetators of telecommunications
networks. Article 65 establishes a general obligation to destroy personal traffic
data upon termination of the communication except in the case of:
—  Data processed for interconnection billing and payment purposes.
—  Data stored for billing purposes for the period during which invoices can be
contested or payment demanded.

—  Data processed for the purpose of marketingithe communications services
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Question 1: Has your country at present any special Jegislation concerning traffic data
retention or is data traffic retention covered by existing legislation? If not are you
considering legislation concerning traffic data retention?

offered by the operator concerned, subject to the subscriber's consent.
Article 12 of the Information Society and Electronic Commerce Services Law
(Official State Gazette of 12 July 2002) requires traffic data to be retained for use
in cotmection with criminal investigations and for safeguarding public security
and national defence. This obligation is confined to,communications generated
durine the provision of information society services and the rules governing it are
in accordance with the conditions 1aid down in Article 15(1) of
Directive 2002/58/EC of the European Parliament and of the Couneil of 12 July
2002 concerning the processing of personal data and the protection of privacy in
the electronic communications sector.
Article 12 of Law 34/2002 is transcribed below in its entirety.
"article 12. Duty to retain traffic data relating to electronic communications
1. Operators of electronic communications networks and services, providers of
access to telecommunications networks and host service providers shall retain
connection and traffic data generated by communications established during the
provision of an information society service for a maximum period of twelve
months in the manner required by this Article and its implementing rules.
2. The data retained by operators of electronic communications networks and
services and providers of access to telecommunications networks in compliance
with the preceding paragraph shall be solely those necessary to facilitate the
localisation of the terminal employed by the user to transmit the information.
Host service providers shall retain only such data as are essential to identify the
source of the stored data and the time when Lhe provision of the service
commenced.
In no case shall the obligation to retain data affect the confidentiality of
COMMUNICations.
The operators of electronic communications networks and services and the
service providers referred to in this Article shall nof use retained data for
purposes other than those indicated in the following paragraph or permitted
elsewhere under this Law, and they shall adopt appropriate security measures lo
prevent the loss or alteration of such data and unauthorised access thereto.
3. Data shall be retained for use in connection with a criminal investigation or
to safeguard public security and national defence, and shall be made available
on request to judges, courts or the State Prosecutor's Office. The communication
of such data to the law enforcement agencies shall be subject lo the legislation on
personal data proteclion.
4. The categories of data to be retained based on the 1ype of service provided,
the period during which such data are to be retained in each case, subject to the
maximum period provided for in this Article, the conditions under which they are
fc be stored, processed and held in safekeeping, the form in which they are to be
delivered to the bodies authorised lo request them and the manner in which they
are lo be destroyed upon expiry of the relevant retention period unless they
should be required for these or other purposes provided for in this Law, shall be
as defined in the relevant implementing regulations.”
The application of the foregoing provisions will require a Regulation setting out
specific rules for the various aspects of data retention referred to.

Sweden Swedish telecommunications legislation gives operators cettain possibilities to
retain traffic data without consent from the subscriber. This applies to
information necessary for billing of subscribers and payment for certain other
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Question 1:

Has your country at present any special legislation concerning traffic data

retention or is data traffic retention covered by existing legislation? If not are you
considering legislation concerning traffic data retention?

charges. Information can also be saved in so far as it is necessary to uncover
unauthorised use of the network.

A Government Committee has given consideration i.a. to parts of the new Data
Protection Directive, in a recently published report in which new
telecommunications legislation is proposed. Although article 15 of the Directive
provides a possibility to instruct operators to retain traffic data to meet needs of
law enforcement authorities, no such obligation is suggested in the report. This
issue is, however, presently the subject of discussions in Sweden.

United
Kingdom

In the UK the Anti-Terrorism Crime and Security Act was passed in 2001, an
emergency piece of legislation, in response to the attacks on the USA on
September 11 of last year. Part 11 of that Act specifically deals with the retention
of communications data for the following purposes:-
L. for the purpose of safeguarding national security; or
ii. for the purposes of prevention or detection of crime or the prosecution of
offenders which may relate directly or indirectly to national security.
The Act outlines the requirement for, at least initially, a voluntary Code of
Practice relating to data retention. This voluntary Code or Practice is currently
under development. The Home Office is in the process of consulting with
industry, the Office Information Commissioner, other government depariments
ard law enforcement agencies. -
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Questionnaire 2: Has your country yet focussed on a specific period of time for the
retention of traffic data? Have you also considered what kind of traffic data should be

retained?

Country

Answer

Austria

The current obligation to Tetain data for subscriber billing applies up to the
deadline for legally contesting the bill or asserting a claim to payment. Moreover,
exchange data must immediately be erased or made anonymous by the service
provider when the call is terminated (see also reply to Question 1; Section 93(1)
and (2) of the TKG).

Belgium

The Computer Crime Act provides that the period for the retention of data will be
determined in the implementing regulation to be taken by the government;
however, it is already specified that this period shall be of a minimum of 12
meonths. '

The type of data to be retained shall also be determined in the implementing
regulation. These data are broadly defined in the Computer Crime Act as data
related to the "call" ("donndes d'appel” in French) via means of
telecommunications and data related to the identification of the user of
telecommunication means. -

The implementing regulation is under preparation; at this stage, this preparation
has not yet given rige to a public text. ;

Denmark

A it appears from the answer to question 1 above, telecommunications
companies and Internet service providers according to section 786 of the
Administration of Justice Act have to record and store ("log") the information on
tele communications and Internet communications for one year.

The detailed (technical) rules on this logging — including regulation on what kind
of traffic data must be recorded and stored — will be prescribed by the Minister of
Justice following negotiations with the Minister of Science, Technology and
Innovation and otherwise following a dialogue with the industry.

Finland

According to the Act on the Protection of Privacy and Data Security in
Telecormmunications, section 10.2 a telecommunications operator may process
identification information relating to the determination of the
telecommunications bill for a maximum period of three years after the
telecommunications bill has been paid in full, however, not longer than the
payment of the telecommunications bill may be collected unless otherwise
provided for elsewhere. The obligation of a telecommunications operator to store
identification information relating to the determination of a telecommunications
bill shall be provided for by Decree. .

According to the above mentioned Decree on the Protection of Privacy and Data
Security in Telecommunications the operator is obliged to store identification
information relating to the determination of a telecommunications bill at least 3
months from the date the bill has been due. If there 1s a disagreement concerning
the telecommunications bill, the information has to be kept until the matter has
been agreed upon or solved.

The police authorities and Ministry of Interior has considered that the appropriate
and effective time for the operators to keep the traffic data (including connection
information, "logs™) should be 2 years. This should be taken into account when
updating the Privacy Protection Act. :

France

Germany

The comments on question 1 refer to the existing situation under German law
with regard to the possibility of data retention. The question of the period of time
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Questionnaire 2: Has your country yet focussed on a specific period of time for the
retention of traffic data? Have you also considered what kind of traffic data should be

retained?

for retaining data will be examined in connection with a possible data-retention
obligation.

Greece

Ireland

The Direction (referred to in Answer 1) requires licensed operators to retain
existing traffic data and future traffic data for not less than 3 years after the date
of their generation.

The proposed primary legislation (referred to in Answer 1) will require licensed
opetators to retain information concerning the use made of telecommunications
services provided by them for any person for a period of 3 years after such use.
It is expected that traffic data in the primary legislation will be defined in same
manner as it has been in the Directions. Traffic data will mean any data processed
by the licensed operator in connection with transmitting or receiving a
telecommunication message on a telecommunications network or charging for it
and includes, in relation to any message, data concerning

(a) its routing, duration or time, .

(b) the location of the sender's or recipient's terminal equipment,

(c) the network on which the message originates or terminates, and

(d) the beginning, end or duration of its connection to the network.

Italy

Tt is quite difficult to be aware in advance of how much time it will take from the
moment the crime was committed and the beginning of the investigation.
Therefore, as a general principle, the longer traffic data is retained the better it is.
However we do understand that the retention of this information for an unlimited
period is not possible. The general understanding is that high tech investigation
very rarely start a year later the incident has oceurred. It should be also
censidered that traffic data are both saved on-line and off-line (on storage media).
Data on-line are easily available but the storage available space is limited. Off-
line data are saved on storage media, are generally ;not immediately available, but
can be stored on a practically unlimited space. Some providers make a precise
distinetion between op-line and off-line preservation time. For what concerns the
kind of data that should be retained by Internet Service Provider, Italy, together
with other G8 members, assembled a specific list (attached) of minimum data
that should be preserved for law enforcements needs.

Luxembourg

Netherlands

As stated above, there is a legal requirement in certain specific cases to retain a
limnited set of data for a period of three months after the data have been processed
for the first time. This requirement is limited to the times when the
communication took place, the numbers matching those times and the base
station.

Poriugal

Spain

Period of retention:

No specific time period is stipulated in relation to tfhe retention of data provided
for in Article 65 of the Regulation approved by Royal Decree 1736/1998 of 31
July, with the length of time for which the traffic data may be retained varying
depending on the purpose for which the data are used. Accordingly, the
maximum periods are as follows: -

—  Billing: as long as necessary. !

~  Dealing with customer complaints: five years (genetal limitation period for
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Questionnaire 2:
retention of traffic data? Have you also considered what kind of traffic data should be

Has your country yet focussed on a specific period of time for the

retained?

personal actions).

_ Marketing: indefinite (the data may be used until the customer withdraws

his consent).

A maximurn period of 12 months has been established in relation to the retention

obligation prov1ded for in Article 12 of Law 34/2002. This maximum period will

be stipulated in each case by the Regulation implementing Article 12,

Type of data:

Article 63 of the Regulation approved by Royal Decree 1736/1998 sets out the

data which can be retained for the purposes of billing, dealing with complaints

and marketing:

—  The number or identity of the customer.

—  The address of the customer and the type of terminal used for the calls.

—  The number of units to be billed during the accounting year.

—  The number of the customer who receives the call.

~  The type, time of commencement and duration of the calls made or the
volume of data transmitted.

—  The date of the call or service.

-  Other data relating to payments, such as payment in advance, payment in
instalments, disconnection and notification of bills.

Pursuant to Article 12 of Law 34/2002, the data which must be retained are

"connection and traffic data generated by communications established during the

provision of an information society service". Article 12 stipulates that this refers

orly to the data necessary to:

—  Facilitate the localisation of the terminal employed by the user to transmit
information, in the case of data to be retained by Internet access providers
and telecommunications operators.

—  Identify the source of the data stored and the tlme at which pr0v151on of the
service commenced, in the case of data to be retained by host service
providers.

In no circumstances may the data retained include data protected by the

confidentiality of communications.

Sweden The Committee report suggests that that traffic data may be retained no longer
than 12 months. Law enforcement authorities have suggested that a minimum of
12 months is necessary. Discussion on what kind of traffic data should be
retained is only in its initial stages.

United Currently the time periods under consideration vary according to the type of data

Kingdom concerned they are a minimum of 6 months and a maximum of 12 months for

retained data. i

Communications date has been defined in the following way:-

"Communications data” means any of the following-

a. any traffic data comprised in or attached to a communication (whether by the
sender or otherwise) for the purposes of any postal service or
telecommunications system by means of whlc.h it i being or may be
transmitted;

b. any information which includes none of the contenls of a communication
(apart from any information falling within paragraph (2)) and is about the use
made by any person —

(i) of any postal service or telecommunications servwe, or

(ii) in comnection with the provision fo or use by|any person of any
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Questionnaire 2: Has your country yet focussed on a specific period of time for the
retention of traffic data? Have you also considered what kind of traffic data should be

retained?

telecommunications service, of any part of a telecommunication system;
¢c. any information not falling within paragraph (a) and (b) that is held or
obtained, in relation to persons to whom he provides the service, by a person
providing a postal service or telecommunications service.

(1) Traffic data in relation to any communication, means-

(2) any data identifying, or purporting to identify, iy person, apparatus or
location to or from which the communication is or may be transmitted,

(b) any data identifying or selecting, or purporting to identify or select, apparatus
through which, or by means of which, the communication is or may be
transmitted, !

(¢) any data comprising signals for the actuation of apparatus used for the
purposes of a telecommunication system for effecting (in whole or in part)
the transmission of any communication, and

(d) any data jdentifying the data or other data as data comprised in or attached to
a particular communication,

but that expression includes data identifying a computer file or computer program

aceess to which is obtained, or which is run, by means of the communication to

the extent only that the file or program is identified by reference to the apparatus
in which it is stored.

"location data” means any data processed in an electronic communications

network, indicating the geographic position of the terminal equipment of a user

of a publicly available electronic corpmunications service.
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Questionnaire 3: Has your country considered allowing traffic data retention for
purposes other than billing, sach as network security purposes?

Country

Answer

Austria

The Austrian Federal Ministry of Transport, Innovation and Technology is
curtently preparing a Law on Communications, which already exists in draft
form. Consideration is being given to inclusion in the draft of a rule obliging
providers to retain exchange data for a given period for prosecution purposes.

Belgium

Campulsory data retention under the Computer Crime Act is only provided in the
framework of criminal investigation. There is no legal initiative presently
pending regarding data retention dedicated to secure networks.

Denmark

The amendment of section 786 of the Administration of Justice Act was as
mentioned above passed by Parliament in order to improve the investigative
possibilities of the police. !

Finland

Yes. According to the Act on the Protection of Privacy and Data Security in
Telecommunications, section 18, the police has a right to obtain information
about calls made to a subscription when it is necessary for the investigation of
certain setious crimes as well as the identification information relating to
messages sent from a mobile phone. In addition to that the operator may give
police or other authorities receiving emergency calls the necessary identification
information, such as the number, installation address, user , location of the
support station through which the emergency call has been placed. The right of
an authority to obtain identification information for the pre-trial investigation

France

shall be governed by the Coercive Measures Act (450/1987).

Germany

See reply to question 1.

Greece

Ireland

The proposed primary legislation on the retention of traffic data will provide for
cempliance with any request from the police (Garda Siochana) or the Defence
Forces for disclosure of data, in the interests of the prevention and investigation
of setious crime, in the interests of national security and in the discharge by
Ireland of its international obligations relating to terrorism.

Italy

Yeas, as said before, the limiting of data retention only for billing purposes does
not take into right consideration the need for both private and public safety.
The review of current legislation should include also cover these important
issues.

Luxembourg

Netherlands

Yes. Within the context of discussions on the new privacy directive for the
electronic communications sector, the Netherlands has urged to have explicit
provision for the option in Article 6 of the directive, whereby traffic data may be
used in non-anonymous form not only for billing but also for prevention of fraud,
traffic regulation and the provision of information to customers. This proposal
has been rejected by the other Member States and by the Commission.

Portugal

Spain

Yes, for the purposes referred to in Article 12.3 of Law 34/2002.

Sweden

According to present legislation, traffic data need mot be erased or made
anonymous so far as it is necessary to prevent or uncover unauthorized use of the
network. New rules in this regard are not considered at present.

United

Under the Anti-terrorism, Crime and Security Act 2001 data can be retained for

i
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Questionnaire 3: Has your country considered allowing traffic data retention for
purposes other than billing, such as network security purposes?

Kingdom two purposes over and above business purposes. These are:-

for the purpose of safeguarding national security; or

ii for the purposes of prevention or detection of crime or the prosecution of
offenders which may relate directly or indirectly to national security. -

The telecommunications industry is able to retain data for business purposes and
| where appropriate this may include purposes such as network security.
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Questionnaire 4: What is the present procedure for a law enforcement authority to
obtain traffic data from a service provider? Has this procedure proven to be efficient and

effective?

Country

Answer

Austria

Under Section 89(2) of the TKG, service providers are obliged to cooperate to
the necessary extent in surveillance of telecommunications; they are obliged to
make available all equipment needed for surveillance of a telecommunication by
Section 89(1) of the TK.G. Such obligation is given concrete form in Section 3(2)
of the Order of the Federal Minister for Transport, Innovation and Technology
concerning the surveillance of telecommunications (Surveillance Regulation —
UV0). Pursuant thereto, most telephone-service providers must have ready in
their installations the facilities for making available content and any other
information necessary for the surveillance of telecommunications; this means
above all: the address of the subscriber line under surveillance, the addresses
dialled from the subscriber line under surveillance, even when a call does not get
through, any incomplete addresses dialled from the subscriber line under
surveillance, where an attempted

call is prematurely terminated, the addresses of subscriber lines from which the
subscriber ling under surveillance is dialled, even when a call does not get
through, in the case of mobile-telephone lines under surveillance, the cells
carrying the call under surveillance, the beginning of the call or attempted call
with date and time, the end of the call or attempted call with date and time and
the duration of the call. Straight intemnet-service providers are not covered by the
obligations in the Surveillance Regulation (UVO). Both content and exchange
data are released to prosecuting authorities by the service provider solely on the
basis of a court decision pursuant to the Code of Criminal Procedure (Sections
149a et seqq of the StPO). As from 1 October 2002, where providers are obliged
to cooperate (Section 89(2) of the TKG), they must in addition be instructed as to
the scope of that obligation by court decision. On the basis of a court decision,
providers are obliged to release exchange data. This is done by providers’
employees examining the relevant data and communicating them to the court or
to the Police or Gendarmerie Department responsible for the investigation.

Belgium

The present procedures is the procedure which allows the tracking or the
interception of telecommunications. Police officers cannot autonomously ask an
ISP (Internet Service Providers) for traffic data. Public Prosecutors can
attonomously issue a request to obtain traffic data from an ISP. In most cases
these requests have to be confirmed by an Examining Magistrate. Interception of
traffic data is only allowed for the purpose of the investigation of a limited
number of serious crime.

The request has to be motivated (mention facts and legal provisions). The request
can ask for historical data but also for traffic data of future connections. In most
cases the execution of the formal request of the magistrate is done by a police
officer.

The present procedure enables to have access to traffic data, but only if these data
are retained by the ISP. Privacy regulation, including Community Law,
considerably limit the type of data which can be retained and the period during
which the retention is allowed. Most of the time, traffic data will therefore not be
available any more when the law enforcement authorities need to have access to
them.

Denmark

Chapter 71 of the Danish Administration of Justice Act contains rules on
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