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Copyright Enforcement on the Internet – in Three Acts

While we have yet to see a great chilling of technology triggered by the court decisions in P2P cases,
 it is not surprising to see the basic tenets of the P2P cases start to influence attitudes on more mainstream ISPs, both in the courts and legislatures.  Exemplary of this is the Ninth Circuit’s 2007 decision in Perfect 10 v. Amazon.com,
 a decision widely viewed as pro-ISP but which carries the seeds for imposing liability for copyright infringement on a wide variety of internet companies.  

The plaintiff in Perfect 10 v. Amamzon.com was a provider of high-quality pornography, found that many of its photographs of nude models were reproduced on third party sites without authorization.  Just as mp3 technology had caused limited music infringement before P2P search technologies, the proliferation of these unauthorized images would probably be much more limited were it not for effective image search technologies.  So Perfect 10 brought suit against Google and Amazon (which uses Google services) for the activities of “Google Image Search” (GIS).  

Google Image Search (GIS) works like the Google’s text search systems except in the interface it presents to users.  When Google bots discover an image on an Internet website, GIS makes a small-scale (thumbnail) reproduction of the entire image and stores it on Google servers, indexing it pursuant to the text information attendant to the image – which is the actual basis of the user’s search.  When a user types, for example, “Spiders from Mars,” the GIS transmits to and displays on the user’s computer a set of thumbnail images relevant to the David Bowie album, each with a hyperlink.  Clicking on one hyperlink – say www.davidbowietribute.com -- does not take the user immediately to the source page – as the Google text search engine would.  Instead, the user would get a “framed screen with a top third showing the Google-generated thumbnail of Bowie’s band and the hyperlink, while the lower 2/3 of the screen showing the actual third party David Bowie tribute website.  The user has to click on the hyperlink again to get to the third party website without Google’s presence on the user’s screen. 

Perfect 10 brought claims against [a] Google’s creation, storage, and retransmission/display of the thumbnail versions of the Perfect 10 images and [b] Google’s providing the framed hyperlink
 to the full-size image causing the full-size image to display on the user’s computer (while a Google page displayed on the upper third of the screen).
   In the case of the framed hyperlinks, Perfect 10 made separate claims for direct infringement – arguing that Google itself displayed the full-size images – and contributory and vicarious liability for the infringement carried on by the third party websites.


The district court concluded that Perfect 10 was likely to prevail on its claim that the GIS creation, storage, and then transmission of the thumbnail sketches to users infringed the copyright in these images, particularly the right of public display.  While Google raised the same fair use arguments that had succeeded for the image search defendant in Kelly v. Arriba, there was one seemingly important difference.  Because Perfect 10 provided evidence that there was a prospective market for thumbnail images of its models that it had begun to exploit that market (cell phones), the district judge concluded that the fourth fair use factor tipped the analysis in favor of the copyright holder.
  (It is not clear why the court made these determinations vis-à-vis the right of public display, since a market for downloadable thumbnails is a market that involves rights of reproduction and distribution, while we have never had a determination that the image on a cell phone is publicly displayed.)

Concerning the framed hyperlinks, the district court concluded that GIS activities did not constitute direct infringement of Perfect 10’s distribution or display right for those images – on the grounds that GIS only provides a user’s computer with the directions to retrieve an image from the internet, not the image itself,
  commonly called the “server test” for distribution.   The district court also concluded that Google was neither contributorily nor vicariously liable for infringement by third party websites – to which the GIS might direct Internet users.  


The Court of Appeals embraced the district court’s use of the “server test” for internet distribution of works and affirmed the conclusion GIS neither directly distributes nor displays the full-size images hosted on third party websites.  While affirming the district court conclusion on direct liability for the full-size images, the Court of Appeals disagreed with the district court’s analysis on both direc t liability for the thumbnail images and for contributory liability for the full-size images.  As to the former, the Court of Appeals essentially reaffirmed – and strengthened -- its Kelly v. Arriba reasoning that a visual search engine’s creation and distribution of thumbnail images is (or is likely to be) a fair use, despite a fact pattern suggesting displacement of a market that the copyright owner was attempting to exploit.


While the court’s fair use analysis in relation to the thumbnail images raises some interesting issues,
 it is the court’s discussion of contributory liability that merits our attention here.  First, neither the trial court nor the appellate court began their analysis with 17 U.S.C. §512, although Google is unquestionably a §512(d) information location service provider and the Ninth Circuit had already held that section 512 shields ISPs from both direct and secondary liability.
  

Instead, the appellate panel began with a discussion of Napster and its holding that “if a computer system operator learns of specific infringing material available on his system and fails to purge such material from the system, the operator knows of and contributes to direct infringement.”
  After further discussion for the standards of contributory liability in Napster, Netcom, and the Supreme Court’s Grokster decision, the panel concluded “that a computer system operator can be held contributorily liable if it ‘has actual knowledge that specific infringing material is available using the system’ and ‘can take simple measures to prevent further damage’ to copyrighted works, yet continues to provide access to infringing works.”
  Disagreeing with the district court’s analysis that “Google did not materially contribute to infringing conduct,” the appellate panel concluded:

There is no dispute that Google substantially assists websites to distribute their infringing copies to a worldwide market and assists a worldwide audience of users to access infringing materials.  We cannot discount the effect of such a service on copyright owners, even though Google’s assistance is available to all websites, not just infringing ones.  Applying our test, Google could be held contributorily liable if it had knowledge that infringing Perfect 10 images were available using its search engine, could take simple measures to prevent further damage to Perfect 10’s copyrighted works, and failed to take such steps.

The panel then concluded that the factual record from the district court was not inadequately developed on these issues and remanded the case.


Much can be made of this test announced by Judge Ikuta and her panelists. This is because we are fast moving to a world where, relative to its size, wealth, and technological capacities, Google can take “simple measures . . .to prevent further damage to [the] copyrighted works.”  In a world where Google’s subsidiary YouTube is deploying Google-developed filters to detect and remove tens of thousands of hours of moving images, how will Google be able to argue that filters to identify and remove a few thousand still images are not “simple measures”?  

In this respect, one wonders if the district court and Court of Appeals seems to have looked at things in the wrong framework – or without current information about filtering technology.  The district court had found that “Google’s software lacks the ability to analyze every image on the [I]nternet, compare each image to all the other copyrighted images that exist in the world . . .  and determine whether a certain image on the web infringes someone’s copyright.”
  The Court of Appeals held this finding was not clearly erroneous,
 but perhaps both courts misunderstood the appropriate test.  Google would not be asked to “compare each image to all the other copyrighted images that exist in the world,” it would only be asked to compare each image it wants to index to the copyrighted images that have been submitted to it by copyright owners like Perfect 10.
  This is exactly what the filters on YouTube are now being designed to do.

# # # #
� 	Following the MGM v Grokster litigation there was a fair amount of hyperbolic rhetoric such as that the decision would cause “ten years of chilled innovation,” See Robert Hof, Ten Years of Chilled Innovation, interview with Professor Lawrence Lessig, BusinessWeek,  June 29, 2005, at � HYPERLINK "http://www.businessweek.com/technology/content/jun2005/tc20050629_2928_tc057.htm" ��http://www.businessweek.com/technology/content/jun2005/tc20050629_2928_tc057.htm�.  See also Poster at SiliconValley.com (“Monday's Supreme Court decision in MGM v. Grokster may well be the beginning of technology's next long winter.”)


� 	[PROVIDE FOOTNOTE]


� 	[PROVIDE DEFINITION OF FRAMED HYPERLINK]


� 	[PROVIDE FOOTNOTE]


� 	[PROVIDE FOOTNOTE] 416 F. Supp. at 844.   The district court also concluded that Google’s use of the thumbnails was more commercial that Arriba’s because of Google’s very successful advertising sales, Id.  at 849.  All this made the district court conclude that the first factor tipped “slightly” toward Perfect 10.


� 	Id. at 844-845.


� 	The Court of Appeals strengthened its Kelly holding by saying that the fourth factor has diminished importance when considering the activities of a search engine, but the panel avoided creating a more blanket ruling that thumbnails created by visual search engines are per se fair use by noting that “the district court did not make a finding that Google users have downloaded thumbnail images for cell phone use.  This potential harm to Perfect 10’s market remains hypothetical.  We conclude that this factor favors neither party.” Paragraph 16. 


� 	The first issue is how a doctrine principally developed in a text-based copyright environment is to be applied to an image-based copyright environment.   A small percentage of text in a work can serve the purposes of a critic, a news reporter, or a search engine user, but a small percentage of a (still) visual work will rarely be as serviceable in parallel circumstances. The Ninth Circuit panel addresses this problem – as in the Kelly v. Arriba  case – by recognizing that the amount taken is viewed relative to the use and that, then, still image search engines need to present entire images.  This reasoning will not apply to something experienced linearly – across time – i.e. text, sound recordings, and moving images beyond a couple seconds.  The second difficult issue coming out of Kelly and Perfect 10 is how to interpret “transformative.” [MORE]  


� 	Napster, 239 F.3d at 1025.


� 	_________ quoting Napster, 239 F.3d at 1021.  Of course, this immediately raises an interesting point – in Napster, the infringing materials was not “on” Napster’s servers, although it would be fair to say it was “on” Napster’s “system.”   


� 	[CITE TO CASE]


� 	[CASE CITATION]


� 	416 F. Supp. 2d at 858


� 	[CASE CITATION].  This Court of Appeals discussion of the filtering technology occurs in the opinion’s section on vicarious liability, but would appear to apply to the test announced for contributory liability as well.  Indeed, the panel noted in the vicarious liability discussion that “google’s failure to change its operations to avoid assisting websites to distribute their infringing content may constitute contributory liability.” [CASE CITATION] 


�   I made the same error – assuming that the relevant question concerns all copyrighted works -- in a prior article.  Justin Hughes, The Internet and the Persistence of Law, 44 Boston College Law Review  359, 384, n. 81 (2003).








