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Introduction



Surprisingly, the well-established practice of ‘caching’ has become a controversial copyright issue in Europe only recently. The current discussion focuses on Article 5(1) of the proposed Copyright Directive (CD), as amended by the European Commission on 21 May 1999.� The provision exempts from the right owners’ reproduction right “temporary acts of reproduction such as transient and incidental acts of reproduction which are an integral and essential part of a technological process, including those which facilitate effective functioning of transmission systems, whose  sole purpose is to enable use to be made of a work or other subject matter, and which have no independent economic significance.” As amended the provision would apparently allow (economically “insignificant”) forms of caching without the right owners’ consent. Earlier versions, notably the provision adopted by the European Parliament in first reading on 10 February 1999, suggested otherwise, thereby causing concern among Internet access providers and other intermediaries.�



The present study, part of the interdisciplinary DIPPER project, looks at the copyright aspects of caching. As the DIPPER Technical Report has clarified, caching may occur at two or more distinct levels of the networked communication process:

Proxy (web) caching (also called ‘system caching’ or ‘server caching’), i.e. the temporary storage of previously delivered web pages by or under control of an access provider or LAN operator. Typically, a document will remain in the proxy cache for several hours, a day or possibly even longer. Note that the definition of proxy caching used in this report includes ‘LAN caching’  which is treated as a separate category in the Technical Report. Since the copyright problems raised by the latter are largely the same, for the purposes of the present study a broader notion of proxy caching is preferred.

Client caching, i.e. the temporary storage of previously loaded or downloaded documents by or under control of the end-user, triggered by the user’s browser software. Depending on the user’s preferences and usage patterns, a document will remain cached for hours, days, weeks or even months.



Note that caching is not a clearly defined legal or technical notion. In some cases ‘pure’ caching functions will be combined with editorial, archiving or other (related)  activities.� Unless otherwise indicated, in this study references to ‘caching’ will refer to proxy caching, the activity that is central to the DIPPER study.



Three somewhat related practices are not discussed:

Store-and-forward transmission (sometimes called ‘transmission caching’), i.e. the process of intermediate storage of digital packets sent over computer networks as the packets are being transmitted from node to node. Copies of the packets are very briefly stored (typically for a few milliseconds) until the destination node confirms reception of the packet. Store-and-forward transmission would have copyright implications only in exceptional cases, since copies are fleeting and copied digital packets are generally far to small to qualify even as partial reproductions.�

Mirroring, i.e. the complete reproduction of an entire web site. Mirror sites are normally established to reduce congestion of popular sites. Unquestionably, this practice requires the authorisation of the owner of the ‘mirrored’ web site and possible other right holders; in practice, most mirror sites are indeed licensed.

Archiving, i.e. the complete or partial reproduction of a web site for archival purposes. Archiving will be permitted without authorisation only if applicable national copyright law provides for an exemption for archival purposes or if a general ‘fair use’ type exemption would apply.



The copyright aspects of caching will be discussed primarily from the perspective of international and European copyright law. Thus, the present report will focus on the WIPO Copyright Treaty of 1996 and the European Copyright Directive, which is still in the making. Wherever relevant, the copyright analysis will be supplemented with discussions of national law and precedent, both from Europe and the United States. Neighbouring rights (e.g. in performances, sound recordings or broadcast programs) are not separately discussed. Since the rights protected under neighbouring rights regimes are similar to copyright rights, the analysis and conclusions of this report may be applied mutatis mutandis.



The structure of this report is as follows. First, Chapter 2 will provide an analysis of the copyright aspects of caching under current and emerging law. The related question of Internet (access) provider liability in respect of proxy caching will subsequently be discussed in Chapter 3. Finally, a number of alternative legal solutions will be examined in Chapter 4.



This report was written by Bernt Hugenholtz, Professor of Copyright Law at the Institute for Information Law (IViR) of the University of Amsterdam, with the assistance of Kamiel Koelman, research fellow at IViR, who drafted most of Chapter 3. The author is grateful for comments and suggestions received from the participants to the DIPPER Conference which took place in Oslo on 27-28 August 1999.

�

Copyright analysis



Introduction: the objectives of copyright



Even without engaging into an in-depth analysis of copyright it is clear that both proxy and client caching are ‘hard cases’ situated somewhere across the borderline of copyright protected and exempted uses. In order to facilitate the interpretative analysis which is the centrepiece of this study, it appears useful to first briefly describe the various rationales underlying the copyright regime.



The raison-d’être of copyright is far less rational than observers from the technical or exact sciences might wish. Unlike the law of the United States, where utilitarian considerations of industry and information policy are directly reflected in the Constitution, continental-European ‘author’s rights’ are based primarily on Lockean notions of natural justice. “Author’s rights are not created by law but always existed in the legal consciousness of man”.� In the pure droit d’auteur philosophy, copyright is an essentially unrestricted natural right reflecting the ‘sacred’ bond between the author and his personal creation.� 



Of course, even in continental Europe other, somewhat more rational rationales underlying the copyright equation are recognised as well.� Below three of these arguments are briefly introduced; needless to say, other arguments are sometimes advanced as well, both pro and contra. Note that most of the arguments presented here support, or take as a given, that copyright is not an unlimited right, but serves its goals best if both its subject matter and its scope are tailored to the specific needs of society.



Market failure argument

An argument frequently encountered in ‘law and economics’ literature is that copyright serves as a cure to market failure. Since the subject matter of copyright (the ‘work of authorship’) is information, which can be reproduced and distributed at near-zero cost, absent copyright protection all information would be a public good. Without some form of exclusivity which enables the trade (e.g. by granting licenses) in information goods, the incentive to produce these goods might be insufficient. The ‘market failure’ rationale favours the establishment of (exclusive, tradable)  property rights in information much in the same way as property rights were once created in land or other tangible objects. Conversely, economic arguments might also justify curtailing the scope of the exclusive right, e.g. if the transaction costs incurred by acquiring a large number licenses in pre-existing works would unduly stifle the production of new works incorporating (parts of) old works.



Dissemination of ideas

From a more idealistic perspective copyright serves as the vehicle of disseminating ‘ideas’ (in the broadest sense of the word) – as the ‘engine of free expression’. Together, the ‘market failure’ argument and the idealistic rationale are reflected in the U.S. Constitution’s oft-quoted Copyright Clause (Article 1 Section 8): “[t]o promote the progress of science and useful arts, by securing for limited times to authors and inventors the exclusive right to their respective writings and discoveries.”



By focussing on the freedom of expression and information as copyright’s principal goal, the idealistic rationale favours an exclusive right of limited breadth and scope. Again, the right would be counter-productive if over-breadth of protection would stifle (new) speech or unduly inhibit the free and unfettered distribution, imparting or reception of information (as protected, e.g., by Article 10 of the European Convention on Human Rights).



Protection of culture

The ‘cultural’ rationale is different from the preceding arguments in that it aims primarily at protecting and enhancing the cultural heritage of a nation or state. Here, protecting authors and their works is a function of protecting national culture at large. By granting exclusive rights, creators are – again – inspired to create and thereby contribute to the common heritage. Moral rights, moreover, serve an important function in protecting works of art against mutilation and other forms of degradation. Again, overprotection would run counter to the goal of protecting and promoting culture. Unlimited rights in existing works would prevent the creation of new works that, by necessity, would build upon pre-existing culture.



Industrial policy

Increasingly, copyright is seen as an instrument of industrial policy - a political tool to stimulate the growth of a rapidly emerging information industry. Although the industrial policy argument is often advanced merely to promote the interests of right holders, it is in fact neutral in its orientation. Ideally, an industry policy aimed at fostering a prosperous information industry would duly take into account the interests of all ‘players’ that keep the industry alive: creators, distributors, vendors, intermediaries and consumers alike. Also, it is often overlooked that information producers are often information users at the very same time.





International framework: Berne Convention and WIPO Copyright Treaty



Copyright subsists in original literary, artistic and scientific works. The copyright owner has the exclusive right to exploit the work in which he owns the copyright. In most national copyright laws these exploitation rights� are defined as a number of restricted acts, such as the right of reproduction, publication, public performance, etc. The exclusive rights are limited by a set of statutory exemptions or privileges, some of which may be relevant to caching.



The Berne Convention serves as the world-wide framework of international copyright protection. The Convention protects foreign nationals of a convention state according to the principle of national treatment. In addition, the Berne Convention sets certain minimum standards of copyright protection which may be invoked by foreign nationals directly before the courts. Formally, the Convention deals only with international situations; however, since countries party to the Convention will not wish to discriminate against national authors, national levels of copyright protection will inevitably comply with Berne Convention minimum standards. 



At present, some 140 states have ratified the Berne Convention, an increase in membership of over 100% in the last 20 years. The Convention’s spectacular success is due in large part to the TRIPs Treaty which was concluded in the framework of the General Agreement on Tariffs and Trade (GATT) in 1995. Pursuant to Article 9 of the Agreement, Member States must comply with the provisions of the Berne Convention (except for the moral rights clause of Article 6bis BC), on penalty of being subjected to the international trade sanctions which are a prominent and powerful feature of GATT. 



During the WIPO Diplomatic Conference that was held in Geneva in December 1996, the Berne Convention was supplemented by a treaty that deals specifically with certain ‘digital’ issues, the WIPO Copyright Treaty (WCT).� The Treaty will enter into force upon ratification by thirty states. It is expected all European Union Member States, as well as the European Community, will do so in the years to come, following the adoption and subsequent implementation of the Copyright Directive discussed below (§ 2.3 et seq.). 



Reproduction right

The set of exploitation rights guaranteed under the Berne Convention is surprisingly limited. The most important right by far is the right of reproduction of Article 9 (1) BC: 

“Authors of literary and artistic works pro�tected by this Convention shall have the exclusive right of authorizing the reproducti�on of these works, in any manner or form.”



According to the WIPO Guide to the Berne Convention the words “in any manner or form” encompass all methods of reproduction: “design, engraving, lithography, offset and all other printing processes, typewriting, photocopying, xerox, mechanical or magnetic recording (discs, cassettes, magnetic tape, films, microfilms, etc.), and all other processes known or yet to be discovered.”�



There is general agreement that the storage of a protected work in a digital medium amounts to ‘reproduction’ within the meaning of article 9 (1) BC. The words “in any manner or form” are clearly meant to cover all methods of reproduction, including storage in electronic digital form. Clearly, there is reproduction whenever protected works stored in digital form are uploaded or downloaded to or from a host computer or server. Whether this is also true for acts of temporary copying inherent to the technique of caching will be discussed elsewhere in this report.



The reproduction right may be limited “in certain special cases” in accordance with Article 9 (2) BC:

“It shall be a matter for legislation in the countries of the Union to permit the reproduction of such works in cert�ain special cases, provided that such reproduction does not conflict with a normal exploitation of the work and does not unreasonably prejudice the legitimate interests of the author.”



The interpretation of Article 9 (2) - the so-called three-step test - is important in determining the scope of the limitations of the reproduction right under national law. Even if Article 9 (2) was adopted unanimously at the Stockholm conference that led to its introduction, there is considerable dispute over its precise meaning. The wording “in certain special cases” seems to indicate that limitations may only be introduced in exceptional ca�ses. However, Article 9 (2) in fact gives Union countries broad latitude; it is understood to permit all exemptions that existed at the time of the Stockholm Conference in 1967.



The minutes of the conference give little guidance as to what constitutes the ‘normal exploitation’ of a work. According to Ricketson, author of the authoritative treatise on the Berne Convention� “common sense would indicate that the expression ‘normal exploitation’ of a work refers simply to the ways in which an author might reasonably be expected to exploit his work in the normal course of events. Accordingly, there will be certain kinds of use which do not form part of his normal mode of exploiting his work -  that is, uses for which he would not ordinarily expect to receive a fee - even though they fall strictly within the scope of his reproduction right”.



The third condition is that the reproduction “not unreasona�bly prejudice the legitimate interests of the author”. This condition only comes into play if there is no conflict with ‘normal exploitati�on’. ‘Unreasonable prejudice’ may be avoided by the pay�ment of remuneration under a compulsory or statutory licence. 



Right of communication to the public

Surprisingly, the Berne Convention does not provide for a general right of distribution or right of communication to the public. The right of public performance of Article 11 BC is applicable only to dramatic, dramatical-musical and musical works. The broadcasting right of Article 11bis BC concerns either primary over-the-air broadcasting or secondary wireless or cable distribution. Article 11ter BC refers to ‘recitations’; Article 14 (1) (ii) BC to cinematographic adoptions. Arguably, none of these specific rights are directly relevant to the copyright problems of caching discussed in this report.



Only since the adoption of the World Copyright Treaty (WCT) in December 1996 has the right of communication to the public found recognition on a global scale. Pursuant to Article 8 WCT “authors of literary and artistic works shall enjoy the exclusive right of authorizing any communication to the public of their works, by wire or wireless means, including the making available to the public of their works in such a way that members of the public may access these works from a place and at a time individually chosen by them.” 



Article 10 (1) WCT allows the contracting parties to provide for limitations to the right of communication to the public, or the other rights granted under the Treaty, subject to the three-step test. Similarly, Article 10 (2) WCT extends the scope of Article 9 (2) BC to all rights granted under the Berne Convention. 



Moral rights

In addition to the catalogue of economic rights, the Berne Convention provides for a set of moral rights that protect the personality interests of the author (not: the right holder) of the work. Pursuant to Article 6bis BC the moral right includes:

the right to claim authorship of the work (droit de paternité); and

the right to object to any distortion or mutilation of the work that might affect the author’s honour or reputation (droit au respect).



The catalogue of moral rights granted under national law may also include a right of first publication (droit de divulgation) and a right to amend or withdraw the work (droit de repentir). Neither of these moral rights are presently codified in the Berne Convention. The WIPO Copyright Treaty is silent on the protection of moral rights. However, Article 12 WCT does bear a relationship to the droit de paternité in that it prohibits the unauthorised removal or alteration of electronic rights management information.� Article 7 of the proposed Copyright Directive contains a similar provision.



European Copyright Law



Since the early 1990’s the legislative bodies of the European Union have adopted a handful of directives on copyright and related (neighbouring) rights, some of which are particularly relevant to the copyright status of caching. The declared purpose of these directives is to harmonise the level of copyright (and neighbouring rights) protection for all the countries of the European Union – including, by implication,  the non-EU countries within the European Economic Area (Norway, Iceland and Liechtenstein). Typically, all Directives adopted until this day provide for strong, broadly worded exclusive rights, reflecting the European Commission’s apparent desire to achieve a high level of copyright protection for the entire Union.� The Directives are silent on the issue of moral rights.



Software Directive

The Software Directive� is particularly relevant in that it provides, for the first time on a European level, for a broad right of repro�duction. According to Article 4(a) of the Directive, the protected acts include: 

“the permanent or temporary reproduction of a computer program by any means and in any form, in part or in whole. In so far as the loa�ding, displaying, running, transmission or storage of the computer program necessitates such reproduction, such acts shall be subject to authorization of the right owner.”



Database Directive

According to Article 6 of the Database Directive�, in respect of databases the follo�wing acts shall be exclusively protected:



“a) the temporary or permanent reproduction of the database by any means and in any form, in whole or in part; 

b) the translation, adaptation, arrangement and any other alteration of the database;

c) the reproduction of the results of any of the acts listed in (a) or (b); 

d) any form of distribution to the public, including the rental, of the database or of copies thereof [...];

e) any communication, display or performance of the database to the public.”



In keeping with the so-called acquis communautaire achieved by the Software and Database Directives, the proposed Copyright Directive provides for three independent, broadly formulated exclusive rights: right of reproduction, right of distribution and right of communication to the public. In addition, the proposal aims at harmonising copyright limitations (‘exceptions’) existing under national laws by drawing up an exhaustive list of permitted limitations, subject to the three-step test.





2.4 	Caching and the Right of Reproduction



2.4.1 Introduction 



The right of reproduction (or reproduction right) is considered by many, including the European Commission�, to be the ‘core of copyright’. However, this view is no longer shared by everyone. According to some, in the digital networked environment copies are no more than haphazard manifestations of works being transmitted in immaterial form over wired or wireless channels.� Indeed, equating copyright with the exclusive right to reproduce a work is oversimplifying matters. Copyright deals with (and protects) the communication of the work; reproducing it may or not be instrumental to that end.�



But even if considered ‘the core of copyright’, it is important to realise that ‘reproduction’ in copyright law is not a technical concept, but primarily a legal notion. As the Legal Advisory Board of the European Commission has stated in its Reply to the Green Paper on Copyright in the Information Society: 



“The notions of ‘reproduction’ and ‘communication to the public’ are only fully under�stood if they are interpreted not as technical, but as normative (man-made) notions, i.e. they are not in a simple sense descriptive but purpose-oriented and used to define and delimit existing proprietary rights in a sensible and acceptable way. Thus, if the use of a protected work transmitted over a computer network causes (parts of the work) to be intermediately stored, this technical fact does not, in itself, justify the conclusion that an exclusive reproduction right is potentially infringed.”�



Stated otherwise, in interpreting the reproduction right, or any of the other economic rights copyright owners may enjoy, the objectives of copyright (supra, § 2.1) must be taken into account. Even if the purpose of copyright would be merely to enable the copyright owner to benefit from the market potential of his work, then the reproduction right should be instrumental in achieving that goal – no more, no less. Thus, as Professor Lehmann has observed, the interpretation of the reproduction right should not be made dependent upon technical coincidence.� 



An even stronger argument for limiting the scope of the reproduction right presents itself if considerations of market efficiency are taken into account. As is discussed in the DIPPER Economic Report, a broad interpretation of the reproduction right to include each-and-every technical copy would probably raise transaction costs incurred in acquiring licenses to inefficiently high levels. 



A fortiori, if we would take as the principal objective of copyright promoting the dissemination of ideas or access to cultural goods, a ‘normatively’ interpreted right of reproduction need not encompass all copies in a purely technical sense. Obviously, the dissemination-enabling rationale of copyright does not support a reproduction right that would effectively stifle digital, network-based communication. In sum, interpreting the right of reproduction is a more complex undertaking than simply identifying technical copies. 



The normative nature of the reproduction right was recognised, at a very early stage, by Joseph Kohler, the ‘godfather’ of continental-European copyright law. According to Kohler, technical criteria should not determine the scope of the reproduction right. What is decisive, then, is whether or not a copy of a work is intended to serve as a means of communicating [the work] to others.�  In other words, copyright protects against acts of unauthorised communication, not consumptive usage.�

 

Indeed, the mere reception or consumption of information by end-users has traditionally remained outside the scope of the copyright monopoly.� Arguably, the right of privacy and the freedom of reception guaranteed in Articles 8 and 10 of the European Convention on Human Rights would be unduly restricted if the economic right would encompass acts of reception or consumptive usage.�



In modern European doctrine and case law Kohler’s interpretation of the right of reproduction has gradually been objectified, thereby admittedly becoming somewhat less purpose-oriented, and more geared towards the copy’s technical potential. The right of reproduction, then, covers any copy suitable for communicative purposes.�





2.4.2 Temporary copies



The issue of temporary copying, which has caused so much confusion and controversy in the context of the WIPO Treaties and the present proposal for a Copyright Directive, is not entirely new to copyright. In the early days of broadcasting the so-called ephemeral recording of protected (musical) works for the purpose of broadcasting and subsequent temporary archival was an equally contested issue�, which eventually lead to a compromise provision in the Brussels Revision (1948) of the Berne Convention (Article 11bis(3) ): 



“[…] It shall […] be a matter for legislation in the countries of the Union to determine the regulations for ephemeral recordings made by a broadcasting organization by means of its own facilities and used for its own broadcasts.”�



In accordance with Article 11bis(3) BC many member countries of the Berne Union have enacted statutory licenses or limitations permitting the well-established practice of ephemeral recording in the context of broadcasting. Article 5(2)(d) of the Copyright Directive (amended proposal) similarly allows exceptions permitting acts of reproduction “in respect of ephemeral fixations made by broadcasting organisations by means of their own facilities and for their own broadcasts.” In remarkable contrast to Article 5(1) CD, discussed below, the provision does not require for the reproduction to be “transient and incidental”, nor does the “economic significance” criterion apply.



As to the ‘temporariness’ of the ephemeral recordings allowed under Article 11bis(3), the countries party to the Brussels Revision could not find agreement; the matter was expressly left to be determined by national legislation.� According to Ricketson, “[i]n its ordinary meaning, ‘ephemeral’ means ‘transitory’ or ‘passing’, and is used in contrast to ‘durable’ or ‘permanent’. It seems clear from the discussions at the Brussels Conference that this was the distinction that the delegates had in mind.”� Countries that have adopted limitations for ephemeral recordings allow for periods varying from a month to a year.�



The status of ‘digital’ temporary copies first became an issue in the early 1970’s, in anticipation of the revision of the United States Copyright Act (USCA). In the years preceding the new law, computer technology was already recognised as a potentially important medium of reproduction. The statutory definition of ‘fixation’ in Section 101 USCA reflects these early discussions:



“A work is ‘fixed’ in a tangible medium of expression when its embodiment in a copy […] is sufficiently permanent or stable to permit it to be perceived, reproduced, or otherwise communicated for a period of more than transitory duration.”



The definition illustrates that not every incorporation of a work for a brief period of time implicates an act of reproduction the legal sense. The definition excludes such transient copies as the image projected on a television or movie screen.



In the early 1980’s the issue of temporary copying resurfaced, with increasing urgency, with regard to computer programs. Absent patent or copyright protection, software producers and distributors had developed a contractual business model involving the ‘licensing’ (in lieu of outright sale) of copies of computer software to end-users. Having become established trade practice, these so-called ‘user licenses’ - reminiscent more of patent than of copyright licenses - eventually became the model for a legislative solution under copyright. Since copyright traditionally leaves acts of end usage unprotected, the reproduction right had to be ‘stretched’ into an exclusive use right. Thus came into being the broad right of reproduction in respect of computer programs, codified inter alia in Article 4(a) of the Computer Programs Directive�. The right includes: 



“the permanent or temporary reproduction of a computer program by any means and in any form, in part or in whole. Insofar as loading, displaying, running, transmission or storage of the computer program necessitates such reproduction, such acts shall be subject to authorization of the rightholder.”



Whether or not the reproduction right defined in Article 4 (a) of the Directive indeed   encompasses all uses of a computer program is uncertain. Taken literally, the right does not as such imply an exclusive right of loading, displaying or running the protected program. Pursuant to the provision’s rather circular definition, these acts must “necessitate such reproduction” to be covered by the exclusive right. This leaves a certain latitude to national courts and legislators in determining the scope of the notion of ‘reproduction’ of computer programs.�



A broad reproduction right also appears in Articles 5(a) and 7(2)(a) of the European Database Directive, and more recently, in Article 2 of the proposed Copyright Directive. Pending the adoption of the Copyright Directive, in most European countries the copyright status of temporary copy storage in general remains unclear.� A notable exception is the United Kingdom; under Section 17 (6) of the Copyright, Designs and Patents Act (CDPA), “[c]opying in relation to any description of work includes the making of copies which are transient or are incidental to some other use of the work.”



During the Diplomatic Conference that resulted in the WIPO Copyright Treaty concluded in December 1996, several proposals to include a provision on temporary reproduction were tabled, but all were eventually rejected. Instead, a compromise Agreed Statement accompanying Article 1(4) of the WIPO Copyright Treaty was adopted: 



“The reproduction right, as set out in Article 9 of the Berne Convention, and the exceptions permitted thereunder, fully apply in the digital environment, in particular to the use of works in digital form. It is understood that the storage of a protected work in digital form in an electronic medium constitutes a reproduction within the meaning of Article 9 of the Berne Convention.”



Unlike the WIPO Copyright Treaty, the proposed Copyright Directive does contain specific language regarding the scope of the reproduction right in a digital environment. According to Article 2 of the amended proposal:



“Member States shall provide for the exclusive right to authorise or prohibit direct or indirect, temporary or permanent reproduction by any means and in any form, in whole or in part […].” 



The Explanatory Memorandum (p. 30) explains that  “the second element (temporary/ permanent) is intended to clarify the fact that in the network environment very different types of reproduction might occur which all constitute acts of reproductions within the meaning of this provision. The result of a reproduction may be a tangible permanent copy, like a book, but it may just as well be a non-visible temporary copy of the work in the working memory of a computer. Both temporary and permanent copies are covered by the definition of an act of reproduction.” Recital 14 confirms that the European Commission envisages the harmonisation of the reproduction right along the lines of the acquis communautaire, i.e. the Software and Database Directives. 

The broad reproduction right proposed in Article 2 is counterbalanced, to a certain degree, by the mandatory limitation proposed in Article 5 (1). As amended by the European Commission the proposed provision now reads: 



“Temporary acts of reproduction such as transient and incidental acts of reproduction which are an integral and essential part of a technological process, including those which facilitate effective functioning of transmission systems, whose sole purpose is to enable use to be made of a work or other subject matter, and which have no independent economic significance, shall be exempted from the right set out in Article 2.” 



According to the Explanatory Memorandum (p. 35), “[t]he purpose of Article 5 (1) is to exclude from the scope of the reproduction right certain acts of reproduction which are dictated by technology, but which have no separate economic significance of their own. […] Such an obligatory exception at Community level is vital as such short lived reproductions ancillary to the final use of a work will take place in most acts of exploitation of protected subject matter, which will often be of a transnational nature. For instance, when transmitting a video on-demand from a database in Germany to a home computer in Portugal, this retrieval will imply a copy of the video, first of all, at the place of the database and afterwards, in average, up to at least a hundred often ephemeral acts of storage along the transmission to Portugal. A divergent situation in Member States with some requiring authorisation of such ancillary acts of storage would significantly risk impeding the free movement of works and services, and notably on-line services containing protected subject matter.”



The awkwardly futuristic example of the Explanatory Memorandum - on-line video on-demand services are still very much in an experimental stage - is less than helpful in determining the scope of the limitation. The example incorrectly suggests that acts of on-line digital transmission as such implicate the reproduction right. As discussed above (p. 2), this will normally not be the case since temporarily stored digital packets are usually far too small to qualify as ‘reproductions’ in a legal sense.

2.4.3	Caching an (exempted) act of reproduction? 



How then should we qualify acts of proxy or client caching under existing or pending copyright law? Let us first apply the standard commonly applied by courts in Europe. Are copies being generated that are intended or suitable for the further communication of the work?  In answering this question we shall distinguish between client and proxy caching.



Client caching merely facilitates consumptive usage. The temporary reproductions made on the client’s RAM or hard disk have no other purpose than to facilitate browsing or viewing the work. Client caching does not normally enable or facilitate the further communication of documents cached, nor is it otherwise instrumental in exploiting copyrighted works. Even if in theory copies in client caches have the potential of becoming ‘second sources’ of copyrighted documents, it is highly unlikely this will happen in practice. The presence of cached files is not visible to the ordinary user; cached web pages are usually stored in fragments with random file names, each fragment representing a single object of the web page. Moreover, RAM caches will be automatically emptied after shutdown of the computer; documents cached on hard disks will be regularly ‘cleaned up’ after disk space allotted to caching is exceeded or newer versions of objects cached are downloaded. In sum, copies in client caches are neither intended nor (for all practical purposes) suitable for further communication of the cached works. Thus, the right of reproduction is not implicated. 



Moreover, even if the right would apply, end users would probably be exempted on the basis of existing private copying limitations found nearly everywhere in national copyright laws.  However, this may be different if the amended proposal of the Copyright Directive were adopted in its present form. Except for reprographic reproduction (i.e. copying “on paper or similar medium” – Article 5(2)a) CD), the proposal does not appear to leave room for a general private copying exemption. Limitations to the right of reproduction “for private and strictly personal use and for non-commercial ends” are permitted only “in respect of audio, visual or audio-visual” recording media; effective technical protection measures may not be circumvented (Article 5(2)(b) and (bis) CD). Thus, if client caching would not fall under the ‘temporary copying’ exemption of Article 5(1) CD, discussed below, client caching might become a restricted act following the implementation of the Copyright Directive. Arguably, this should be avoided.



Copies made in proxy caches clearly serve a communicative purpose. Indeed, copies in proxy caches are primarily intended for the further communication of the cached works to others (i.e. users served by the access provider). Unquestionably, under the common standard proxy caching amounts to reproduction, even if documents are preserved in proxy caches only temporarily.



However, a normative interpretation of the reproduction right might lead to a different result, depending on the copyright objectives one wishes to take as terms of reference. If the principal rationale of copyright is to secure remuneration for every act of ‘normal exploitation’ of a work,  economic analysis of the practice of proxy caching becomes extremely relevant; see the DIPPER Economic Report. Assuming proxy caching does not amount to (independent) exploitation, but is merely ancillary to non-exploitative acts of network transmission, then, arguably, even proxy caching need not be qualified as reproduction in a legal sense. The same is true if other economic arguments, such as transaction costs, are taken into consideration. 

The dissemination-enhancing rationale presents an even stronger argument against equating  proxy caching with reproduction. If it is true that the Internet of the present and the foreseeable future would collapse if no caching were allowed�, qualifying caching as a restricted act would be wholly irrational. 



Both client and proxy caching probably amount to acts of reproduction within the (technocratic) meaning of Article 2 CD, although even this provision, by using the word ‘reproduction’, still leaves some room for ‘normative’ manoeuvre. The more important question, however, remains: are client and proxy caching exempted uses within the meaning of Article 5(1) CD?



The amendments adopted by the European Parliament have raised some questions in this respect. As amended by the Parliament, the transient reproduction need be an “integral and essential part of a technological process” to qualify for the limitation. Taken literally, this would exclude both client and proxy caching. Caching may be useful, and even essential to prevent the Internet from slowing down to snail-mail speeds, it is certainly not essential to the process of digital communications as such.



The Commission’s amended proposal has taken away many of the intermediaries’ concerns. By inserting the words “including those which facilitate effective functioning of transmission systems” it has now become clear that acts of reproduction as a result of proxy caching are, in principle, covered by the exemption. Presumably, the same is true for client caching, even if this form of caching is not inherent to a “transmission system” stricto sensu. 



These conclusions are confirmed by the final part of Recital 23: “under these conditions [i.e. the conditions of the exemption] this exception covers also acts of caching or browsing”. The Recital, which has survived the first round in the European Parliament (albeit in amended form), strongly suggests that under normal circumstances both forms of caching are covered by the proposed (mandatory) exemption.�



Whether or not proxy caching is without “independent economic significance” is a question that inspires economic analysis; see the DIPPER Economic Report. According to the Explanatory Memorandum with the proposal, the exemption applies to reproductions “made for the sole purpose of executing another act of exploitation of a work” (p. 35). This language perhaps suggests that acts of temporary reproduction that are not performed as an “independent” economic activity would qualify for the exemption, whereas dedicated services (e.g., proxy caching performed by an independent service provider) would not.� 



Finally, we should not overlook the three-step test that, according to Article 5(4) CD, must be applied to all limitations listed in Article 5 CD, including Article 5(1). Assuming caching is a ‘special case’, this raises once again the question of whether caching constitutes a ‘normal exploitation’ of the work. Paraphrasing Ricketson�, the question can be restated as follows: does the copyright owner ordinarily expect a fee? In view of current business practices probably not; to our knowledge no ‘caching licenses’ have ever been negotiated.



Admittedly, the application of the three-step test is somewhat circular. If right owners believe they do enjoy an exclusive right of caching, and would succeed in convincing providers to negotiate a fee, caching might eventually become ‘normal exploitation’. At present, even the European Commission firmly believes this is not the case. The Explanatory Memorandum to the proposed E-Commerce Directive, which will be discussed at length in Chapter 3, confirms that proxy caching “does not constitute as such a separate exploitation of the information transmitted”.�



Under ordinary circumstances, the third part of the three-step test (the reproduction must “not unreasonably prejudice the legitimate interests of the author”) will also be met, unless providers fail to comply with accepted standards or business practices to the detriment of right holders. In this context emerging industry standards, ‘codified’ inter alia in so-called RFC’s (Requests for Comment)� may come into play. An example of conduct possibly not meeting the three-step test would be the failure on the part of an access provider to respect so-called “Time To Live” (TTL) instructions set by web site owners with the purpose of restricting or even totally preventing proxy caching of certain objects; see § 2.7 below . Another example might be a provider’s failure to implement software or technology that enables ‘hit’ counts to be passed through to the owner of the originating web site.� To our knowledge, however, at present no such technology is in place.



In view of the above, in implementing Article 5(1) CD (if eventually adopted) Member States might consider to expressly refer to normal business practices, much in the same way as the US Digital Millennium Copyright Act and the proposed E-Commerce have done in respect of online liability; see § 3.3 below.



The preceding analysis of the proposed Directive is probably consistent with the law as it stands in the United States. The American fair use exemption similarly concentrates on the economic effects and possible damages caused by the (unauthorised) use involved. Even if the question is still open whether or not proxy caching is exempted�, the Betamax case� and its progeny strongly suggest that client caching, at least, is fair use. For example, in its Rio decision� involving the use of portable digital music recorders for downloading (possibly illegal) MP3 files from the Internet, the U.S. Court of Appeals for the Ninth Circuit observed: “The Rio merely makes copies in order to render portable, or ‘space-shift’, those files that already reside on a user's hard drive. […]. Such copying is paradigmatic non-commercial personal use entirely consistent with the purposes of the Act.”











2.5	Right of communication to the public



2.5.1	Introduction



In recent years, the right of communication to the public, as it exists under many names and in many forms in national legislation, has found general recognition under international and European copyright law. It is the making available of works to the public that constitutes the essence of the right.� The relevant act of exploitation commences, and is completed, by providing public access to the protected work. Whether or not, in a given situation, copies of the work are actually downloaded, received or otherwise consumed, is quite irrelevant. 



The right of communication to the public guaranteed by Article 8 of the WIPO Copyright Treaty is reflected in Article 3 of the proposed Copyright Directive: 



“Member States shall provide authors with the exclusive right to authorise or prohibit any communication to the public of originals and copies of their works, by wire or wireless means, including the making available to the public of their works in such a way that members of the public may access them from a place and at a time individually chosen by them.”



Pending adoption and subsequent implementation on the national level of the Directive, the copyright status of providing on-line access over digital networks remains uncertain in a number of European countries.�









2.5.2	On-line intermediaries



The Copyright Treaty and the proposed Copyright Directive leave little doubt that the act of making available copyrighted documents over the World Wide Web is a restricted act. Both the WCT and the proposed Directive, however, leave open the important question of whether the making available of protected works over the Internet is a unitary (restricted) act, or, conversely, a series of restricted acts performed independently by the owner of the web-site, the service provider (host) and the access provider. 



The Agreed Statement accompanying Article 8 of the WCT strongly suggests that ‘passively’ acting on-line intermediaries do not themselves perform acts of communication to the public for which they might be held directly liable:



“It is understood that the mere provision of physical facilities for enabling or making a communication does not in itself amount to communication within the meaning of this Treaty of the Berne Convention.”



The Statement is echoed by Recital 17 to the proposed Copyright Directive, and Article 3(4) CD (amended proposal): “The mere provision of physical facilities for enabling or making a communication does not in itself amount to communication with the meaning of this Article”. The proposed provision is in keeping with case law presently developing in Europe. Online service providers do not themselves communicate to the public, and therefore can not be held directly liable for infringing content transmitted.� Both current and future law thus suggest that direct liability for acts of making works available on-line is to be allocated upstream, i.e. at the originator of the unlawful communication: the web site owner. 



Needless to say, the question of the proper scope of the right of ‘making available’ in respect of Internet providers is directly related to the broader, and perhaps ‘horizontal’, issue of on-line liability in general. For this very reason, Recital 12 of the proposed Copyright Directive (amended proposal) considers that the Directive enter into force “within a time scale similar to” the proposed Directive on Electronic Commerce, which contains a special section on the liability of on-line intermediaries. For a further discussion of the issue of intermediary liability see Chapter 3 of this study. 



2.5.3 Proxy caching an act of ‘communication to the public’? 



The previous discussion still leaves unanswered the question of whether proxy caching would amount to an independent (secondary) act of communication to the public. The WCT Agreed Statement and its offspring in the proposed Copyright Directive probably imply that hosting and providing access to the World Wide Web as such is not a restricted act. Whether adding the activity of proxy caching changes the outcome of the equation, is a matter of speculation.



Proponents of a broadly interpreted right of communication to the public might argue that by proxy caching Internet providers become actively involved in the communication process. The proxy cache, the argument might be, becomes an independent, second source of (copyrighted) documents available for downloading to the provider’s subscribers (i.e. ‘the public’). Even if the web site from where the cached document originates would be shut down, the document would still be available from the proxy cache. From this perspective, the access provider by setting up a proxy cache might be seen as a secondary distributor of copyright materials, not unlike cable distributors in the analogue world.� Note, that cable retransmission of broadcast programs is generally considered an independent act of (secondary) communication to the public, both under the Berne Convention� and under the laws of the Member States of the European Union.� Only in the exceptional case that the cable retransmission is conducted by the same entity as the original broadcaster (the so-called organisme d’origine) no independent act of communication to the public will occur.



Conversely, one might argue that “[t]he mere provision of physical facilities for enabling or making a communication”  (Article 3(4) CD) is language easily broad enough to encompass not only ‘pure’ hosting and conduit activities, but also ancillary activities such as proxy caching. In fact, from a right holders’ perspective proxy caching is a relatively ‘harmless’ act as compared to the activities of hosting service providers that Article 3(4) CD directly addresses, and excludes from the right of communication to the public. Seen in this light, in our opinion it would be wholly irrational to conclude that proxy caching falls outside the ambit of Article 3(4).



The drafters of the Copyright Directive have clearly overlooked the possibility that proxy caching might, at least in theory, qualify as communication to the public. Debate has focussed solely on the scope of the right of reproduction, resulting in the text of Article 5(1) in its present form. Even so, the turbulent history of this provision and the accompanying language in the Explanatory Memorandum and recitals confirm our conclusion that under forthcoming European law proxy caching is not to be considered a restricted act. 





Moral rights



As we have seen in the DIPPER Technical Report, certain ‘moral’ interests may be compromised by acts of proxy caching: 

Proxy caching may result in the supply of ‘stale’ documents, especially if proxy caches are not regularly refreshed.

Proxy caching may hinder authors wishing to withdraw their works available online from circulation, or to adapt them.

In both situations moral rights risk being infringed, even if exemptions, such as Article 5 (1) of the proposed Copyright Directive, would apply in respect of the right of reproduction or other economic rights. Article 5(1) CD is silent on the question of moral rights.



Both the right of integrity of the work (droit au respect) and the right of withdrawal (droit de repentir) may be implicated, depending on the state of the law in a given country. Note that in most European countries only ‘true’ authors (i.e. the actual creators, not employers or publishers) will enjoy moral rights protection. In some countries the law expressly prohibits authors from assigning or waiving their moral rights. Thus, web site owners will be able to invoke moral rights only in special cases, i.e. if they have actually created web pages cached.�

However, web site owners may find comfort in remedies outside copyright law, such as unfair competition or general tort law, if unauthorised proxy caching would harm their business reputation, or otherwise cause damages.





Implied license?



If caching has become a fact of life, then web site owners and other content providers should accept it. This is the “implied license” argument frequently encountered in discussions regarding the scope of copyright in the digital environment. Similar arguments have been made previously in respect of web browsing and hyper-linking.� The argument is powerful, and attractive in its simplicity. Why search for angels on the heads of pins, if content owners have tacitly consented anyway? The problem is, again, the argument is circular. If right owners would object to (certain) acts of caching on a more than incidental scale, the implied license theory would fall apart, and become counterproductive. The theory implies that a license, if not implied, would be actually required. Moreover, for the argument to succeed it is essential that content providers actually have reason to know that web pages are routinely cached, and how caches are operated. As the DIPPER Technical Report has pointed out, at present this transparency does not exist, further weakening the implied license argument.



Indeed, there is an intriguing  relationship between the transparency of the web, the technical state of the art and the validity of the implied license argument. The mark-up language most commonly used on the World Wide, HTML (Hyper Text Markup Language), allows a web page designer to set an expiry date,  a so-called  “Time To Live” (TTL), for each object posted on the site, which will normally be observed automatically by the proxy cache. The TTL meta-data thus enable a web site owner to severely limit or even prevent proxy caching if he so desires. Assuming that the TTL feature of HTML is common knowledge among web site owners and generally complied with by access providers, failure to set a TTL on the part of a web site owner might well be interpreted as an implied license to cache.��

Liability for proxy caching



3.1 	Introduction



Surely, a discussion of the copyright aspects of caching would not be complete without examining the issue of online liability. Indeed, recent legislative developments in this area might make the copyright analysis performed in the previous chapter largely, if not completely, redundant. These legislative initiatives deal with liability issues head-on; the copyright status of proxy caching as such is not addressed. 



In October 1998, the Digital Millennium Copyright Act (DMCA) was enacted in the United States.� The Act contains detailed provisions restricting the liability of Internet providers for direct and indirect copyright infringement, inter alia resulting from the act of proxy caching. In November 1998, the European Commission followed suit with its proposal for a directive on electronic commerce that includes similar, albeit less detailed provisions.� The proposed Directive is partially modelled upon the German Information and Communication Services Act, which was enacted as early as July 1997. Part of the German act is the Teleservices Act that contains specific provisions on online intermediary liability, including rules that may relate to (proxy) caching.� In this chapter all three instruments will briefly discussed, inasmuch as they pertain to acts of proxy caching or similar activities.



The German Teleservices Act



The German Teleservices Act deals with liability for third-party content in a ‘horizontal’ manner; its rules apply equally to all areas of civil and penal law, including copyright. Under the Act,  service providers (hosts) will incur liability for third-party content only if they have actual knowledge thereof, and can be reasonably expected to prevent its further usage. Access providers are excluded from liability altogether. The German Act thus acts as a ‘filter’; only if the conditions specified in the Act are met, will an intermediary incur liability under the relevant body of the law, e.g. copyright.� 



Article 5(3) deals with temporary copies in connection with the access provider’s activities:

“Providers shall not be responsible for any third-party content to which they only provide access. The automatic and temporary storage of third-party content due to user request shall be considered as providing access.”



Prima facie, acts of proxy caching might fall within the ambit of this provision. From the Explanatory Memorandum with the Act, however, it appears that the provision primarily addresses ‘transmission caching’ rather than proxy caching.� The Memorandum does not distinguish between the function of the copy (enabling transmission or facilitating rapid access), but considers decisive the amount of time a temporary copy is maintained in cache. If the intermediate copy lasts longer than several hours, it will not be considered “temporary” for the purpose of Article  5(3).� Thus the provision would apply only to a relatively short-lived copy in a proxy cache. If the copy is maintained for more than several hours, the provider will have to resort to the more limited limitation on liability of Article 5(2): 



“Providers shall not be responsible for any third-party content which they make available for use unless they have knowledge of such content and are technically able and can reasonably be expected to block the use of such content.”



Obviously, Article 5(2) deals primarily with hosting (service provider) liability. However, because a provider employing proxy caching can be said to “make available for use” third party content, he too is probably covered by this provision. The provider,  then, can only be held liable for direct or indirect copyright infringement if he has  actual knowledge of the cached material being unlawfully disseminated, and does nothing to block access to it, provided blocking can be reasonably expected and is technically feasible. 





3.3	E-Commerce Directive



The proposed E-Commerce Directive (Articles 12-15) is modelled upon the German Act in that it deals with online intermediary liability in a ‘horizontal’ manner, and serves as a ‘filter’. Member States may not hold an intermediary liable under principles of general law, including copyright law, if one of the limitations on liability listed in the proposed Directive applies.� 



Article 13 deals specifically with “system” (i.e. proxy) caching. The proposal distinguishes between three types of storage by an intermediary, or rather, three functions that such storage may have: (1) storage for the purpose of carrying out transmissions, (2) storage for the purpose of making more efficient the information’s onward transmission (proxy caching), and (3) storage of information provided by a subscriber (hosting).



As a consequence of this functional approach, proxy caching is not covered by the provision which exempts from liability ‘mere conduits’, such as access providers (Article 12). Under Article 12 an intermediary is exempted from liability if the storage “takes place for the sole purpose of carrying out the transmission in the communication network, and […] the information is not stored for any period longer than is reasonably necessary for the transmission.”



Proxy caching might also be covered by Article 14, which deals with hosting. The provision applies where a service is provided “that consists in the storage of information provided by a recipient of the service […]”. Arguably, proxy caching fits this definition. The “recipient” in the proposed Directive is the information provider (web site owner).� 



If Article 14 would, indeed, apply to proxy caching, the provider will incur liability only if has actual knowledge of infringing content stored in the proxy cache, or is aware of facts or circumstances from which such is apparent and, upon obtaining such knowledge or awareness, does not “expeditiously” disable access to the information.



Early drafts of the proposal did not contain specific language on caching. However, at a very late stage it was decided that caching should be regulated separately, so a special provision (Article 13) was inserted, possibly as a direct consequence of the enactment of the DMCA in the United States. Another reason could be that the dynamics of caching and hosting third party content are different. Storage by a hosting service provider occurs at the initiative of the web site owner, whereas proxy caching is initiated by the access provider – albeit that the decision to cache the material is made automatically. 



Article 13 of the proposed E-commerce Directive provides:



“Where an Information Society service is provided that consists in the transmission in a communication network of information provided by a recipient of the service, Member States shall provide in their legislation that the provider shall not be liable, otherwise than under a prohibitory injunction, for the automatic, intermediate and temporary storage of that information, performed for the sole purpose of making more efficient the information’s onward transmission to other recipients of the service upon their request, on condition that:

(a) the provider does not modify the information; 

(b) the provider complies with conditions on access to the information;

(c) the provider complies with rules regarding the updating of the information, specified in a manner consistent with industrial standards; 

(d) the provider does not interfere with the technology, consistent with industrial standards, used to obtain data on the use of the information; and 

(e) the provider acts expeditiously to remove or to bar access to the information upon obtaining actual knowledge of one of the following:

the information at the initial source of the transmission has been removed from the network; 

access to it has been barred;

a competent authority has ordered such removal or barring.”



In contrast with Article 12 (2), which applies to purely “transient” storage (‘transmission caching’), liability for proxy caching is not entirely ruled out. To benefit from the exemption of Article 13, a number of cumulative conditions (a-e) must be met. These requirements appear to be included primarily to protect the interests of information providers whose web pages are cached. This is somewhat surprising, since the other provisions of the Directive section on “Liability of intermediary service providers” (Section 4) treats the web site owners as potential culprits – sources of illegal content. As the Explanatory Memorandum clarifies, the liability rules of the proposed E-Commerce Directive come into play “as regards illegal acts initiated by others”�, i.e. the information providers. The liability rules of the proposed Directive are not aimed at condoning potentially illegal acts, such as proxy caching, initiated by the intermediaries themselves. 

Even so, the wording of Article 13 suggests that providers complying with the conditions (a-e) cannot be held liable by the originators of the cached web pages. If this interpretation is correct, the scope of the provision exceeds the original purpose of the Directive’s liability regime, i.e. to insulate online providers from liability for infringing third-party content. Indeed, one might say that Article 13 is substantive (copyright) law ‘in disguise’. From a legal-systematic point of view, the proper place for dealing with the relationship between providers that cache and owners of ‘cached’ web pages would be Article 5(1) of the proposed Copyright Directive.



The liability limitations of the proposed Directive determine the level of fault and/or negligence necessary to hold an intermediary liable for providing monetary relief. Fault and breach of duty of care (i.e. a duty to block access) are completely ruled out with respect to access providers (“mere conduits”). The threshold level of fault required to trigger liability for hosting third part content is set rather high. Only if a provider has actual knowledge of the unlawful nature of the material posted by a subscriber, or is aware of facts or circumstances of which that nature is apparent, may he be held liable for the damages.� 



Article 13(e) may serve a similar function. A proxy caching provider may become liable if he has actual knowledge of the material being removed, or ordered to be removed, at the originating site and upon obtaining such knowledge does not “expeditiously” bar access to the material. 



Articles 12-14 determine whether and when a duty to block access arises. Additionally, Article 15 explicitly prohibits Member States to impose upon an intermediary a duty to monitor information transmitted or hosted, or to actively seek facts or circumstances indicating illegal activities. In the original proposal Article 15 did not expressly refer to caching; in the amended version this has been rectified. 



Articles 12-15 limit liability only in respect of monetary relief. They explicitly allow prohibitory injunctions, i.e. court orders to desist from wrongful conduct, to be issued against intermediaries, even if a limitation on liability applies. However, a mandatory injunction, i.e. a court order to take positive action, may be ordered only if an intermediary does not qualify for one of the limitations.�





3.4	Digital Millennium Copyright Act



The liability regime of the DMCA is similar to the E-Commerce Directive. Below we will focus on the main differences between the two instruments. The DMCA adds a new Section 512 to Chapter 5 of the US Copyright Act, which deals with the enforcement of rights. Contrary to the proposed Directive, which treats the issue of liability ‘horizontally’, the DMCA deals exclusively with liability for copyright infringement. Even so, the Act is silent on the copyright status of proxy (‘system’) caching as such. Like the proposed E-Commerce Directive, it merely determines under which circumstances an intermediary may be held liable.� From the intermediaries’ point of view, the advantage of this approach is that he is made immune for direct as well as contributory liability, whereas, if it were determined that proxy caching is not a restricted act for the purpose of copyright law, a provider might still incur liability for contributory infringement.



Unlike the proposed Directive, the DMCA does not totally rule out a duty to monitor. In the future, such a duty may arise if technologies become available that facilitate the monitoring of the transmitted, cached or hosted content, and if implementing these technologies imposes on the provider neither substantial costs nor substantial burdens on his systems.� 



The DMCA goes a step further than the proposed Directive in that it provides for extensive “notice and take down” procedures. Under the Act a hosting service provider must take down or remove material if he receives a notification of  infringement.� Similarly, a cached copy must be removed upon notification, but only if the material has been removed at the originating site, or if such removal is ordered by a court. The E-Commerce Directive does not stipulate a similar condition to escape liability. Even so, European courts might find, on the basis of general principles of law, that the provider has actual knowledge of the material being taken down at the originating source upon notification of such removal, and thus be held liable if access to the cached copy is not “expeditiously” blocked. Consequently, under the EU proposal notification may play an important role as well.

�

conclusions and solutions



Conclusions



Admittedly, the legal analysis of the copyright status of caching undertaken in the previous chapters remains somewhat inconclusive. Applying the common standards of  copyright law discussed in Chapter 2,  proxy caching is probably to be considered an act of ‘reproduction’, even if a ‘normative’ interpretation would not require such qualification. Arguably, client caching does not amount to reproduction under any standard. Moreover, this type of caching is probably exempted anyway under existing private copying exemptions.



Judging from the wording and legislative history of Article 5(1) of the proposed Copyright Directive, proxy caching will soon become an expressly exempted use as well, assuming that proxy caching (a) does not have “independent economic significance”, and (b) does not constitute ‘normal exploitation’ or otherwise harm the interests of the owners of content cached. Condition (a) will perhaps not be met if proxy caching is carried out not as an integral part of an access provider’s activities, but as a service in its own right. Condition (b) will probably not be fulfilled if “Time To Live” (TTL) instructions are not observed or current business practices are otherwise not complied with, to the detriment of right owners.



The analysis of the right of communication to the public also leaves a few loose ends. The obvious analogy with the law on cable retransmission suggests that proxy caching might qualify as a secondary act of communication to the public for which the Internet access provider could be held directly liable. The Agreed Statement to Article 7 of the WCT and its progeny in the proposed Directive (Article 3(4) of the amended proposal), however, suggest the exact opposite. Also, the absence in the proposed Directive of a limitation of the right of communication to the public analogous to Article 5(1) CD appears to indicate that, at least in the eyes of the European legislature, proxy caching does not constitute communication to the public. 



Proxy caching may also implicate the author’s moral rights, if caches are not regularly refreshed. Both the right of integrity of the work (droit au respect) and the right of withdrawal (droit de repentir) are at stake. Since only ‘true’ authors (creators) enjoy moral rights protection, most web site owners will have to resort to remedies outside copyright law, e.g. the law of unfair competition, if proxy caching would result in the delivery of stale documents or otherwise compromise the integrity of their information services.



Contract law may grant Internet providers an additional, albeit thin line of defence. Assuming both proxy and client caching are common practice in the digital networked environment, providers could argue that content providers have tacitly consented to forms of caching that conform to the (emerging) norms of the web. Admittedly, in practice this argument will not carry much weight if in a given situation a content owner would expressly deny or withdraw his (implied) permission to cache, e.g. by setting TTL instructions intended to automatically restrict or prevent proxy caching. Moreover, the implied license argument will eventually fall apart if content owners were to succeed in changing the norms, i.e. by claiming that proxy caching requires their authorisation as a matter of principle. Conversely, failure to set a TTL on the part of the web site owner might well be interpreted as an implied license to cache, assuming that the TTL feature of HTML is common knowledge among web site owners and generally complied with by access providers.



Internet providers will also derive a measure of comfort from recently established and emerging law on the liability of intermediaries. Both the DMCA and the proposed E-Commerce Directive exempt from liability Internet providers engaging in the act of ‘system’ (i.e. proxy) caching, provided a handful of conditions are met. European Internet providers, however, should beware; the proposed directive does not prevent content owners, or other interested parties, from applying for injunctive relief. Also, it remains to be seen whether Article 13 of the proposed Directive really deals with potential liabilities of proxy caching providers vis-à-vis the owners of web pages cached. In view of the Directive’s clearly stated purpose, the proposed liability rules might  apply only to illegal (i.e. infringing) acts performed by third parties – not by the providers themselves.



In sum, Internet providers cannot entirely rely on present or emerging law in expecting that proxy caching will remain without copyright implications. Providers still run potential risks under a variety of legal doctrines, e.g. infringement of economic or moral rights, unfair competition law and indirect liability for injunctive relief. Perhaps, then, additional or alternative legal measures should be considered to achieve greater legal certainty. In the remainder of this chapter two alternative solutions will be briefly examined.





Alternative Legal Solutions



Collective Licensing



Assuming, arguendo, that proxy caching of copyrighted works would constitute one or more restricted acts, access providers maintaining proxy caches would require prior authorisation from all right owners of content cached. In view of the many millions of pages currently available on the web, and the exponential growth the Internet is still experiencing, this would imply a copyright management problem of dazzling proportions. Needless to say, absent extremely sophisticated electronic copyright management systems, the sheer volume of licenses required as well as the daunting problems of identifying and negotiating with a myriad of right holders would totally rule out a system of individual licensing. 



Would collective licensing be a feasible alternative? Drawing from the ‘cable analogy’ one is, perhaps, tempted to consider it. Over the past two decades organisations of rights holders and cable operators have managed, quite successfully, to conclude collective licensing agreements allowing for the uninterrupted secondary transmission of broadcast programs. The European Satellite and Cable Directive adopted in 1993� in fact makes such collective licensing mandatory.



Moreover, rights organisations in Europe and elsewhere have amply proven that collective licensing is a viable solution even in cases of large, loosely organised user groups, such as café’s and restaurants, concert halls, commercial radio stations, et cetera. Finally, rights organisations are currently busily experimenting with various types of ‘multimedia’ licensing, that would involve co-operation between different ‘families’ of rights holders (performing rights, reproduction rights, et cetera), which would enable the granting of a wide range of rights for electronic uses.



Still, collective licensing remains a highly unlikely solution to the problems of proxy caching. Even if all access providers that cache would be willing to succumb to collective licensing agreements, rights organisations would never be able to grant even a small portion of the rights required. Here, an essential difference between the World Wide Web and analogue cable suddenly becomes apparent. Whereas owners of secondary cable rights are mostly professionals (broadcasting organisations, film producers,  journalists, collecting societies, etc.), and thus relatively easily brought together in a collective agreement, ownership of ‘proxy caching rights’ would be extremely diverse. Copyrights in content available on web sites is owned not only, or perhaps not even in the first place, by professional information providers, but by millions of unorganised, and sometimes even anonymous, individuals. For a rights organisation to acquire a mandate sufficient to grant proxy caching rights there lies a daunting task ahead: to represent the entire population of the web.



Similarly colossal would be the task of repartitioning caching royalties received from access providers among all owners of copyrights and related rights in content delivered over the net. In sum, the gigantic transaction costs involved both in licensing and repartitioning would rule out any practicable system of collective licensing of caching rights from the start.



The introduction of a ‘caching levy’ as part of a statutory or compulsory licensing scheme (in lieu of voluntary collective licensing) is not a viable alternative. A levy system would suffer from the same, monumental problems of rights representation and repartitioning. In theory, a levy system would be workable only if (a) collecting societies would receive a statutory mandate, and (b) the proceeds would not need repartitioning, i.e. they would flow directly into some sort of collective fund or trust. Needless to say, such a levy would look more like a tax on caching than a solution under copyright.





Codes of conduct 



If the three DIPPER reports have proven anything it is that technical, legal and business practices are still very much in a state of flux – making specific regulation of caching wholly premature. Indeed, the dynamic development of the Internet at large presents a convincing argument for legislators to adopt a wait-and-see approach. Technology specific legislation at this point in time bears the risk of stifling innovation by ‘freezing in’ the status quo, and will inevitably be outdated soon. Instead, parties concerned (rights holders, access providers and consumers) would be well advised to jointly draft flexible codes of conduct that would codify acceptable business practices. In due course, if proven sufficiently stable and practicable, such codes of conduct might eventually serve as models for a legislative solution.



Admittedly, the relatively low level of organisation of the IT sector – the  symptom of a dynamic industry – may make it difficult to find adequate representation from all sectors concerned. This may augment the risk always inherent in forms of ‘self-regulation’, that is that the interest of the public at large gets lost in the compromise.  On the other hand, as recent experience has shown, even the legislature sometimes has difficulties in distinguishing between the interests of  pressure groups and the common good.



If agreed on today, a code of conduct might provide, e.g., that proxy caching is permitted without authorisation from right owners if:

content is not altered;

no editorial value is added (e.g. indexing);

caches are regularly refreshed; 

expiry times of documents (TTL) are respected;

access providers implement technology that enables ‘hits’ on cached pages to be passed on to originating web sites, if such technology becomes available;

content is not archived or otherwise permanently stored; 

et cetera.
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